MIHICTEPCTBO OCBITH I HAYKH YKPATHU
HanionaneHuii aepokocMivHHI YHIBEPCUTET
«XapkiBCHKHI aBlalliitHUH IHCTHTYTY

SATBEPAXYHO

IMPOI'PAMA
BCTYIIHOI'O BUIIPOBYBAHHS

JUIS 3]100YTTA OCBITHROTO CTYTIEHs A0KTOpa (inocodii
34 OCBITHBO-HAYKOBOIO ITPOrPaMol0
3i CITEMialIbHOCTI

FS «Kibepdeineka Ta 3axuct indopmamii»

(Ko Ta HAHMEHYBaHHA)

(ocBiTHBO-HayKOBa nporpama «Kibepbesneka Ta 3axuct inhopmaii»)

(HalMenyBanER)

y 2026 poui

Xapkis
2026



BCTYII

Berynse Bunpobysanus Ui 3100y TTS OCBITHBOTO CTYTEH: J0KTOpa Binocodii
3@ OCBITHLO-HAYKOBOI MpOrpamoro 3i cnemiansrocti FS «Kibepbesneka Ta 3axucr
iHdopMaitii»

(KO Ta HAMEHYBAHHN )

(ocBiTHRO-HayKOBa nporpama «Kibepbesneka ta 3axucr indopmarii )

(BafiMeHYBaHHA )
BinOyBaeThed BimnoBiaHo 10 «IIpaBun mpuitomy Ha HaBuyanHs o HaniomamsHoro
4epOKOCMIYHOrO yHiBepcuTeTy «XapKiBchKuil aBiauiiHmil iHcTHTY™ B 2026 pomi»
y ¢opmi IHIMBIIYaTBHOTO MHCEMOBOTO (HaXxOBOTO iCHHTY, sKHil Npuitmae (axosa
eK3aMeHalIHHA KOMicid 3 MeBHOI CrelianbHOCTI (OCBITHBOI MpoOrpamMy), ckiaaja sKoi
3aTBEPIKYETHCA HAKa30M PEKTopa YHIBEpCHTETY.

Iopsjok oninwBanHn

Jlo daxoBoro icnuTy BXOAATH NUTAHHA 32 TEMAMM:

— 3arpozu kibepbesnerti.

— Kpunrorpadis.

— KomiutekcHa cucrema 3axucTy Bijl Kibep3arpos.

— Texunonorii anminicTpyBaHHA Ta eKcIulyartanii cucTeM Kibepsaxucry.
— VYnpasninag kibepdeznekoro.

[Tepenik NATaHE 32 TEeMaMH HaBeIEHHI Y porpami.
Kpurepii oninoBanns sHanb

1. Pesynbrar ¢axoBoro iCIHTY BH3HadaeThed 3a mkamor Big 100 mo 200
danis,

2. ®axoBuil icnmuT mpoBoaMTECS Y opMi ekzameny. Exzamenauiiiumii Giner
CKJIAHA€TELCs 3 TPHOX MHTaHb, 10 BXOJAATH 10 TIporpamu daxosoro icnuty. Bignosias
Ha TECTOBE 3aBJaHHsA ouiHIOeThea Bix 0 mo 40 GaniB 3a KpuTEpiSMH MOBHOTH,
KOPEKTHOCTI, CHCTEMHOCTI | TTHOMHHU.

3. Pesynesrat daxoBoro iclHTy po3paxoByeThed 3a HOPMYIIOHD:

80+ ki + k2 + ks, e ki — kinskicte 6anis 3a mpaBMIBHY BijINOBIbL HA 3aBAAHHS
i, 1€ 1 3MiHIOETRCS Bij | J0 n, n — KiTBKICTH 3aBJaHb.

4. Skmo BCTYNHHK oTpumMaB MeHme Hi 100 Ganis, To BBaXaeThCA 110 BiH He
CKJIaB iCITHT 1 10 y4acTi B KOHKYPCi He TOMYCKaeThes,



1 THuranns 3a temolo 3arposu kibepesneni
(HafiMcHYBaHHA)

Tunu arak Ha iHpopMauiiiHi pecypcH.
Tunu atak Ha iHQoOpMaUiiHI CHCTEMH.
ATaxu 10CTyITy.
ATtaku Mogudikanii.
KombinosaHi arakm.
[lepenosnenns 6ydepy.
DoS-araka.
SQL-18" ek,
[ITkinnmuBe mporpamue 3abe3neyeHHs.
. Tumm BipyciB.
. MexanisMu 3apaxeHns.
. [Tomyk Bipycis.
. CHCcTEMH aHTHBIPYCHOTO 3aXHCTY.
. AHTHBIpYCHe nporpamHe 3afe3nedeHHs.
. TposH#u.
. Komn’torepHi «ueps’sxm».
. CkaHepH arax.
. EBpucTHYHI aHami3aTopH.
. AHani3 KOay Mizo3piimx 06’ exTiB.
. ITopeninkoBwii ananis.
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Jlitepatypa

I. Koryr 0. 1. KiGepbesneka ta pusuxn undposoi tpanchopmartii KoMmmaiii.
— Kuis: SIDCON, 2021.-372 ¢.

2. Singh A. K., Mohan A. (Eds.) Handbook of Multimedia Information
Security: Techniques and Applications. Springer, 2019. — 808 p.

3. Bishop M. Computer Security. 2nd ed. — Addison-Wesley Professional,
2018. — 2065 p.

4. TlpoexkTyBaHHs KOMIITCKCHHX CHCTEM 3aXWCTy imdopMamii : migpyusux
/ B. O. Xopomko, I. M. ITasnog, 0. {. Bodano, B. B. Hynukesuy, 1. P. Onipcekuii,
JI. T. Iapxyue. JTsBiB : Buaasaunrso JIsBischkoi momitexniku, 2020. — 320 c.

2 TIuTaHH# 33 TEeMOIO Kpunrorpadis

(RafiMeHyBaHR)

Kpunrocucremu: 6a30si NOHATTA, pu3HaYeHns, Kiacudikaris.
Kpunronporokonm: 6a30Bi MOHATTS, IpU3HaYeHHs, Knacudikanis.
CHMeTpHYHI KPHITTOAITOPHTMH.

ACHMETPHYHI KPHITTOAITOPHTMHA.

[IndpoBuii nigmuc.

AptenTH(]iKalis KOpHCTYBaYiB.

MexaHi3MH pO3MNoIiTy KITk0giB.
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8. Mertoau ananizy KpHITOCHCTEM.
9. Meroau noOyI0BH KPHIITOCHCTEM.
10. OcHOBHI CTaHAAPTH OO peasli3allii KPUIITOCHCTEM.

Jliteparypa

1. Texuonorii szaxucty inpopmauii [EnexrpoHnmii pecypc]: migpydsuk /
1O0. A. Tapnascbkuii. — Kuis: KIII iM. Irops Cikopcskoro, 2018. — 162 ¢. URL:
https://ela.kpi.ua/bitstream/123456789/23896/1/TZI_book.pdf.

2. Kpunrorpadis Bix icTopii 10 cy4acHMX CTaHgapTiB: HaBY.MOCIOHHK
/ T'. J1. Kosina. — 3anopixoxs : HY «3anopiseka nomitexnika», 2020, — 192 c.

3. William Stallings. Cryptography and Network Security Principles and
Practice, 7th Edition. Pearson, 2017. — 767 p.

4. Lome Lantz, Daniel Cawrey. Mastering Blockchain : Unlocking the Power

of Cryptocurrencies, Smart Contracts, and Decentralized Applications. O'Reilly
Media, Inc, USA, 2020. - 272 p.

3 Iluranns 3a temorw KoMiutexkcHa cuereMa 3aXucTy Bijl Kibep3arpos
(HafiMeHYBAHHS )

Hopmatusro-nipasosa 6a3a.

ITporpamnai 3acobu 3axucry.

Texniuni 3acobu 3axucry.

MexaHi3MH 3aXHCTY Mepex.

Amnani3 Tpadiky.

besneka B Oe3npoBiaHux Mepexkax. e

besnexa B onepauiifHux cucremax.

DyukiionansHa 6e3neka i kibepbesmeka.

CranmaptH d]}"HK]JlDHﬂ.TTBHG! besnekwn.

D MeToam oniHtoBaHHs Ta 3abe3nedcHns GyHKIIOHATBHOT Ge3mexH.

H"‘3‘5"‘7’.“*153“5-'“."“":-'*‘!‘J.—'

Jliteparypa

l. Stallings William. Operating Systems: Internals and Design Principles.
Pearson, 2017. — 704 p.

2. Krogh Einar. An Introduction to Windows Operating System. Bookboon,
2nd edition, 2017. — 137 p.

3. Jlicorceka FO. I1. KibepOe3neka: pH3uKH Ta 3aX0/H: HAaBY. nocibauk. — K.
Bunasanunii aim «Kowngopy, 2019, - 272 c.

4. I'pebentok A. M. OcHoBx ynpaeiieas iHopManiiiHow Ge3nexoo: Hasy.
nociounk / A.M. I'pebentok, JI.B. Pubanwuenxo. uimpo: J{inpon. aepx. yH-T
BHYTPpILL. cripas, 2020. — 144 c.

5. IlpoexTyBaHHs KOMIUIEKCHMX CHCTeM 3axXHCTy iHpopMmauii : migpygHHK
/ B. O. Xopouko, 1. M. [Tasnos, 10. 5. bobano, B. b. Hymuxesud, 1. P. Onipebkwuii,
JI. T. Napxyus. JIssis : Bupasuuurso JIssiscskoi nomirexniku, 2020. — 320 c.



4 TIlutanns 3a Temow TexwHoaorii aaMiHiCTpYBaHHA Ta eKCIIyaramii
CHCTEM Kifep3axucry

(raiiMenyBaHHA)

1. OcHoBu TexHOnMOrii  aamiHicTpyBaHHS Ta  eKcruTyaTalii  CHCTEM
kibepzaxucty (CK3).

2. AnmiricTpyBaHHs nporecy npoexkrysanns CK3.

3. AIMIHICTPYBaHHSA NpoLECy BBOAY B ekciutyaranito CK3.

4. Texuiuna excruryarauis ta o6cayrosysanns CK3. |

5. Haniitnicts CK3.

Jlirepatypa

l. Ynpasniuas indopmauiiinoio 6esnexor. Konenexr nekuiit [Enexrponnuit
pecypc] : HaBdanbHuit mocibuuk. — Kuis : KIII im. Irops Cikopcekoro, 2021. — 258 c.
URI: https://ela.kpi.ua/handle/123456789/43377

2. TIpoeKTyBaHHS KOMIUIEKCHMX CHCTEM 3axucrty iHdopmamii : migpydsux
/ B. O. Xopomko, 1. M. ITasnos, 0. 5. Bo6ano, B. b. Jlynukesuy, 1. P. Onipcbkwii,
JI. T. lapxyup. JIseiB : Bunasauirso JIsBischkoi monitexuixu, 2020. — 320 c.

3. Bishop M. Computer Security. 2nd ed. — Addison-Wesley Professional,
2018. — 2065 p.

4. T'pebentox A. M. OcroBu ynpasiiaus indopmamiiitroio Gesnekoro: Hasu.
nocionnk / A.M. I'pebemiok, JI.B. Pubanbuenko. [uinpo: duinpomn. mepsk. yH-T
BHYTpiu cripas, 2020. — 144 c.

5 Murtanns 3a TeMol0 Yupasjiuns Kidepbesnexoro
- {nafiMenysanng)

Cucrema MOHITOPHHTY.

1.

2. CHcrema aHanizy ypasMBOCTEN.

3. Cucrema BHSBJICHHA BTOPTHEHb.

4. YmpasniHHS KOMIIEKCHUMH CHCTEMAaMH 3aXHCTY.

5. CranpgapTu3saiiia y ramysi MOHITOPHHTY KiGepcHcTeM. AHali3 i YIpaBTiHHA
PH3HKaMH.

Jlitepatypa

I. TlpoexkTyBaHHA KOMILIGKCHHX CHCTEM 3axMcTy imdopmanii : mizpy4euk
/ B. O. Xopouiko, 1. M. TTassos, }0. 5. Bo6ano, B. b. Jlymukesu, I. P. Onipchiwuii,
JI. T. MMapxyup. JIsBis : Bupasruirso JIssiBchkoi nomitexniku, 2020, — 320 c.

2. Singh A. K., Mohan A. (Eds.) Handbook of Multimedia Information
Security: Techniques and Applications. Springer, 2019. - 808 p.

3. Bishop M. Computer Security. 2nd ed. — Addison-Wesley Professional,
2018, — 2065 p.

4. Jlicosceka HO. I1. KiGepGesneka: pusHkyu Ta 3aX0/u: HaBd. nocibuuk. — K.:
Bunasanamii gim «Konmopy, 2019. — 272 c.



["apanT ocBiTHRO-HayKOBOI niporpamu «Kibepbesneka Ta 3axucT indopmanii»

T EH" 6 'Bonommvup [TEBHEB

(miamme) (imiuian® Ta mpisBHIIE)

IIporpamy posrisiHyTo # y3roZxeHo Ha BHIYCKOBil kadenpi kibepbesnmeku Ta
IHTEIEKTYAIBHUX iH(QOopMamifHHX TEXHOIOTii.

[Mporokon Ne _7  Bim« 16 » JIOTOTO 2026 p.

3aBixyBau kadeapu 503 »fc Bsagecnas XAPYEHKO

(migrAAey-— (iHimiam Ta npiarmie)

I[NIOTODKEHO

[IpopekTop 3 HaykoBOi po6oTH J .
YHIBEPCHUTETY Ceitnana JJIOMBPOBCBKA

3asigyBau Bigainy e
acmipaHTypH i TOKTOpPaHTypH ["'anna 3AJJHEITPOBCBKA



