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Name Oleg Illiashenko

Position, Associate Professor

Department/Faculty Computer Systems, Networks and
Cybersecurity Department

Academic Degree, Candidate of Engineering Sciences

Academic Title Docent

Email: o.illiashenko@khai.edu

Scopus Author ID: 55842633400

Web of Science 1-9487-2018

ResearcherlID:

ORCID iD: 0000-0002-44672-6400

Google Scholar: https://scholar.google.com/citations?user=zwBQ
TO0AAAA]

ResearchGate: https://researchgate.net/profile/Oleg-
Illiashenko

EDUCATION:

Basic education:
National Aerospace University "Kharkiv Aviation Institute", BSc in Computer Engineering [2010]

Postgraduate/Doctoral studies:

National Aerospace University "Kharkiv Aviation Institute", MSc in Specialized Computer Systems
[2012]

Kharkiv National University of Radio Electronics, MSc in Information Security [2013]

National Technical University "Kharkiv Polytechnic Institute", PhD in Computer Systems and
Components [2018]

Additional training, certification programs:
Certified SAFe Agilist

Professional Scrum Product Owner I (PSPO I)
Professional Scrum Master (PSM) — Levels I, II

WORK EXPERIENCE:

National Aerospace University “"Kharkiv Aviation Institute” [2012-current]

[2012-2015]

Position. Assistant Lecturer at the Department of Computer Systems and Networks.

Responsibilities: Teaching of courses to Ukrainian and international BSc students. Supervising BSc
students.

[2015-2019]

Position: Senior Lecturer at the Department of Computer Systems, Networks and Cybersecurity.
Responsibilities: Teaching of courses to Ukrainian and international BSc and MSc students.
Supervising BSc and MSc students.
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[2019-current]

Position: Associate Professor at the Department of Computer Systems, Networks and Cybersecurity
Responsibilities. Director (Ukr. “lapanT”) of the BSc Cybersecurity program (4-year cycle). Teaching
of courses to Ukrainian and international BSc and MSc students. Supervising PhD and MSc students.

GlobalLogic (Hitachi group) [2021-2025]

Position: Engineering / Project Manager.

Responsibilities: Managing projects and multinational, diverse project teams within automotive,
embedded, healthcare, cloud domains, including functional safety/cybersecurity-critical projects with
Tier 1 suppliers from EMEA, APAC, and the US. Training of project managers.

Institute of Informatics and Telematics (IIT-CNR) [2023-2025]

Position: Postdoctoral Researcher.

Responsibilities.: Project management and research within the Horizon Europe SYNAPSE project "An
Integrated Cyber Security Risk & Resilience Management Platform, With Holistic Situational
Awareness, Incident Response & Preparedness Capabilities":

- Incident response;

- Al-enhanced situational awareness;

- Cyber threat intelligence with attack early warning & threat hunting systems;

- Preparedness through cybersecurity, privacy & business continuity training;

- Technical & economic risk management.

Institute of Information Science and Technologies “"A. Faedo” (ISTI-CNR) [2022-2023]
Position: Graduate Fellow.

Responsibilities.: Conducting research on the following topics:

- Functional safety & cybersecurity co-engineering in safety-critical domains (nuclear, railway,
automotive);

- Development of AI quality model and characteristics;

- Cybersecurity-informed safety analysis of ATS considering Al-powered cyberattacks and protection
in aviation, space, and maritime domains.

Experience in International or National Projects:

Responsibilities:

- Management of the research/development/education IT projects (under Horizon2020, FP7,
Erasmus+, and TEMPUS programs) through the whole project lifecycle, starting with grant writing
and proposal preparation and finishing with financial auditing with the European Commission and
project closure: GREENCO, CABRIOLET, SEREIN, ALIOT, KhAI-ERA, ECHO.

- Management of cross-functional teams of up to 60+ FTE in fixed-price projects.

Key achievements:

- Successfully managed 6 international projects, starting from the project proposal preparation and
finishing with financial auditing from EC;

- Recognised by the Educational, Audiovisual, and Culture Executive Agency (EACEA) as the best
practice in Tempus project management in 2016.
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RESEARCH ACTIVITIES:

Main Research Areas:

- Functional safety and cybersecurity co-engineering of safety-critical instrumentation and control
systems;

- Assessment, assurance, and standardisation of Industrial Automation and Control Systems;

- Academia-industry cooperation.

Number of Publications (Scopus, WoS, others):

Scopus — 59

Web of Science — 50

Google Scholar — 87

TEACHING ACTIVITIES:

Courses Taught / Author Courses:

- Methods of safety and security analysis

- Methods of development and verification of IT products

- Standardisation and certification of cybersecurity in IT systems
- Technologies of critical software engineering

- Computer systems design technologies

- Computer logic

- Microcontrollers

- Complex systems of computer engineering (course project)

- Organisation of databases (course project)

Methodological Materials, Textbooks:

Kharchenko, V., Sklyar, V., Boyarchuk, A., Shteinbrekher, D., Illiashenko, O. University-industry
cooperation. Model-oriented approach. Practical guide and cases, Volume 1. Ministry of Education
and Science of Ukraine, National Aerospace University “KhAI”, 2017, 361 p.
http://cabriolet.eu.org/wp-content/uploads/2018/02/UIC Volume-1 Model-oriented-approach.Practical-
cases web.pdf

Kondratenko, Yu., Kondratenko, G., Sidenko, I., Illiashenko, O., Uzun, D. Intellectual knowledge-
based decision-making system. Requirements, algorithms, verification and application, Volume 2.
Ministry of Education and Science of Ykraine, Petro Mohyla Black Sea National University, National
Aerospace University “KhAI", 2017, 297p. http://cabriolet.eu.org/wp-
content/uploads/2018/02/UIC Volume-2 Intellectual-knowledge-based-decision-making-system web.pdf

Lytvynov, V., Kazymyr, V., Posadskaya, 1., Saveliev, V., Grebennik, A., Illiashenko, O., Kharchenko,
V. University industry cooperation. Web portal. Operational roadmap. Volume 3. Ministry of
Education and Science of Ukraine, Chernihiv National University of technology, National Aerospace
university “KhAI”, 2017, 181 p. http://cabriolet.eu.org/wp-content/uploads/2018/02/UIC Volume-
3 Web-portal.Operational-roadmap web.pdf
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Brezhniev, E., Vorobets, G., Vorobets, O., Illiashenko, O., Kazymyr, V., Kondratenko, Y. University-
industry cooperation. Capacity Building. Trainings, Volume 4. Kharchenko V. S. (eds). Ministry of
Education and Science of Ukraine, National Aerospace University “KhAI”, 2017, 333 p.
http://cabriolet.eu.org/wp-content/uploads/2018/02/UIC Volume-4 Capa%D1%81ity-

Building.Trainings web.pdf

Internet of Things for Industry and Human Application. In Volumes 1-3. Volume 1. Fundamentals
and Technologies / V. S. Kharchenko (ed.). Ministry of Education and Science of Ukraine, National
Aerospace University KhAI, 2019. 605 p. Biloborodova T. O., Boyarchuk A. V., Brezhniev E. V.,
Illiashenko 0. 0., et.al. https://aliot.eu.org/wp-content/uploads/2020/07/ALIOT Multi-
Book Volumel web.pdf

Internet of Things for Industry and Human Application. In Volumes 1-3. Volume 2. Modelling and
Development / V. S. Kharchenko (ed.). Ministry of Education and Science of Ukraine, National
Aerospace University KhAI, 2019. 547 p. Drozd O. V., Illiashenko O. O., Kharchenko V. S., et.al.
https://aliot.eu.org/wp-content/uploads/2019/10/ALIOT Multi-Book Volume2 web.pdf

Internet of Things for Industry and Human Application. In Volumes 1-3. Volume 3. Assessment and
Implementation / V. S. Kharchenko (ed.). Ministry of Education and Science of Ukraine, National
Aerospace University KhAI, 2019. 918 p. Babakov R. M., Biloborodova T. O., Bojko A. O., Bousher V.
V., Brezhniev E. V., Illiashenko O. 0., et. al. https://aliot.eu.org/wp-
content/uploads/2020/01/ALIOT Multi-Book Volume3 web.pdf

Internet of Things for Healthcare Systems: Trainings / V. S. Kharchenko (ed.). Ministry of Education
and Science of Ukraine, National Aerospace University “KhAI”, Volodymyr Dahl East Ukrainian
National University, 2019. 92 p. Kharchenko V. S., Skarga-Bandurova I. S., Biloborodova T. O., Uzun
D. D., Illiashenko O. O., et. al. https://aliot.eu.org/wp-content/uploads/2019/10/ALIOT ITM4 IoT-
for-Healthcare web.pdf

Internet of Things for Ecology, Safety and Security Monitoring Systems: Trainings / V. S.
Kharchenko and H. V. Fesenko (eds.). Ministry of Education and Science of Ukraine, National
Aerospace University “"KhAI”, 2019. 122 p. Morshchavka S. V., Kudermetov R. K., Skarga-Bandurova
I. S., Illiashenko O. O., et. al. https://aliot.eu.org/wp-content/uploads/2019/10/ALIOT ITM5 IoT-
for-Ec-Saf-SMS web.pdf

Internet of Things for Industrial Systems: Trainings / Yu. P. Kondratenko and V. S. Kharchenko
(eds.). Ministry of Education and Science of Ukraine, Petro Mohyla Black Sea National University,
Zaporizhzhia National Technical University, National Aerospace University “KhAI”, Vasyl’ Stus
Donetsk National University, 2019. 143 p. Kondratenko Yu. P., Kondratenko G. V., Kozlov O. V.,
Topalov A. M., Illiashenko O. 0., et. al. https://aliot.eu.org/wp-
content/uploads/2019/10/ALIOT ITM6 IoT-for-Ind-Sys web.pdf

Internet of Things for Industry and Human Application. Fundamentals of Internet of Things / V. S.
Kharchenko (ed.). Ministry of Education and Science of Ukraine, National Aerospace University KhAI,
2019. 95 p. Boyarchuk A. V., Chemeris O. A., Golembovska O. O., Illiashenko O. O., et. al.
https://aliot.eu.org/wp-content/uploads/2020/07/ALIOT MC1 Fund-of-IoT web.pdf
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Computer Systems Design Technologies: Lecture Notes. / A. Perepelitsyn, O. Illiashenko, V. Kulanov
/ V. S. Kharchenko (ed.). Ministry of Education and Science of Ukraine, National Aerospace
University KhAI, 2020. 50 p. ISBN 978-966-1681-49-0.

O. Illiashenko. Standardisation and certification of cybersecurity IT systems. Lecture Notes.
URL: https://mentor.khai.edu/course/view.php?id=2132

O. Illiashenko. Formal methods of development and verification. Lecture Notes.
URL: https://mentor.khai.edu/course/view.php?id=5314

GRANTS AND PROJECTS:

Participation in International Projects:

SYNAPSE (An Integrated Cyber Security Risk & Resilience Management Platform, With Holistic
Situational Awareness, Incident Response & Preparedness Capabilities). Role: Project Manager on
behalf of the Project Coordinator. Commissioned EC's Horizon Europe Programme
https://www.synapse-project.eu/ [2023-2025].

AviaCore 4.0 (Centre for Excellence in Industry 4.0, Germany, Fraunhofer IFF). Role: Digitalization
R&D Strategy Development Coordinator. Commissioned by the BMBF, Germany [2022-2023].

CyberEDU (Cybersecurity of Industrial Control Systems). Role: Task Leader. Commissioned by
Academic collaboration in the Baltic Sea region programme of the Swedish Institute, Sweden [2021-
2023].

ECHO (European Network of Cybersecurity Centres and Competences Hub). Role: Project
Coordinator from Ukraine. Commissioned by the EC's Horizon 2020 Programme
https://echonetwork.eu/ [2019-2023].

ALIOT (IoT for Human and Industry Domains) Role: Project Coordinator from Ukraine.
Commissioned by the ERASMUS+ Programme of the EU https://aliot.eu.org [2016-2020].

CABRIOLET (University-Industry Cooperation on Electronic and Computer Engineering) Role: Project
Coordinator from Ukraine. Commissioned by the TEMPUS Programme of the EU
https://cabriolet.eu.org/ [2013-2017].

SEREIN (Modernization of Curriculum on Cybersecurity and Resilience for Human and Industry)
Role: Project Coordinator from Ukraine. Commissioned by the EU TEMPUS Programme
https://serein.eu.org/ [2013-2017].

GreenCo (Green Computing and Communication) Role: Project Coordinator from Ukraine.
Commissioned by the TEMPUS Programme of the EU [2012-2016].

KhAI-ERA (Integrating the National Aerospace University "KhAI" into ERA) Role: Team Leader for
Dependable Aerospace Systems. Commissioned by the FP7-INCO Programme of the EU [2011-

2015].
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Participation in National Projects:

Theoretical foundations, methods and technologies ensuring the dependability of evolvable
computerized infrastructures for aerospace and critical domains (0108U010994). Role: Researcher
[2009-2011].

Theoretical foundations, methods and information technologies of critical application software and
hardware complexes development in terms of resource constraints (0112U001058). Role:
Researcher [2012-2014].

Scientific foundations, methods and tools of green computing and communications (0115U000996).
Role: Researcher [2015-2017].

Sustainability methodology and information technologies for green computing and communications
(0118U003822). Role: Researcher [2018-2020].

Methods, software, hardware and information technologies for the development and modernization
of dependable computer systems, networks and IT infrastructures (0117U005349). Role: Researcher
[2018-2020].

Scientific foundations and methods of dependability ensuring for intelligent systems UAV fleets for
monitoring potentially dangerous and military objects (0121U112172). Role: Researcher [2021-2023].

Methods, software and hardware tools and technologies to ensure the dependability of intelligent
industrial Internet of Things systems (0122U001065). Role: Researcher [2022-2023].

Methods and case technologies of evidence-based cybersecurity assessment of programmable
systems to ensure the protection of critical IT infrastructure (0123U102106). Role: Principal
Investigator [2023-2024].

PROFESSIONAL ACHIEVEMENTS AND AWARDS:

Distinctions, Awards, Prizes:
President of Ukraine Prize for Young Scientists [2015]
https://www.president.gov.ua/documents/7052015-19643

Prize of the Verkhovna Rada of Ukraine for Young Scientists [2024]
https://zakon.rada.gov.ua/laws/show/4411-20#Text

Nominal scholarship of the Kharkiv regional state administration in the field of science in the
nomination of informatics and computer sciences — scholarship n. a. Valentin Viktorovich Sviridov for
gifted young scientists [2020]

https://dniokh.gov.ua/?p=59345

Scholarship of the V. Pinchuk Foundation Zavtra.UA [2011]

Scholarship of the Presidential Fund of Kuchma "Ukraine" [2011]
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Membership in Professional Associations:
ISA99, Industrial Automation and Control Systems Security

INTERNATIONAL ACTIVITIES:

Internships:

[November-December 2011]

Research internship at the Institute of Information Sciences and Technologies of the National
Council for Research of Italy, Istituto di Scienza e Tecnologie dell'Informazione “A. Faedo” (ISTI-
CNR), Pisa, Italy. The direction of research is model-oriented development and verification of critical
application systems, important for safety in the automatic train protection systems for railway
transport. Working under the supervision of Dr Felicita Di Giandomenico, Dr Stefania Gnesi, and Dr
Mario Fusani. Technical report produced during the internship:
https://openportal.isti.cnr.it/doc?id=people ::aa477886d6d728dc3f909ac1665d72e4

[September-October 2012]

Research internship at Tallinn University of Technology Tallinna Tehnikaiilikool (TTU), Tallinn,
Estonia. The research direction focused on information security in embedded systems utilising
programmable logic, as well as the development of methods for testing embedded systems based
on software logic. Working under the supervision of Dr Gert Jervan and Prof. Jiri Vain.

[July 2019]
Internship at Newcastle University (Newcastle upon Tyne, UK) and Leeds Beckett University (Leeds,
UK) to develop an Internet of Things curriculum for industry and society.

Teaching/Lecturing Abroad:

Leeds Beckett University [2025-current]

Position: Senior Lecturer in Cybersecurity and Forensics.

Responsibilities.: Teaching of the following courses for L5, L6, L7 students: Incident Response and
Investigations, Cyber Security Landscapes, Systems Security, Web and Network Security.
Supervising of BSc, MSc and PhD students in Cybersecurity.

SELECTED PUBLICATIONS:

Key Articles (Scopus, WoS, others):

Veprytska, O., Kharchenko, V., Illiashenko, O. Cybersecurity and Artificial Intelligence: Triad-Based
Analysis and Attacks Review. Cybernetics and information technologies 2025, Vol. 25, No. 3, pp.
156-185 https://doi.org/10.2478/cait-2025-0028

Lipianina-Honcharenko, K., Melnyk, N., Ivasechko, A., Telka, M., Illiashenko, O. Neural Network
Ensemble Method for Deepfake Classification Using Golden Frame Selection. Big Data Cognitive
Computing 2025, 9, 109. https://doi.org/10.3390/bdcc9040109
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Kharchenko, V., Yakovlev, S., Veprytska, O., Illiashenko, O., Fesenko, H. Explainable artificial
intelligence as a service: methodology of assessment and quality models. Cybernetics and system
analysis 2025, 2, 61, pp. 175-185 https://doi.org/10.1007/s10559-025-00757-z

Kharchenko, V., Ponochovnyi, Y., Ivasiuk, O., Illiashenko, O., Ponochovna, O., Generalisation of
Availability Models for Resilient Systems with Online Verification. International Journal of electronics
and telecommunications 2025, Vol. 71, No.3, Pp. 1-7
https://ijet.pl/index.php/ijet/article/view/10.24425-

ijet.2025.153618 doi: https://doi.org/10.24425/ijet.2025.153618

Fesenko, H.; Illiashenko, O.; Kharchenko, V.; Leichenko, K.; Sachenko, A.; Scislo, L. Methods and
Software Tools for Reliable Operation of Flying LiFi Networks in Destruction Conditions. Sensors
2024, 24, 5707. https://doi.org/10.3390/s24175707

Tetskyi, A., Perepelitsyn, A., Illiashenko, O., Morozova, O., Uzun, D. Ensuring cybersecurity of FPGA
as a service with the use of penetration testing of components, Radioelectronic and Computer
Systems, 2024, N2 (110). pp. 160-172. https://doi.org/10.32620/reks.2024.2.13

Leichenko K., Fesenko H., Kharchenko V., Illiashenko O. Deployment of a UAV swarm-based LiFi
network in the obstacle-ridden environment: algorithms of finding the path for UAV placement
Radioelectronic and Computer Systems, 2024, NQ 1(109). pp. 176-195,
https://doi.org/10.32620/reks.2024.1.14

Illiashenko, O., Kharchenko, V., Babeshko, I., Fesenko, H., Di Giandomenico, F. Security Informed
Safety Analysis of Autonomous Transport Systems Considering Al-Powered Cyberattacks and
Protection, Entropy, MDPI, 2023, 25(8), 1123. https://doi.org/10.3390/e25081123

Fesenko, H., Illiashenko, O., Kharchenko, V., Kliushnikov, I., Morozova, 0., Sachenko, A.,
Skorobohatko, S. Flying Sensor and Edge Network-Based Advanced Air Mobility Systems: Reliability
Analysis and Applications for Urban Monitoring. Drones, MDPI, 2023, 7(7), 409;
https://doi.org/10.3390/drones7070409

Kharchenko, V., Fesenko, H., Illiashenko, O. Quality Models for Artificial Intelligence Systems:
Characteristic-Based Approach and Application. Sensors, MDPI, 2022, 22(13), 4865;
https://doi.org/10.3390/s22134865

Babeshko, I., Illiashenko, O., Kharchenko, V., Leontiev, K. Towards Trustworthy Safety Assessment
by Providing Expert and Tool based XMECA Techniques. Mathematics, MDPI, 2022, 10(13), 2297;
https://doi.org/10.3390/math10132297

Kharchenko, V., Ponochovnyi, Y., Ivanchenko, O., Fesenko, H., Illiashenko, O. Combining Markov
and Semi-Markov Modelling for Assessing Availability and Cybersecurity of Cloud and IoT Systems
Cryptography, MDPI 2022, 6(3), 44; https://doi.org/10.3390/cryptography6030044
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Sun, Y.; Fesenko, H.; Kharchenko, V.; Zhong, L.; Kliushnikov, I.; Illiashenko, O.; Morozova, O.;
Sachenko, A. UAV and IoT-Based Systems for the Monitoring of Industrial Facilities Using Digital
Twins: Methodology, Reliability Models, and Application. Sensors, MDPI. 2022, 22, 6444.
https://doi.org/10.3390/s22176444

Kliushnikov, 1., Kharchenko, V., Fesenko, H., Leontiiev, K., Illiashenko, O. (2022). UAV Fleet with
Battery Recharging for NPP Monitoring: Queuing System and Routing Based Reliability Models. In:
Zamojski, W., Mazurkiewicz, J., Sugier, J., Walkowiak, T., Kacprzyk, J. (eds) New Advances in
Dependability of Networks and Systems. DepCoS-RELCOMEX 2022. Lecture Notes in Networks and
Systems, vol 484. Springer, Cham. https://doi.org/10.1007/978-3-031-06746-4 11

Makarichev, V.; Lukin, V.; Illiashenko, O.; Kharchenko, V. Digital Image Representation by Atomic
Functions: The Compression and Protection of Data for Edge Computing in IoT Systems. Sensors,
MDPI, 2022, 22, 3751. https://doi.org/10.3390/s22103751

Kharchenko, V.; Illiashenko, O.; Sklyar, V. Invariant-Based Safety Assessment of FPGA Projects:
Conception and Technique. Computers, MDPI 2021, 10, 125.
https://doi.org/10.3390/computers10100125

Illiashenko, O., Mygal, V., Mygal, G., Protasenko, O. (2021). A convergent approach to the viability
of the dynamical systems: The cognitive value of complexity. International Journal of Safety and
Security Engineering, Vol. 11, No. 6, pp. 713-719. https://doi.org/10.18280/ijsse.110612

Gordieiev, 0., Kharchenko, V., Illiashenko, O., Morozova, O., Gasanov, M. (2021). Concept of using
eye-tracking technology to assess and ensure cybersecurity, functional safety, and usability.
International Journal of Safety and Security Engineering, Vol. 11, No. 4, pp. 361-367.
https://doi.org/10.18280/ijsse.110409

Kliushnikov, I., Fesenko, H., Kharchenko, V., Illiashenko, O., Morozova, O. UAV fleet-based accident
monitoring systems with automatic battery replacement systems: Algorithms for justifying
composition and use planning. International Journal of Safety and Security Engineering, Vol. 11, No.
4, 2021, pp. 319-328. https://doi.org/10.18280/ijsse.110404

Kharchenko, V., Kliushnikov, I., Fesenko, H., Illiashenko, O. Multi-UAV Mission Planning for
Monitoring Critical Infrastructures Considering Failures and Cyberattacks. Information & Security: An
International Journal. Vol. 49, 2021. https://doi.org/10.11610/isij.4906

Babeshko, E., Illiashenko, O., Kharchenko, V., & Ruchkov, E. Safety and Reliability Assessment of
NPP  Instrumentation and Control Systems Considering Different  Communication
Architectures. Nuclear and Radiation Safety, N92(86), 2020, pp. 38-43.
https://doi.org/10.32918/nrs.2020.2(86).05

Perepelitsyn, A., Illiashenko, O., Duzhyi, V., & Kharchenko, V. Application of the FPGA Technology
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