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EDUCATION: 
 
Basic education: 
National Aerospace University "Kharkiv Aviation Institute", Computer Engineering, Bachelor 
National Aerospace University "Kharkiv Aviation Institute", Computer Systems and Networks, Master 
 
Postgraduate/Doctoral studies: 
National Aerospace University "Kharkiv Aviation Institute", Information Technologies, 
Candidate of Engineering Sciences 
 
Institute of Information Science and Technologies "Alessandro Faedo", The National Research 
Council of Italy, Graduate Fellow 
 
Additional training, certification programs: 
IEC 61508 Developer’s Course 
ICS Cybersecurity Landscape for Managers 
Quality Assurance for NPPs, 10CFR50 Appendix B 
Common Vulnerability Scoring System Version 4.0 
Emerson Ovation Distributed Control System 
Ex and Exi basic 
Grafana Champion 
InfluxDB Essentials 
Data Collection with Telegraf 
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WORK EXPERIENCE: 
 
Research and Production Corporation "Radiy" 
Senior Researcher 
 
Khartep 
Senior Software Engineer 
 
Aker Solutions 
Instrument Engineer 
 

RESEARCH ACTIVITIES: 
 
Main Research Areas: 
Cybersecurity, IIoT 
 
Number of Publications (Scopus, WoS, others): 
50+ 
 

TEACHING ACTIVITIES: 
 
Courses Taught: 
Programming Technologies 
Industrial IoT Systems 
Security of Industrial Systems and Internet of Things 
 
Methodological Materials, Textbooks: 
E. Babeshko, V. Kulanov, V. Lokazyuk, S. Ostroumov, O. Pomorova, Yu. Prokhorova, V. Kharchenko. 
Fault-tolerant embedded PLD-systems. Training / еd. by V. Kharchenko. Kharkiv: KhAI, 2008. 118 p. 
 
V. Sklyar, V. Kharchenko, E. Babeshko et. al. Secure and resilient computing for industry and human 
domains Vol. 2. Secure and resilient systems, networks and infrastructures / еd. by V. Kharchenko. 
Kharkiv: KhAI, 2017. 762 p. 
 
A.P. Plakhtyeyev. E.V. Babeshko, V.A. Tkachenko, J.V. Zdorovets. Architectures and Embedded 
Platform Based development of Internet / Web of Things systems: Laboratory works / 
еd. by V. Kharchenko Kharkiv: KhAI, 2019. 147 p. 
 
I. Babeshko. Industrial IoT Systems. Lecture Notes. 
URL: https://mentor.khai.edu/course/view.php?id=3708 
 
I. Babeshko. Security of Industrial Systems and Internet of Things. Lecture Notes. 
URL: https://mentor.khai.edu/course/view.php?id=7901 
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GRANTS AND PROJECTS: 
 
Participation in International Projects: 
TEMPUS «MASTAC» Msc and PhD Studies in Aerospace Critical Computing JEP 26008-2005  
(2006-2009) 
 
TEMPUS «SAFEGUARD» National Safeware Engineering Network of Centers of Innovative Academia-
Industry Handshaking 158886-TEMPUS-2009-UK-TEMPUS-JPCR (2010-2013) 
 
TEMPUS «SEREIN» Modernization of Postgraduate Studies on Security and Resilience for Human and 
Industry Related Domains 543968-TEMPUS-1-2013-1-EE-TEMPUS-JPCP (2013-2016)  
( https://serein.eu.org ) 
 
TEMPUS «CABRIOLET» Model-Oriented Approach and Intelligent Knowledge-Based System for 
Evolvable Academia-Industry Cooperation in Electronic and Computer Engineering 544497-TEMPUS-
1-2013-1-UK-TEMPUS-JPHES (2014-2016) ( https://cabriolet.eu.org ) 
 
ERASMUS+ «ALIOT» Internet of Things: Emerging Curriculum for Industry and Human Applications 
573818-EPP-1-2016-1-UK-EPPKA2-CBHE-JP (2016-2020) ( https://aliot.eu.org ) 
 
Jean Monnet Module "European Integration of Ukraine in Industry 4.0" 611674-EPP-1-2019-1-
UAEPPJMO-MODULE (2019-2022) 
 
Horizon2020 «ECHO» European network of Cybersecurity centers and competence Hub for 
Innovation and Operations (2018 – 2022) ( https://echonetwork.eu ) 
 
CyberEDU. Education for cybersecurity professionals (2021 – 2022) (https://si.se/en/projects-
granted-funding/cyberedu/) 
 
Participation in National Projects: 
 
Theoretical foundations, methods and tools of analysis, development and verification of dependable 
information and control systems for aerospace objects and complexes of critical application 
(0106U001071), 2006-2008 
 
Theoretical foundations, methods and technologies ensuring the dependability of evolvable 
computerized infrastructures for aerospace and critical domains (0108U010994), 2009-2011 
 
Theoretical foundations, methods and information technologies of critical application software and 
hardware complexes development in terms of resource constraints (0112U001058), 2012-2014 
 
Scientific foundations, methods and tools of green computing and communications (0115U000996), 
2015-2017 
 
Sustainability methodology and information technologies for green computing and communications 
(0118U003822), 2018-2020 
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Methods, software, hardware and information technologies for the development and modernization 
of dependable computer systems, networks and IT infrastructures (0117U005349), 2018-2020 
 
Scientific foundations and methods of dependability ensuring for intelligent systems UAV fleets for 
monitoring potentially dangerous and military objects (0121U112172), 2021-2023 
 
Methods, software and hardware tools and technologies to ensure the dependability of intelligent 
industrial Internet of Things systems (0122U001065), 2022-2023 
 
Methods and case technologies of evidence-based cybersecurity assessment of programmable 
systems to ensure the protection of critical IT infrastructure (0123U102106), 2023-2024 
 

PROFESSIONAL ACHIEVEMENTS AND AWARDS: 
 
Distinctions, Awards, Prizes: 
President of Ukraine Prize for Young Scientists 
http://zakon.rada.gov.ua/go/705/2015 
 
Membership in Professional Associations: 
ISA99, Industrial Automation and Control Systems Security 
 

SELECTED PUBLICATIONS: 
 
Key Articles (Scopus, WoS, others): 
Babeshko, I. and Merzlikin, Y. Open Source Technology Stack for IIoT: A Case Study for the 
Renewable Energy Industry, 2024 14th International Conference DESSERT, Athens, Greece, 2024, 
pp. 1-6, doi: 10.1109/DESSERT65323.2024.11122122. 
 
Babeshko, I. and Di Giandomenico, F. Safety and Cybersecurity Assessment Techniques for Critical 
Industries: A Mapping Study. IEEE Access 2023, vol. 11, pp. 83781-83793,  
https://doi.org/10.1109/ACCESS.2023.3297446. 
 
Illiashenko, O.; Kharchenko, V.; Babeshko, I.; Fesenko, H.; Di Giandomenico, F. Security-Informed 
Safety Analysis of Autonomous Transport Systems Considering AI-Powered Cyberattacks and 
Protection. Entropy 2023, 25, 1123. https://doi.org/10.3390/e25081123 
 
Babeshko, I., Illiashenko, O., Kharchenko, V., Leontiev, K., Towards Trustworthy Safety Assessment 
by Providing Expert and Tool based XMECA Techniques. Mathematics, MDPI, 2022. 
https://doi.org/10.3390/math10132297 
 
Babeshko, E., Illiashenko, O., Kharchenko, V., & Ruchkov, E. Safety and Reliability Assessment of 
NPP Instrumentation and Control Systems Considering Different Communication Architectures. 
Nuclear and Radiation Safety, №2(86), 2020, pp. 38-43. https://doi.org/10.32918/nrs.2020.2(86).05 
 
Babeshko, E., Kharchenko, V., Leontiiev, K., Ruchkov, E. Practical Aspects of Operating and 
Analytical Reliability Assessment of FPGA-Based I&C Systems. Radioelectronic and Computer 
Systems. 2020. № 3 (95), pp. 75–83. https://doi.org/10.32620/reks.2020.3.08 
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Books, Chapters in Collective Monographs: 
E. Babeshko, O. Illiashenko, V. Kharchenko, O. Morozova, A. Paturej, K. Paturej, E. Peña, O. Potii, 
Z. Rapacki. Manual on Cybersecurity, Reliability and Resilience Assurance in the Critical Industries / 
V. Kharchenko, A. Paturej, O. Potii (Ed.). International Centre for Chemical Safety and Security, 
Warsaw, 2024. 228 p.  
 
Babeshko, I., Leontiiev, K. Composition of Safety and Cyber Security Analysis Techniques and Tools 
for NPP I&C System Assessment. In M. Yastrebenetsky, & V. Kharchenko (Ed.), Cyber Security and 
Safety of Nuclear Power Plant Instrumentation and Control Systems, 2020, IGI Global, pp. 204-220.  
https://doi.org/10.4018/978-1-7998-3277-5.ch008 
 
Babeshko, I., Duzhiy, V., Illiashenko, O., Siora, A., Sklyar, V., Panarin, A., Brezhniev, E., Diversity for 
NPP I&C Systems Safety and Cyber Security. In: Michael A. Yastrebenetsky, Vyacheslav S. 
Kharchenko  (eds) Cyber Security and Safety of Nuclear Power Plant Instrumentation and Control 
Systems, 2020, IGI Global, pp. 239-288. https://doi.org/10.4018/978-1-7998-3277-5.ch010  
 
Kovalenko, A., Babeshko, I., Tokarev, V., Leontiiev, K. FPGA Technology and Platforms for NPP I&C 
systems. In M. Yastrebenetsky, V. Kharchenko (Ed.), Cyber Security and Safety of Nuclear Power 
Plant Instrumentation and Control Systems, 2020, IGI Global, pp. 419-457.  
https://doi.org/10.4018/978-1-7998-3277-5.ch016 
 

ADDITIONAL INFORMATION: 
 
Language Proficiency: 
Ukrainian, Russian, English 
 
IT Skills: 
C/C++ 
.NET 
IEC 61131-3 
Node-RED 
InfluxDB 
Grafana 
Oracle 
Word 
Excel 
Visio 
PowerPoint 


