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Name Olga Morozova

Position, Professor, Department of Computer Systems,

Department/Faculty | Networks and Cybersecurity, Faculty of Radio
Electronics, Computer Systems, and
Infocommunications

Academic Degree, Doctor of Technical Sciences,

Academic Title Professor

Email: 0.morozova@khai.edu

Scopus Author ID: 57194517520

Web of Science D-7530-2017

ResearcherID:

ORCID iD: 0000-0001-7706-3155

Google Scholar: https://scholar.google.com/citations?user=GRh
tFOUAAAAJ&hI=uk

ResearchGate: https://www.researchgate.net/profile/Olga-
Morozova-16

EDUCATION:

Basic education (university, major, year of graduation):
National Aerospace University “Kharkiv aviation institute”, Master of Science Degree in Applied
Mathematics, 2009

Postgraduate/Doctoral studies:

National Aerospace University “Kharkiv aviation institute”, Candidate of Technical Sciences (PhD),
2012.

National Aerospace University “Kharkiv aviation institute”, Doctor of Technical Sciences (D. Sc.), 2020.

Additional training, certification programs:
Certificate “IT Ukraine Association Teacher’s Internship Program” EPAM (108 hours), 2020.
Certificate “Tech Summer for Teachers”, company SoftServe (30 hours), 2020-2024.
Certificate "TEACHERS" SMARTUP” course by Sigma Software University. Partner of the course — IT
Ukraine Association, 2022, 2023.
Certificate SoftServe Academy course “QUALITY ASSURANCE AND AUTOMATED TESTING OF
MODERN SOFTWARE SYSTEMS”, 2022.
Certificate SoftServe Academy course “Cloud environment configuration and security”, 2024.
Certificate N2 K-428 “Fundamentals of Project Management and Business Analysis in IT”, 2024.

WORK EXPERIENCE:

Professional Career (Workplace, Years, Position):
1. September 2003 — February 2009 — National Aerospace University “Kharkiv aviation institute”,
Developer.
2. October 2008 — February 2010 — Senior laboratory assistant with higher education of educational-
analytic department of National Aerospace University “Kharkiv aviation institute”.
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3. February 2009 — August 2012 — National Aerospace University “Kharkiv aviation institute”, Graduate
Student, Assistant of Informatics department.

4. September 2012 — August 2014 — National Aerospace University “Kharkiv aviation institute”, Ph. D.
in Engineering, Senior Teacher of Theoretical Mechanics, Mechanical Engineering and Robotic Systems
department.

5. September 2014 — August 2019 — National Aerospace University “Kharkiv aviation institute”, Ph. D.
in Engineering, Associate Professor of Theoretical Mechanics, Mechanical Engineering and Robotic
Systems department.

6. September 2019 — December 2020 — National Aerospace University “Kharkiv aviation institute”, Ph.
D. in Engineering, Associate Professor of Computer Systems, Networks and Cybersecurity department.
7. January 2021 - till now — National Aerospace University “Kharkiv aviation institute”, D. Sc. in
Engineering, Professor of Computer Systems, Networks and Cybersecurity department.

Teaching Experience:
February 2009 - till now — National Aerospace University “Kharkiv aviation institute”, Lecturer

Experience in International or National Projects:
International Projects:
- The European Union ERASMUS+ ALIOT project (573818-EPP-1-2016-1-UK-EPPKA2-CBHE-JP)
"Internet of Things: Emerging Curriculum for Industry and Human Applications" (2016—2020);
- The European Union Horizon 2020 ECHO project "European network of Cybersecurity centres and
competence Hub for innovation and Operations" (2019-2022).
National Projects:
Project participant:
- "Energy-efficient and resource-saving technologies and means of measurement, transformation and
use of energy carriers of aircraft and fuel-energy complexes" (0109U001089);
- "Methodology of designing elements and information-measuring systems for controlling the
parameters of aircraft engines and industrial fuel-energy complexes" (0111U001072);
- "Creation of methodological foundations for the integration of production decision support systems
into a single space of knowledge at aerospace enterprises" (0115U000997);
- "Information support for the life cycle stages of aerospace products" (0117U006972);
- "Methodology of sustainable development and information technologies of green computing and
communications" (0118U003822).
- "Methodological principles and technologies for evaluating and ensuring the safety (protection) of
critical information infrastructures" (0119U100979).
Responsible project executor:
- "Scientific principles and methods of ensuring the guarantee capability of UAV fleets of intelligent
monitoring systems of potentially dangerous and military objects" (0121U112172);
- "Methods, hardware and software tools and technologies for ensuring the guarantee capability of
intelligent systems of the industrial Internet of Things" (0122U001065).
- "Methods, means and technology for ensuring the guaranteeability and resilience of intelligent
complexes of unmanned aerial vehicles and unmanned aerial vehicles with combined strategies of
use" (0124U000945).
Scientific Project Manager:
- "Design and development of a multifunctional electric aircraft of the VTOL type" (No. D/R
0123U100389).
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RESEARCH ACTIVITIES:

Main Research Areas:
Information systems and technologies in educational management, AI, Ontological Engineering,
Digital Twins, Internet of Things, AR technologies for educational and industrial applications.

Number of Publications (Scopus, WoS, others):
More than 200 scientific publications (Scopus — 28, WoS — 12)

Monographs, Textbooks:

1. Yuriy Ponochovnyi, Vyacheslav Kharchenko, Olga Morozova. Modeling and availability assessment
of smart building automation systems with multi-goal maintenance. System Assurances: Modeling and
Management. 1st Ed., pp. 209-228. Elsevier (2022). https://doi.org/10.1016/B978-0-323-90240-
3.00013-8 (SCOPUS)

2. Doukas, N. et al. Survivability Using Artificial Intelligence Assisted Cyber Risk Warning. In: Stamp,
M., Aaron Visaggio, C., Mercaldo, F., Di Troia, F. (eds) Artificial Intelligence for Cybersecurity, vol 54.
Springer, Cham. pp 285-308. (2022). https://doi.org/10.1007/978-3-030-97087-1_12 (SCOPUS).

3. E. Babeshko, O. Illiashenko, V. Kharchenko, O. Morozova, A. Paturej, K. Paturej, E. Pefa, O. Potii,
Z. Rapacki. Manual on Cybersecurity, Reliability and Resilience Assurance in the Critical Industries /
V. Kharchenko, A. Paturej, O. Potii (Editors). International Centre for Chemical Safety and Security,
Warsaw, 2024. — 228 p. URL:
https://library.khai.edu/library/fulltexts/monogr/Manual_Cybersecurity_Reliability.pdf.

Participation in Scientific Conferences:

IEEE Dependable Systems, Services and Technologies (DESSERT), Digital Transformation, Cyber
Security and Resiliencem (DIGILIENCE), Pan-Hellenic Conference on Informatics (PCI), International
Conference on ICT in Education, Research, and Industrial Applications (ICTERI).

TEACHING ACTIVITIES:

Courses Taught:
Programming Atrtificial Intelligence Tools in Python, Methods of Modeling and Optimization of Secure
Computer Systems, Python for Artificial Intelligence Systems, Python in Cybersecurity, Theory and
Methods of Internet Computing.

Author Courses, Academic Programs:
Programming Artificial Intelligence Tools in Python, Methods of Modeling and Optimization of Secure
Computer Systems, Python for Artificial Intelligence Systems, Python in Cybersecurity, Theory and
Methods of Internet Computing.

Methodological Materials, Textbooks:

Morozova O. 1., Uzun D. D. Operating systems. Part 1. Setup and configuration. National Aerospace
University “Kharkiv Aviation Institute”, 2021. — 108 pages. URL:
http://library.khai.edu/library/fulltexts/2021/complex/Operating%?20sysytems_Part%?201_Morozova_
Uzun.pdf

Morozova O. 1., Uzun D. D. Operating systems. Part 2. Linux based operating systems essentials.
National Aerospace University “Kharkiv Aviation Institute”, 2021. — 108 pages. URL:
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http://library.khai.edu/library/fulltexts/2021/complex/Operating%?20sysytems_Part%202_Morozova_
Uzun.pdf

GRANTS AND PROJECTS:

Participation in International and National Projects:
International Projects:
- The European Union ERASMUS+ ALIOT project (573818-EPP-1-2016-1-UK-EPPKA2-CBHE-JP)
"Internet of Things: Emerging Curriculum for Industry and Human Applications" (2016—2020);
- The European Union Horizon 2020 ECHO project "European network of Cybersecurity centres and
competence Hub for innovation and Operations" (2019-2022).
National Projects:
Project participant:
- "Energy-efficient and resource-saving technologies and means of measurement, transformation
and use of energy carriers of aircraft and fuel-energy complexes" (0109U001089);
- "Methodology of designing elements and information-measuring systems for controlling the
parameters of aircraft engines and industrial fuel-energy complexes" (0111U001072);
- "Creation of methodological foundations for the integration of production decision support systems
into a single space of knowledge at aerospace enterprises" (0115U000997);
- "Information support for the life cycle stages of aerospace products” (0117U006972);
- "Methodology of sustainable development and information technologies of green computing and
communications" (0118U003822).
- "Methodological principles and technologies for evaluating and ensuring the safety (protection) of
critical information infrastructures" (0119U100979).
Responsible project executor:
- "Scientific principles and methods of ensuring the guarantee capability of UAV fleets of intelligent
monitoring systems of potentially dangerous and military objects" (0121U112172);
- "Methods, hardware and software tools and technologies for ensuring the guarantee capability of
intelligent systems of the industrial Internet of Things" (0122U001065).
- "Methods, means and technology for ensuring the guaranteeability and resilience of intelligent
complexes of unmanned aerial vehicles and unmanned aerial vehicles with combined strategies of
use" (0124U000945).
Scientific Project Manager:
- "Design and development of a multifunctional electric aircraft of the VTOL type" (No. D/R
0123U100389).

Grants, Scholarships, Academic Mobility Programs:
Scientific grants of Zittau/Gorlitz University of Applied Sciences, Germany, 2010, 2011, 2013.

PROFESSIONAL ACHIEVEMENTS AND AWARDS:

Honorary Titles:
Scholarship recipient of the Prize of the Verkhovna Rada of Ukraine.

Distinctions, Awards, Prizes:

Scientific scholarship of Ukrainian Ministry Cabinet, 2016-2018, 2022-2024, 2024-2026.
Scientific scholarship of Regional State Administration for Technical Sciences, 2018-2019.
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Winner (third-place) of annual competition “The best by profession (Ikars of KhAI)” in nomination
“Young scientist” in National Aerospace University “Kharkiv aviation institute”, 2015.

Winner of the Kharkiv City Council competition of the district stage of the city competition “Young
Man of the Year”, 2019, 2021.

Winner (first-place) of annual competition "The best by profession (Ikars of KhAI)” in nomination
“Young scientist” in National Aerospace University “Kharkiv aviation institute”, 2020.

Winner (first-place) of annual competition “Young scientist of year” in Council of young scientists of
Ministry of Education and Science of Ukraine, 2021-2022.

Winner (first-place) of annual competition “The best by profession (Ikars of KhAI)” in nomination
“Young scientist” in National Aerospace University “Kharkiv aviation institute”, 2024.

Membership in Professional Associations:

An expert of the section "Information and communication technologies, robotics", an expert of the
section "Informatics and cybernetics" of the Expert Council of the Ministry of Education and Science
of Ukraine. Member of the public organization "Ukrainian Scientific and Educational IT Society",
"Progresylni" and the Council of the Scientific Society of Students, Postgraduate Students, Doctoral
Students and Young Scientists of the National Aerospace University "Kharkiv Aviation Institute".

INTERNATIONAL ACTIVITIES:

Internships:
Scientific internship for mastering the project approach in organizing the educational process at the
educational institutions of Finland (Huittinen, 2018) with a duration of 108 hours (36 hours of training
and 72 hours of self-education).

Cooperation with Foreign Universities:
Zittau/Gorlitz University of Applied Sciences

Teaching/Lecturing Abroad:
Technical University of Applied Sciences Wildau

SELECTED PUBLICATIONS:

Key Articles (Scopus, WoS, others):

1. Abarnikov Yaroslav, Kharchenko Vyacheslav, Morozova Olga Equipment monitoring system with
use of Digital Twins and Internet of Things: algorithms, architecting and experiments The 11th IEEE
International Conference on Intelligent Data Acquisition and Advanced Computing Systems:
Technology and Applications IDAACS, 22-25 September, 2021, Cracow, Poland. P. 75-80. (SCOPUS).
2. Dmytro Tokar, Olga Morozova, Vyacheslav Kharchenko. The IoT Applications Productivity: Data
Management Model and ELK Tool Based Monitoring and Research. 16th International Conference on
Advanced Trends in Radioelectronics, Telecommunications and Computer Engineering (TCSET), Lviv-
Slavske, Ukraine, February 22 — 26, 2022. P. 162-167. (SCOPUS).

3. Shchehlov V., Kharchenko V., Borges J., Morozova O. Availability Markov Models of Complex
Equipment with Relearning Diagnostic Means after Detecting Latent Failures. 2023 13th International
Conference on Dependable Systems, Services and Technologies (DESSERT), Athens, Greece, 2023,
P. 1-7, DOI: 10.1109/DESSERT61349.2023.10416539. (SCOPUS).
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4. Kliushnikov I., Kharchenko V., Cherepnov 1., Morozova O., Rudakov S., Kompaniiets O. Structural-
Parametric Synthesis of Multi-Agent UAV-based SMR Monitoring system: an Ontology Approach. 2023
13th International Conference on Dependable Systems, Services and Technologies (DESSERT),
Athens, Greece, 2023, P. 1-7, DOI: 10.1109/DESSERT61349.2023.10416509. (SCOPUS).

5. Meteshkin K. O., Morozova O. I., Pomortseva O. Ye. The results of department educational
processes reengineering in dual and digital education concepts. PagioenekTpoHHi i KoMM'loTepHi
cuctemn. 2021. N2 1 (97). C. 92-100. DOI: 10.32620/reks.2021.1.08. (SCOPUS).

6. Gordieiev, O., Kharchenko, V., Illiashenko, O., Morozova, O., Gasanov, M. Concept of using eye
tracking technology to assess and ensure cybersecurity, functional safety and usability. International
Journal of Safety and Security Engineering, Vol. 11, No. 4, 2021. P. 361-367. DOI:
10.18280/ijsse.110409. (SCOPUS).

7. Dotsenko Sergiy, Kharchenko Vyacheslav, Morozova Olga, Rucinski Andrzej, Dotsenko Svitlana.
Heuristic self-organization of knowledge representation and formation: analysis in the context of
explainable artificial intelligence. Radioelectronic and computer systems. 2022. N2 1 (101). C. 50-66.
DOI: 10.32620/reks.2022.1.04. (SCOPUS).

8. Dotsenko, S., Illiashenko, O., Kharchenko, V., & Morozova, O. (2022). Integrated Information
Model of an Enterprise and Cybersecurity Management System: From Data to Activity. International
Journal of Cyber Warfare and Terrorism (IJCWT), 12(2), 1-21. DOI: 10.4018/IJCWT.305860.
(SCOPUS).

9. Sun, Y.; Fesenko, H.; Kharchenko, V.; Zhong, L.; Kliushnikov, I.; Illiashenko, O.; Morozova, O.;
Sachenko, A. UAV and IoT-Based Systems for the Monitoring of Industrial Facilities Using Digital
Twins: Methodology, Reliability Models, and Application. Sensors 2022, 22, 6444. DOI:
10.3390/s22176444. (SCOPUS).

10. Fesenko Herman, Illiashenko Oleg, Kharchenko Vyacheslav, Kliushnikov Ihor, Morozova Olga,
Sachenko Anatoliy, Skorobohatko Stanislav. Flying Sensor and Edge Network-based Advanced Air
Mobility Systems: Reliability Analysis and Applications for Urban Monitoring. Drones 2023, 7(7), 409.
DOI: 10.3390/drones7070409. (SCOPUS).

Books, Chapters in Collective Monographs:

1. Yuriy Ponochovnyi, Vyacheslav Kharchenko, Olga Morozova. Modeling and availability assessment
of smart building automation systems with multi-goal maintenance. System Assurances: Modeling
and Management. 1st Ed., pp. 209-228. Elsevier (2022). https://doi.org/10.1016/B978-0-323-
90240-3.00013-8 (SCOPUS).

2. Doukas, N. et al. Survivability Using Artificial Intelligence Assisted Cyber Risk Warning. In: Stamp,
M., Aaron Visaggio, C., Mercaldo, F., Di Troia, F. (eds) Artificial Intelligence for Cybersecurity, vol
54. Springer, Cham. pp 285-308. (2022). https://doi.org/10.1007/978-3-030-97087-1_12
(SCOPUS).

3. E. Babeshko, O. Illiashenko, V. Kharchenko, O. Morozova, A. Paturej, K. Paturej, E. Pefa, O. Potii,
Z. Rapacki. Manual on Cybersecurity, Reliability and Resilience Assurance in the Critical Industries /
V. Kharchenko, A. Paturej, O. Potii (Editors). International Centre for Chemical Safety and Security,
Warsaw, 2024. — 228 p. URL:
https://library.khai.edu/library/fulltexts/monogr/Manual_Cybersecurity_Reliability.pdf.

Links to Citation Database Profiles:
Scopus authors: https://www.scopus.com/authid/detail.uri?authorId=57194517520
Web of Science: https://www.webofscience.com/wos/author/record/D-7530-2017
Google Scholar: https://scholar.google.com/citations?user=GRhtfOUAAAAI&hI=uk
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ORCID: https://orcid.org/0000-0001-7706-3155
ResearchGate: https://www.researchgate.net/profile/Olga-Morozova-16

ADDITIONAL INFORMATION:

Language Proficiency:
Ukrainian, English

IT Skills:
Operation Systems: Windows.
Programming Languages: Python, HTML/CSS, SQL.
Modelling Systems: AnyLogic, NetLogo.
Mathematical Programs: MatLab, Mathcad, Maple, Statistics.
Ontological Engineering Tool: Protégé.
CASE-Programs: Rational Rose, ERWin, BPWin.
Learning Platform: Moodle, Sakai.
SCADA System: SCADA Trace Mode.
Technologies: Neural Network, Fuzzy Logic, Multi-Agent Modelling, Digital Twins, IoT, Machine
learning, big data.

Social and Community Activities:
An expert of the section "Information and communication technologies, robotics", an expert of the
section "Informatics and cybernetics" of the Expert Council of the Ministry of Education and Science
of Ukraine. Member of the public organization "Ukrainian Scientific and Educational IT Society",
"Progresylni" and the Council of the Scientific Society of Students, Postgraduate Students, Doctoral
Students and Young Scientists of the National Aerospace University "Kharkiv Aviation Institute".
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