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1. 3araabHa indopmanisa Npo BUKJIaxa4a

I11b: Bacunnena Ipuna Kapiisaa

Ilocapga: noreHT

HaykoBuii cTyniHb: KaHJI. TEXH. HAyK

BueHe 3BaHHSA: TOLIEHT

[lepenik TUCIMILIIH, SIKI BUKJIQJIAE:

Cucmemnuti ananiz i mamemamuyne MOOeN08aH s
iHpopmayitinux cucmem;, Mepedicesi mexHon02ii;
Memoou onmumizayii 6 MAWUHHOM)Y HABUAHHI,
Mooenosanus 6enuKux cucmem ma KOMNJIEKCI8
HanpsiMu HayKOBUX JTOCHIIKEHb:

Memoou po3nizHaABanHs oopasie, Komn'tomepuuil 3ip,
yugposa o0b6pobka 300padicenv, CMAMUCTIUYHULL
aAHaniz, MOOeN08aAHHs CUCTEM

KonraktHa iHpopmanis: i.vasilieva@khai.edu

2. Onuc HABYAJBLHOI JUCIUILTIHA

dopma 3100yTTs OCBITH Jlenna

Cemectp 5-it (3-i°

MoBa BHKJIaJaHHS YkpaiHCbKa

Tun gucuMILIIHT O0o0B’sA3K0Ba

OOcsT TUCUUIITIHU: 5,5 kpemutie €KTC / 165 rogun (72 aynuTopHUX, 3

kpenut €EKTC/ kinbkicTh  |sxux: nekiii — 32, madopatopsi — 40; CP3 — 93)
TOJINH

Buau naBuanbHOi Jlexii, maGopaTopHi 3aHATTS, CaMOCTiifHa poboTa

ISUTBHOCTI

Buan konTpOIO ITorouHnii KOHTpPOJIb, MOJYJIbHUAN KOHTpOIJIb,
CEMECTPOBHI KOHTPOJIb — ICTIUT

[IpepexBizutu «OcHoBM 1H(]pOKOMYHIKaliy», «Teopis iHPopMmamii 1

KoayBaHHs», «CHCTeMHUN aHajmi3 1 MaTeMaTU4He
MOJICJIFOBaHHS 1H()OPMAIIHHUX CUCTEM)

" Jlnst 3106yBadiB, IKi HABYAIOTHCS 32 CKOPOUEHHM TEPMiHOM.



3. MeTa Ta 3aBJaHHA HABYAJIbHOI JUCHUILIIHYU, ePeJTiKA KOMIIETEHTHOCTEH
TA OYiKyBAHHMX Pe3yJbTATIB HABYAHHS

Mera — ¢opmMyBaHHS Ta PO3BUTOK 3JaTHOCTI BHUKOPUCTAHHS 0a30BHX
TEOPETUYHUX  3HAaHb PO  OCHOBHI  MNPUHIMIK  MOOYAOBHM  CydacHHUX
1HQOKOMYHIKAIIIMHUX MEpeX, MPO OCOOIUBOCTI MEPEKEBHX TEXHOJOTINH Ta PIIICHb
kopnopaitii CISCO s BupimeHHs 3aBnanb y npodeciiiHiit cdepi.

3aBgannss — HaOyTTS 3HaHb Mpo 0a30Bl KOHIEMNINT MOOYAOBH MEpPEXK:
MEpeKeBl TEXHOJOril, MPOTOKOJM, CTaHAApTH, amapaTHi Ta MOporpamHi 3acobu
MEpPEKEeBUX KOMYHIKaIlli; HaOyTTA MPaKTUYHUX HABUYOK POOOTH 13 MEPEKEBUM
obonannanusaMm kopropaiii CISCO; HaOyTTs BMiHb 3 NMPOEKTYBaHHS, TECTYBaHHS Ta
yOe3neueHHs JTOKaJIbHUX KOMIT FOTEPHUX MEPEXK.

KomnereHTHOCTI, fiKi HA0yBalOTHCH:

Inmezpanvna KomnemeHmHicmy:

3MaTHICTh PO3B’SI3yBaTW CKJIAQJIHI CHEIiali30BaHl 3a7adi Ta MPaKTHYHI
npoOsemMu y rainy3i iHpOpMaliMHUX Ta KOMYHIKalIMHUX 3ac001B Ta TEXHOJOTIH, 110
XapaKTEPHU3YIOTHCS KOMIUICKCHICTIO Ta HEBU3HAYCHICTIO YMOB.

3azanvni kKomnemenmuocmi (3K)

Iicna 3akinuenns yiei npozpamu 3000y8au oceimu 0yoe 30amen:

— 3aCTOCOBYBATH 3HAHHS y MPAKTUUYHUX CUTYAIIisX;

— PO3YMITH TIpeAMETHY 00J1aCTh Ta MPOodeCiiHy AiSTbHICTD;

— CHUIKYBAaTHUCS AEP’KABHOIO MOBOIO SIK YCHO, TaK 1 MUChbMOBO;

— BYHUTHUCS 1 OBOJIOJIBATH CYYaCHUMU 3HAHHSIMU;

— BUSIBIISITU, CTABUTH Ta BUPIIIYBATH MPOOIEMU;

— 30epiratv Ta MPUMHOXKYBATH HAyKOB1 IIHHOCTI 1 JOCATHEHHS CYCILUIbCTBA
HA OCHOB1 PO3YMIHHS 1CTOPIi Ta 3aKOHOMIPHOCTEH PO3BUTKY MPEAMETHOI 00acTi, ii
MICIIS Y 3arayibHIN CUCTEM1 3HaHb Ta Y PO3BUTKY CYCIUIBCTBA, TEXHIKH 1 TEXHOJIOT1H.

Cneuianvni KomnemeHmHocmi

Iicna 3akinuenns yiei npozpamu 3000y8au oceimu 0yoe 30amen:

— BUPINIYBAaTU CTaHJIAPTHI 3aBAaHHS NPOdEciiHOi ISIIBHOCTI HAa OCHOBI
iHdopmariiinoi Ta Oi0miorpadiyHOi KyabTypHu 13 3aCTOCYBaHHSM iH(OpMaIliitHO-
KOMYHIKAI[IHHUX TEXHOJIOTIH 1 3 ypaXyBaHHSIM OCHOBHHMX BHUMOT 1H(opMaliifHOi
OC3IIEeKH;

— BUKOPHUCTOBYBaTH 0a30Bi MeETOAM, CMOCOOM Ta 3aco0U OTpPUMAaHHI,
nepeaaBaHHs, oOpoOkH Ta 30epiraHHs iHdopmaii;

— 3I1UCHIOBAaTH KOMII IOTEPHE MOJICIIOBAHHS MPUCTPOIB, CUCTEM 1 MPOLECIB 3
BUKOPHCTAaHHSM YHIBEPCATbHUX MAKETIB MPUKIATHUX ITPOTPaM;

— CHOPUSTH BIPOBAKEHHIO MEPCIEKTUBHUX TEXHOJIOT1H 1 CTAaHAPTIB;

— 3JIIMCHIOBATH NMPUUMaHHS Ta OCBOEHHS HOBOTO OOJIQJIHAHHS BIAMOBIIHO 10
YUHHUX HOPMATHUBIB;



— 3MIMCHIOBATH HAJIATOJDKCHHS, HANAINTYBaHHS, PETYIIOBaHHS, IOCIITHY
MepPeBIPKYy MpaIe3aTHOCTI, BUMPOOYBaHHSI Ta 37a4y B EKCIUTyaTallll0 3acoOiB 1
yCTaTKyBaHHS TEJIEKOMYHIKAIIIH Ta pallOTEXHIKH;

— MPOBOJUTH POOOTH 3 KEPYBAaHHS MOTOKAMHU HAaBaHTa)XCHHs 1H(OpPMaILiiHO-
TEJIEKOMYHIKallIHUX MEPEK;

— TIPOBOJIUTH PO3PAXYHKH Yy MPOIEC MPOEKTYBaHHS 3ac00iB 1H(poOpMaIliiHO-
TEJIEKOMYHIKAIIITHUX MEPEX BIAMOBIIHO IO TEXHIYHOIO 3aBAaHHS 3 BUKOPUCTAHHSIM
K CTaHAAPTHUX, TaK 1 CAMOCTIHHO CTBOPEHHMX METOIB, MPHUHOMIB 1 MPOrpaMHUX
3aco01B aBTOMAaTH3allli MPOEeKTyBaHHS.

Ilpozpammni pe3yromamu HaguyanHa:

— 3HaHHS Teopid Ta METONIB (PyHJAAMEHTAIbHHX Ta 3arajbHO-1HXKEHEPHUX
HayK B 00’eMi, HEOOXIAHOMY Mg pO3B’A3aHHS CIELIATI30BaHUX 3a7a4 Ta
MPaKTUYHUX MPo0JIeM y raiaysi npodeciitHoi IsTbHOCTI;

— 3JaTHICTh OpaTH ydacTh y MPOEKTYBaHHI HOBUX (MOJIEpHI3allii 1CHYIOUHUX)
TEJCKOMYHIKAIIMHUX CUCTEM, 1H(POKOMYHIKAIIMHUX, TEIEKOMYHIKAIIIMHUX MEpex
TOLLLO;

— BMIHHA 3aCTOCOBYBaTM Cy4YacHl [JOCSTHEHHS Yy Tally3l MpoQeciiiHoi
TISTBHOCTI 3 METOK MMOOYJOBH NEPCHEKTUBHUX TEJIEKOMYHIKALIMHUX CHUCTEM,
1H(HOKOMYHIKALIIITHUX, TEIEKOMYHIKalIMHUX MEPEX TOIIO;

— BMIHHA aJMIHICTPYBaHHS TEJIEeKOMYHIKaLlIHTHUX CUCTEM,
1H()OKOMYHIKALIIITHUX Ta TEIEKOMYHIKalIMHUX MEPEX;

— BMIHHS BUKOPHCTOBYBaTH CHUCTEMH MOJIENIOBAHHS JUIsl PpO3pPOOJICHHS
€JIEMEHTIB, BY3J11B, OJIOKIB TEJIEKOMYHIKAIIHHUX CUCTEM;

— 3JaTHICTh A0 BUOOpPY METOMIB Ta IHCTPYMEHTAJIbHUX 3aCO0IB BUMIPIOBAHHS
napamMeTpiB  Ta  poOOYMX  XapaKTEPUCTHUK  TEJIEKOMYHIKAIIMHUX  CHUCTEM,
1H()OKOMYHIKALIIITHUX, TEIEKOMYHIKalIMHUX MEPEX.



4. 3mMicT HABYAJILHOI AUCIHHUILTIHA

MOJAVYJIb 1
3MicToBHMIA MOaYJb 1. OCHOBH Mepe;KHOTI0 3’€IHAHHS Ta NMepeaayi JaHuX
Tema 1. CyuacHi MepexHi TeXHOJIOTII

B ocnoBy mucrumininu nokiaaeHo kypc CCNA: Introduction to Networks
MepexeBoi akagemii Cisco, 110 € CBITOBUM JIIJIEPOM Y Tray3l MEPEKHUX TEXHOJIOT1H.

OcCHOBHI TUTaHHS: TMpeIMET BHUBYEHHSA, CTPYKTypa Ta 3aaadl JUCIHUILIIHU.
MepexHi iHppacTpykrypu. OcobmuBocti JiokanbHuX (LAN) 1 rmobanmsanx (WAN)
Mepex. [HTepHer, iHTpaHeT i1 ekcTpaHeTr. Mepexa Ak miuatdopma. KonBeprentna
Mepexa. Xapaktepuctuku Mepexi. CydacHi MepekeBi TeHaeHil: konmemnis BYOD,
opraHizailisi CuibHOI poOoTH Yepe3 [HTepHET, XMapHiI OOYMCIICHHS, TEXHOJOT1YHI
TEHJICHIII1 B IOMAIIIHIX MEpexKax.

Jlexuist Ne 1. Beryn no gucturuniau. JlocBig HaBuaHHa MepexHoi Akanemii
Cisco. TenaeHIii po3BUTKY MEPEK.

Jlaboparopna pobota «OcHoBu pobotn y Cisco Packet Tracer (CPT)».

CamocriiiHa poOoTa 3100yBaya OCBITH: ONpAIFOBAHHS MaTepially JIeKIii,
BUKOHAHHS JIa0OpaTOpHOi poOOTH.

Tema 2. OcHOBHI anapaTHi Ta MPOrpaMHi KOMIIOHEHTH MePe:xKi.

OCHOBHI NUTaHHS: TUIIUM MEPEX, cxeMu TomnoJorii. TexHosorii noctymy a0
InTepuery. KoOMIIOHEHTHM Mepexi, OCHOBHI (DYHKIII KIHIIEBUX 1 MPOMINKHUX
IIPUCTPOIB.

Onepaniiini cucremu Mepexnux npuctpoiB. Cisco Internetwork Operating
System (I0S). ®ynkmii 1 MoxiuBocTi mporpamHoro 3adesnedeHHss Cisco [OS.
Cnocobu nocryny no 10S. Ilporpamu emynsuii tepminany (PuTTY, Tera Term,
SecureCRT, OS X Terminal). Ctpykrypa 1 ocHOBHI pexxumu komanp Cisco [OS.
bazoBa koupirypaitist mepexxaux npuctpoiB. Cxemu anpecarii. Orsin [P-agpecartii.
IaTepdeiicu 1 moptu. Biptyanshi inTepdeiicu komyraropa (SVI). HanamryBanus IP-
aapec kiHneBux mnpuctpoiB. IlepeBipka anpecarii iHtepdeiiciB. TecTyBaHHS
HACKPI3HOTO 3’ € THAHHS.

Jlexuiss Ne 2. Kommonentu wMepexi. Tunum mepex. CxeMu TOIOJOTII.
Texnomorii noctymy no [HTepHeTy.

JlabopaTtopHa pobota «3naitomcTBO 3 KomaHaamu Cisco [0S».

JlaboparopHa podota «CTBopeHHs JokaabHO1 Mepexi B Packet Tracer».

CamocriiiHa poOoTa 3100yBaya OCBITH: ONpALIOBAHHS MaTepialny JIeKIii,
BUKOHAHHS JIA0OPAaTOPHUX POOIT 1 0(POPMIIEHHS 3BITIB.

Tema 3. [IpuHuMnm Ge3neKu Mepe:Ki.

OcHoBHI muTaHHA: MepekHa Oesnexka. Mogens Tpiagm CIA (Confidentidlity,
Integrity and Availability). 3arpo3um 1 ypasmuBocTi cucremMu Oe3rnekd. Buau
MOIIMPEHUX 30BHIIIHIX 3arpo3 IJis MepeX. MepexHi araku. 3aXuCT BiJ] MEPEKHUX
aTak. YOe3medeHHs MEpEeKHUX NpUcTpoiB. OcOOIUBOCTI TOJITUKH TIMOMHHOI
oboponu (Defense-in-Depth).



Jlexuiss Ne 3. Mepexa sk miardpopma. MepexHa apxiTektypa. MepexHi
3arpo3u. OCHOBH MEpPEKHOT O€3MEKH.

JlabopatopHa pobora «ba3oBi HajmamTyBaHHS KOMYyTaTopa Ta KiHIIEBOTO
MIPUCTPOION.

JlaGoparopHa poboTta «JlociiKeHHsI IKOCTI nepeayl Tpadika y Mepexki».

CamocrTiiitHa pobOoTa 3700yBada OCBITH: OIpaIlOBaHHS Marepially JIEKIIii,
BUKOHAHHS JabopaTopHuX poOIT 1 oOpMJICHHS 3BITIB, MIATOTOBKA 10 MOJYJIBHOT
KOHTPOJIBHOT pOOOTH.

MoayJbHuii KOHTPOJIb 1 «OCHOBH MepPeKHOT0 3’ €ITHAHHSA TA NepelaBaHHS
JTAHUX.

3microBHui Moayab 2. Konuenuii Ethernet
Tema 4. IIpoTokoJiu, Moeli Ta METOM OPraHi3amii Mepe:KHOI0 I0CTYILY.

OcCHOBHI TIMTaHHA: TMpaBwia oOOMIHY JaHuMuU B Mepexl. KogyBaHHs
noBiomsieHb. ®opmaryBaHHs 1 iHKancynsmis. CHHXpOHI3AIls MOBIJOMIICHb.
Bapiantu nocrtaBku moBijioMJieHb (OJIHOAApEcHa, OaraToajapecHa, MIUPOKOMOBHA).
Mepexni mpoTokonu 1 crangaptu. Bzaemopisi mpotokomiB. BimkpuTi craHmapTi.
Etamonni mepexesi moxeni: OSI, TCP / IP. Cermenraiiiss moBiAOMJICHb. Bioku
nanux npotokoiry (PDU). [IpuHuunu agpecyBaHHs B MEPEXKI.

Jlexuist Ne 4. EtanonHi Mozeni Ta IPUHIIMIHN aIpeCcyBaHHS B KOMIT FOTE€PHUX
Mepexax.

Jlekist Ne 5. Opranizatiisi MEPEXHOTO JOCTYITY.

JlaboparopHa pobota «O0'e THAHHS MEPEK).

CamocriiiHa poOoTa 3100yBaya OCBITH: ONPALIOBAHHS MaTepialy JIeKIii,
BUKOHAHHS JIa0OpaTOpHOi poOOTH 1 0POPMIIEHHS 3BITY.

Tema 5. OcuoBu Texnouroriii Ethernet.

OcHoBHI nuTaHHs: ocoOmmBocTi Ethernet sik mpoTokoiy Ta sik TEXHOJIOTI.

@®i3uyHUN piBEHB: MPOTOKOJU, PYHKINI, cTaHaapTu. Tunu mig’ enHanb. Tunu
CEpeNIOBUII Mepeadi JaHuX. XapaKTepUCTUKU Ta TUIMU MITHUX KabemiB. CTaHmaapTu
UTP-kabemiB. XapaKTepuUCTUKH ONTOBOJIOKOHHUX KaOemiB. XapaKTEepUCTHKHU
0€3IPOTOBUX CEPEIOBHIII ITepe/iadil JaHUX.

Kananpauii piBeHb: mpoTtokosv, (yHKIii, cranmapTu. [ligpiBHI KaHAIBHOTO
piBasa (IEEE 802 LLC 1 MAC). 3aco0u KOHTPOJIO JOCTYIy CEpPEAOBHINEM Tepeaadl
nanuxX. HamiBmyruiekcHa 1 TOBHOMYIUIEKCHA Tepefava JaHuX. MeToau KepyBaHHS
noctyrnom Ao cepenosuina nepeavi ganux (CSMA/CD 1 CSMA/CA). Kaap (dpeiim)
KaHay nepenadi nanux. [lons kamapy.

Inkancymsiss  Ethernet.  Cranpmaptu  Ethernet. Ilons kaapy Ethernet.
Komyraropu LAN. Tabmunss MAC-agpec. Ethernet — xkomyraris. Crnocobu
nepeaapecauii kaapiB Ha komyrtaropax Cisco. @yukuig Auto-MDIX. IIporokon
ARP: mpu3HaueHHs1, npooiemMu.

Jlextist No 6. Di3uvHM piBeHB: MPU3HAYCHHS, XaPAKTEPUCTUKH, CTAHAPTH.

Jlexmiss Ne 7. KananpHuW piBEeHb: MPU3HAYCHHS, CTaHAApTH. Mertoau
KEepyBaHHS JOCTYIIOM.

Jlexmist Ne 8. Cnermudikartii Texaomorii Ethernet. KomyTarris.



JlabopaTtopHa poboTta «3'enHaHHs PI3UIHOTO PIBHS.

JlabopaTtopHa pobota «Buuenns tabnuii MAC-anpec Ha KOMyTaTopi».

CamocrTiiiHa poOoTa 3700yBada OCBITH: OIpaIIOBaHHS MaTepiany JEKIiH,
BUKOHAHHS J1abopaTopHOi poOoTH 1 OPOopMIICHHS 3BITYy, MIATOTOBKA A0 MOIYJIHHOT
KOHTPOJIBHOT pOOOTH.

MoayabHuii KOHTpoJIb 2 « Konuenuii Ethernety.
3micToBHMI Moayab 3. | P-agpecanis
Tema 6. Axpecu Mepe:KHOTO PiBHA

OcHoBHi nuTaHHsA: npuHIMnM |P-agpecamii Ta MexaHI3MH CTBOPEHHS
i IMEPEK.

Anpecartis [Pv4: crpykrypa [Pv4-agpecn. Macka migmepexi. [HnuBigyanbHi,
HIMPOKOMOBHI Ta TpynoBi aapecu [Pv4. [Ipotokon quHaMiuyHOI KOHQIrypari xocTa
(DHCP). Ily6miuni Ta mnpuBatHl [Pv4-ampecu. I[Pv4-aapecu cneniagbHOTO
npusHayeHHs1. KitacoBa ta Oe3knacoBa aapecaiis. [lonin [IPv4-mMepexi Ha migMepexi.
Macku miamepexi 3miHHOT 1oBxkuHU (VLSM). [InanyBanHs agpecarlii Mepexi.

Anpecartis IPv6: noganus [Pv6-anpec, tunu aapec IPv6, cnocobu nepexomy
Bix IPv4 no IPv6. Craruuna koHirypamis riao0albHOI 1HAMWBIAYaJIbHOI aapecu.
JNuuamiune npusnadeHHs [Pvé-anpec (nmporokoau SLAAC i DHCPv6). Ilponec EUI-
64 1 BUMAIKOBO CTBOpeHUH iAeHTHdIKaTOp i1HTEpdeiicy. [IuHaMiuHl 1 CTaTUYHI
anpecu tuny link-local. TlepeBipka kondirypamii IPv6-anpecu. I'pymnosi I[Pvé6-
aapecu. llepeBipka mig’eananus. Ilpotoxomun ICMPv4 1 ICMPv6. OcobiuBocTi
npoektyBaHHs |Pv6-mMepexi. CermenTartist mepexi [Pvo6.

Jlekuist Ne 9. Anpecarist [IPv4. Cermenrartist [Pv4-mepexi.

Jlekist Ne 10. Anpecartist [Pvo.

JlaboparopHa pobota «Po3noniun [Pv4-mepexi Ha TiaMepexD».

Jlaboparopna pobota «IIpoexTyBanHs Ta BripoBajkeHHS VLSMy.

CamocriiiHa poOoTa 3100yBada OCBITH: OIpAIfOBaHHS Marepianay JIeKIIIH,
BUKOHAHHS JabopaTopHUX POOIT 1 oopMIIEHHS 3BITIB, MIATOTOBKA O MOMYJIHHOI
KOHTPOJILHOT POOOTH.

Moayabuauii KoHTpoIb 3 «| P-agpecamisy.
3MicToBHMI MOaYJIb 4. OOMiH JaHUMH MizK Mepe:kaMu
Tema 7. OcHoBH MappyTH3auii

OcCHOBHI TUTaHHS: MPOTOKOJH, QYHKIIIT i CTAHAAPTH MEPEKHOTO PIBHSI.

[Iporokonu IPv4 1 |Pv6: xapakTeprcTHKY, 3ar0JIOBKH MTaKETIB.

[Tpotokon pospizHeHHs aapec (ARP). dynkuii npotoxonmy ARP. Tabmui
ARP. IIlupokomoBHi po3cuiku ARP. ARP-cnydinr. BusiBnenns cyciniB 3a
npotokojiom ND (Neighbor Discovery Protocol).

Mapmipytuzanis. PimenHs mnpo nepeaapecanio maketiB. [Ilnro3  3a
3aMOBUyBaHHsSIM. Ta0nuii wmapupytuzanii. CTaTMUHI Ta JUHAMIYHI MapHIpyTH.
[IpoTokoaM TUHAMIYHOT MapIIPyTH3AILTII.

MapuipyTu3zaTop:  KOMIIOHEHTH, HaJallTyBaHHs, TECTyBaHHA. ba3oBa
koH(pirypairis mapuipytuzatopa Cisco.



Jlexuist Ne 11. ITpoTokonu MepexHOro piBHS.

Jlekmist Ne 12. Mapuipytu3zaiisi: cTaTU4HI Ta AWHAMIYHI MaplipyTd. ba3oma
KOH(Irypallisi MapIipyTu3aTopa.

JIaboparopHa pobota «Ilix'eqHaHHS MapIIpyTU3aTOpa 10 JTOKAITBHOT MEPEXKi.

CamocrTiiitHa poOoTa 3700yBada OCBITH: OIpallOBaHHS MaTepiany JEKIiH,
BUKOHAHHS J1abopaTopHOi poOoTH 1 0opMIIEHHS 3BITYy, MIATOTOBKA A0 MOIYJIBHOT
KOHTPOJIBHOT pOOOTH.

MoayabHuii KOHTPOJIb 4 «O0OMiH JaHMMM MIK MepeKaMu».
3micToBHUI MOayJIb 5. B3aemoisi MepesKHUX 3aCTOCYHKIB
Tema 8. TpancnopTHHii piBeHb

OCHOBHI MUTaHHS: TPOTOKOJH, PYHKIIIT i CTAHAAPTH TPAHCTIOPTHOTO PiBHSI.

Oco0muBoCTI IPOCYBaHHS JAHUX Ha TPAaHCHOPTHOMY  pIBHI.
MynbTUIUIEKCYBaHHST  ceaHCIB  3B'i3Ky. HaniiHICT  TpaHCIOPTHOTO  PIBHSL.
[Iporokonu TCP 1 UDP. Homepu nopriB. [Tapu cokeTis. Hpouec OoOMiHY TaHUMH 3a
nporokoiiom TCP. BcranoBnenusi 1 3aBepuieHHs TCP-3’eqnannsa. MexaHi3Mu
3a0e3nedeHHs HaliiHoi gocTtaBku AaHux. KepyBanus notokom TCP: po3mip BikHa 1
niaTBepkenns. OOMiH manumu 3a mpotokoigom UDP. Ilpouecu UDP-cepsepa i
UDP-xmienTa. 3acToCyHKH, 1110 BUKOPUCTOBYIOTH TTpoTokonu TCP 1 UDP.

Jlexuist Ne 13. Tpancnoptauit piens. [Iporokonu TCP 1 UDP.

Camocriiina po0OoTa 3700yBaya OCBITH: ONpaIlOBaHHS MaTepialy JIEKIIii.

Tema 9. Ilpuknaguuii piBeHb

OCHOBHI UTaHHS: MPOTOKOJU Ta PYHKIII pukiIagHoro piBHs creka TCP/IP.

[Ipu3naueHHs TpboxX BepxHiX piBHIB Mojem OS| (mpukiamHoro, MOJaHHS Ta
ceaHcoBoro). IIpoTtokonu npukmagHoro piBHA. B3aemojis MpOTOKOJIB Mmporpam 3
J0/IaTKaMu KIHIIEBUX KOpUCTYBayiB. Mozenb «KIlleHT-cepBep». OHOPaHTOBl MEpexi
Ta JI0JATKU. 3arajJbHOBIAOMI MPOTOKOJM 1 cepBicu piBHA nonaatkiB (HTTP 1 HTTPS,
HTML, nporokonu enekTpoHHOI noimitu Ta BeO-npotokonu). Cepsicu [P-agpecartii.
[Tporokon DNS. Ilporoxomn DHCP 1 DHCPv6. [IpoTtokonu nepenaui dhaiiis.

Jlexuist Ne 14. [MpuknagHuii piBeHb.

CamocriiiHa po0OoTa 3100yBaua OCBITH: OIpAIfOBAHHS MaTepialy JIeKIIii,
MITOTOBKA JI0 MOJTYJIbHOI KOHTPOJIBHOT POOOTH.

MoayabHuii KOHTPOJIb 5 «B3aemMoisi MepesKHUX 3aCTOCYHKIB.
3micToBHui Moayab 6. [lo0ynyBaHHs Ta yOe3neueHHs HeBeJIUKOI Mepexi
Tema 10. 3axoau 3i cTBOpeHHS Mepe:xi

OCHOBHI TUTaHHS: 3aX0/I 3 IJIAHYBaHHS Ta TECTYBAHHS HEBEJIMKOI MEPEXI.

Tomnonorii HeBenukux Mepex. Bubip mpucTpoiB 1jisi HEBenukoi Mepexi. |P-
ajpecaliss B MeXaxX HEBEIMKOiI Mepexi. PesepByBaHHsA. YmpaBiliHHS TpagikoM.
3aCTOCYHKM Ta TMpPOTOKOJM B MEpEXl HEBEIMKOTo po3Mipy. MacmrtaOyBaHHS.
[lepeBipka 3’ennanns. HanamryBanns Ta mnepeipka [P-kon@irypaiii xocTis.
[TpomykTuBHICTH 6a30B01 Mepexi. [omryk 1 yCyHeHHS HEMOJA0K B POOOTI MEPEKI.



Jlekmiss. Ne  15. Opranizamiss  HEBETHMKOI  MEpeXi: MPOEKTYBAaHHA,
MacIITa0yBaHHsI, TECTYBaHHS.

Jlekist Ne 16 [TigcymkoBa JeKItis.

JlabopatopHa pobota «HanamryBanns 0e3neunux napodis i SSH».

CamocrTiiiHa poOoTa 3700yBada OCBITH: OIpallOBaHHS MaTepiany JCKIIiH,
BUKOHAHHS J1abopaTopHOi poOoTH 1 0opMIIEHHS 3BITYy, MIATOTOBKA A0 MOIYJIBHOT
KOHTPOJIBHOT pOOOTH.

MopayabHuii kKoHTpob 6 «IloOygyBaHHsA Ta y0e3nedyeHHs] HeBeJIUKOI
Mepexi».

5. InauBinyanbHi 3aB1aHHS

He nepenbaueHi HaBYaJIbHUM IIJIAHOM.

6. MeToau HABYAHHSA

BuKOpHCTOBYIOTBCSI HACTYIHI METOAM HaBYaHHS: CJIOBECHI, HAOYHI Ta
MpaKTU4HI, a caMme: MPOBEACHHS JeKiiid (i3 3aCTOCYBaHHSIM IOSCHIOBAJIBHO-
UTIOCTPaTUBHOTO Ta MPOOJIEMHOT0 BUKJIAJaHHS HAaBYAJIBHOTO Martepiaiy), poboTa Ha
7ab0paTOpHUX 3aHATTIX (13 3aCTOCYBAaHHSAM SIK PEMPOJYKTUBHOTO METOdY, TaK 1
poOJIEMHOTO BUKJIJIaHHS), KOHCYJBTAIIIl MPOTSTOM CEMECTPY, CaMOCTiiiHa poOoTa
3a MarepiajiaMu, omyOIiKoBaHUMHU Kadeaporo, Ta MarepiaJaMu MEpeXeBOoi akajaemii
CisCO (KOHCIEKTH, IHTEPaKTHBHI BIIPaBH, TECTOBI 3aBIaHHs, HABUAIbHI BiIeO(piIbEMU
TOII0), BUKOPUCTaHHsS Mepexi Internet.

7. MeToan KOHTPOJII0

[ToTouHMI KOHTPOJb: BUKOHAHHS Ja0OpaTOpHUX POOIT, KOHTPOJIb 3aCBOEHHS
HaBYAJIBHOIO MaTepially, 3alUIAHOBAHOTO HAa CAMOCTIMHE ONPALIOBAHHS CTYACHTOM.

TecToBUl KOHTPOJIb:

— MOJIyJIbHI KOHTPOJIbHI pOOOTH (KOHTPOJIBHI TOUKH);

— MiJICYMKOBHUI KOHTPOJb 3 TPakTU4YHOi yacTuHu Kypcy (PTSA);

— MiJICYMKOBHUI KOHTPOJIb 3 TEOPETUYHOI YACTUHU KYPCY.

CemecTpoBUi KOHTPOJIb — ICIUT (MPOBOAUTHCS Y (POPMI TECTOBHX 3aBAAHb).



8. Kpurepii ouiHroBaHHs Ta po3noaija 0aJjiB, siKi 0OTPUMYIOTh 3100yBayi 0CBIiTH

Ta6mung 8.1 — Po3nosin 6amiB, siki OTpUMYIOTh 3100yBayl OCBITH

. . banu 3a ogne 3a- | Kinbkictb 3aHa1h | CymMapHa Kijib-
CkJ1aJ10B1 HaBUAIBHOI POOOTH . )
HATTA (3aBJAAHHS) (3aBaHb) KiCTh OaJtiB

3MicToBHUIT MOaYJIb 1

Bukonanus n1abopatopHux pooit 0...3 3 0...9

MoaynbHuii KOHTpoIIb (Temu 1 — 3) 0...5 1 0...5
3MicTOBHUIT MOAYJIb 2

Bukonanns nabopatopHux pooit 0...3 3 0...9

MoaynbHuid KOHTpOIIb (TeMu 4, 5) 0...5 1 0...5
3MicToBHUIT MOaYIb 3

Bukonanus nabopatopHux pooit 0...3 2 0...6

MoynbHMi KOHTPOJIb (TeMa 6) 0...5 1 0...5
3MicToBHUI MoayJIb 4

BukonanHs 1a60paTOpHUX POOIT 0...3 1 0...3

MoaynpHHI KOHTPOJIH (TeMa 7) 0...5 1 0...5
3MicTOBHHI MOAYJIb S

MoaynsHuii KOHTPOJIb (TeMu 8, 9) ‘ 0...5 1 ‘ 0...5
3MicTOBHHI MOYJIb 6

BukonanHs 1abopaTopHUX pOOIT 0...3 1 0...3

MoaynsHuii KOHTpOJIb (TeMa 10) 0...5 1 0...5

[TizcymxoBHii KOHTPOJIB 3 pakTUKU (PTSA) 0...23 1 0...20

[TincyMKoBUI KOHTPOJIb 3 TEOPIi 0...23 1 0...20

Ycboro 3a cemectp 0...100

" Hepwi gBi BeTymHi mabopaTopri podotu («OcHoBu pobotn y Cisco Packet Tracer (CPT)»

i «3naitomcTBO 3 KoManaamu Cisco |OSy) ne

OLIIHIOKOTHCH.

CemecTpoBuii KOHTPOJIb (ICIIUT) TPOBOJUTHCA Y pa3l BiIMOBH 3700yBaya
OCBITH Bij 6aJIiB MiJICYMKOBOT'O KOHTPOJIIO ¥ 32 HAsIBHOCTI JOMYCKY JI0 1CITUTY.
[lix yac ckiagaHHS CEMECTPOBOTO ICOUTY 3100yBau OCBITU MAa€ MOXJIHMBICTh

orpuMatu Makcumym 100 Ganis.

biner nns icnuty ckinagaetses 3 60 3anuTaHb (TEOPETUYHUX MHTAHb Ta
MPaKTUYHUX 3aBJaHb) 3 4 — 6 BapiaHTaMH BIANOBIJIEH (OKpeMI MUTaHHS MOTPEOYIOTh
BUOOpY NEKIIbKOX MPAaBWIBHUX BIANOBIACH). 3a KOXKHY BIpHY BIJANOBIJIb 3/100yBay

orpumye 1 6an (cyma — 100 6aniB).

Ta6mu 8.2 — IlIkanu oriHOBaHHS: OabHA 1 TpaAMIliiHA

Cyma Garis Or1igka 3&1 Tp?,}lHHi.I\/'IHOIO IIKAJIOI0 '
Icniut, nudepenmiitamii 3amiK 3aiik
90 - 100 Bigminao
75— 89 JHobpe 3apaxoBaHo
60 - 74 3a10BIJILHO
0-59 HesanoBisnbHO He 3apaxoBano




Kpumepii ouinrwseanns pobomu 3000ysaua oceimu npomsazom cemecmpy

3anoBisibHO (60-74). [Toka3aTn MiHIMAJILHO-TOCTaTHIA PIBEHb 3HAHb Ta YMiHb.
BwmiTu BuKiIamatv oTpuMaHi 3HAHHS B YCHIM 4YM MHCBMOBIM (opMi; Mpu HBOMY
HEMOBHUN 00OCST 3aCBOEHOIO0 HABYAJILHOIO Marepialdy He MOBHUHEH IMEPEeIKOKaTh
3aCBOEHHIO HACTYITHOTO IMPOTPAMHOTO MaTepiaily; IOMYyCKaloThbCs OKpPEMl 1CTOTHI
MTOMUJIKH, BUTIPaBJICHI 3a JOIMIOMOTO0I0 BUKJIajga4da. BUkoHaTH Bci labopaTopHi poOOTH
3 HABYAJIbHOI AUCHUHUIUIIHU. BianoBigati Ha T€OpETUYHI MUTAHHS HA €IEMEHTApPHOMY
piBHI B MeXax KOHCHEKTY JIeKIiil. BupimryBaTu HalmpocTimn 3a7adi MOIYJIBHOTO
koHTposto. CKiacTh ABa MIJACYMKOBI MOJIYJBHI KOHTPOJi (3 TEOPETHYHOI Ta
IPAKTUYHOT YaCTHHH KypCy) 3 pe3ylibTaTaMu He MeHIIe 60% yCHilHOCTI 32 KOXKEH.
BMiTH MOSICHUTH TUIIOB1 aITOPUTMH Ta MPOTPaMHI PIICHHS, 1[0 BUKOPHUCTOBYBAIUCS
M1 YaC BUKOHAHHS JTA00paTOPHUX POOIT.

Joope (75-89). Ilokaszatu cepenHili piBeHb 3HaHb Ta yMiHb. BuKiIagatu
OTpUMMaHI 3HAHHA B YCHIN YW MUCHMOBIM (OpMi y JTIOCTaTHBOMY OOCATY, CUCTEMHO,
BIJIMOBITHO 7O BUMOT HAaBYAJIbHOI MporpamMu (JOMYyCKAaIOThCS OKpPEMI HECYTTEBI
MOMWIKH, 1110 BUIIPABJISIOTHCS CTYJEHTOM ITCJIS YKa3iBKM BUKIagada). Bunpinaru
ICTOTHI O3HAKM BUBYEHOTO 3a JIONIOMOTOI0 OMepalliii aHamizy 1 CHHTE3Y; MiJIKPIIUIATH
BUBUCHMI MarTepian BiIOMUMH (aKTaMH 1 BIJJOMOCTSMH; BUSIBJISTH NPUIMHHO-
HACJIIIKOBI 3B'SI3KM JIOCHIDKYBAaHUX TIPOIECIB Ta ABUI, (POPMYIIIOBATH BHUCHOBKH 1
y3arajJjbHEHHs, Y SKUX MOXYTb OyTH OKpeMi HECyTTe€Bl MOMMJIKH. BukoHaTu Bci
nabopatopHi poOOTHM 3 HABUAJIbHOI JUCHUIUIIHM. BianmoBigaTh Ha TEOPETHYHI
NUTaHHS Ha JOCTATHHOMY DPIBHI B MEXax KOHCIEKTY JIEKI Ta PEeKOMEHIOBaHHX
NIJPYYHUKIB, BMITH OOIPYHTOBAaHO OOMpaTH THUIIOBI pilleHHs. BupimyBatu 3amadi
MOJYJIBHOTO KOHTPOJIIO CEPEIHBhOr0 PiBHS CKiIaaHOCTI. CKIacTu JiBa MiJICYMKOBI
MOJAYJIbHI KOHTPOJI (3 TEOPETUYHOI Ta MPAKTUYHOI YACTUHU KypCY) 3 pe3yJbTaTaMu
He MeHIe 75% YCHINIHOCTI 3a KO>KeH. BMITH 3aCTOCOBYBAaTH THUIIOB1 aJITOPUTMU Ta
MporpamHi pilieHHs, MOAI0HI BAKOPUCTOBYBAHUM HA TAOOPATOPHUX 3aHSTTSX.

Bigminno (90-100). [Toka3atu BigMiHHUI piBeHb 3HaHb Ta yMiHb. Bukiamgatu
OTpMMaHi 3HaHHSA B YCHIM 4M MHUCHMOBIA (PopmMi y TOBHOMY OOCSTY, CHCTEMHO,
BIJITTOBIJTHO /IO BUMOT HaBYAJIBHOI IPOrpaMu (IPUIMYCTUMHUMH € OJJUHUYHI HECYTTEBI
MOMWJIKH, SIK1 CTYJIEHT BUIIPABIISi€ CAMOCTINHO). BUALIATH 1ICTOTHI 03HAKW BUBYEHOTO
3a JIOTIOMOTOIO OTepalliii aHasizy i CHHTE3y; BUIBHO OMepyBaTH BiIOMUMH (haKTamHu 1
B1JIOMOCTSIMU; BUSIBJISITU MMPUYMHHO-HACIIIKOBI 3B'SI3KU JTOCTI)KYBaHUX MPOILIECIB Ta
ABUILL; (POPMYJTIOBATH BUCHOBKHU 1 y3arajibHeHHs. BUKOHATH BCl 1JabopaTopHi poOOTH
3 HaBYaJIbHOI JUCUUIUIIHU. BiAnoBigaTi Ha TEOPETUYHI MUTAHHS HA BUCOKOMY PIBHI
B MeXaxX KOHCIEKTY JICKIIM, pPEKOMEHJOBAaHMX MIiAPYYHUKIB Ta JOJATKOBOL
JITEpaTypH, BMITH aHAII3yBaTH HaJlaHy 1H(GOPMAIIiI0 Ta MPONOHYBAaTH HECTaHAAPTHI
pllIEHHs, BMITH iX OOIpyHTOBYBaTu. BupimyBaTu 3agadi MOIYJIBHOTO KOHTPOIIIO
BUCOKOTO piBHA ckimanHocTi. Ckimactu JBa TMIACYMKOBI MOJYJBHI KOHTpOJi (3
TEOPETUYHOI Ta MPAKTUYHOI YAaCTHUHHU Kypcy) 3 pesyibTratamu He wmeHme 90%
YCHIITHOCTI 3a KOXeH. BMITH 3acTOCOBYBAaTH aJIrOPUTMH Ta MPOTPAMHI PIIICHHS,
BiJIMiHHI BiJ] BAKOPHCTOBYBAHHX Ha J1a00OPATOPHUX 3aHATTSX.



9. ITosiTMKa HABYAJILHOTO KYPCY

BinBinyBanns 3ansTh. Perymnsmis mpomyckiB. BinBimyBaHHS JEKIIHHUX Ta
71a00paTOPHUX 3aHATh € O0OB’SI3KOBUM. JlOMYyCKAIOThCSA MPOIYCKH 3aHATh 3 TaKUX
MOBAKHUX MPUYMH, SIK XBOpPoOa, CiIMEitHI 00CTaBUHU, y4acTh B OJIIMIIiaji, TBOPUOMY
KOHKYPCI TOIIIO 3a MOINEPEAHhOTO JOMOBJIEHICTIO Ta 3rOJ0I0 BUKIJA/aya 3a YMOBHU
JI0O3BOJIy JeKaHaTy (BUKJIaJady HaJalThCS KOIii JOBIAOK, JOKYMEHTIB a00 IHIIHMX
MaTepiaiiB, SKi MiATBEP/HKYIOTh NPUYHHY MPOMYCKy). 3a YMOB JHCTAHIIHHOTO
HABYaHHSA TMMOBAXHUMHU TPUYMHAMH TIPOIMYCKIB MOXYTh OyTH TIOpYIICHHS Y
(GyHKI[IOHYBaHHI eleKTpoMepexx 1 3001 B poboti Iutepnery. BimmpairoBanus
IOPOMYIIEHUX 3aHATh € OOOB’S3KOBHM HE3QJIEKHO BiJl MPUYMHU MPOMYLIEHOTO
3aHATTA. BignpaitoBaHHs JEKLIHHOTO MaTepiany mepeadadae caMOCTiHE BUBUCHHS
IPOMYIIEHOTO TEOPETUYHOTO MaTepialy Ta CKJIaJaHHA TECTy 3a UM MaTepialloM.
BianpaitoBanHsi 71a00paTOpPHOTO 3aHATTS MOJSTaE€ B CaMOCTIMHOMY BHKOHAHHI
3aBJaHb TMPOMYIIEHOI JabopaTOpHOI POOOTH Ta CKJIAJlaHHI MHCHbMOBOTO 3BITY 3
poooTH.

JloTpMaHHsI BUMOI aKaJeMidHOI 100poYecHOCTi 37100yBauaMu OCBITH ITi]T
yac BUBYEHHS HaBUaJIbHOI aucumiuiiHd. [1i yac BUBYEHHS HABUYAJIbHOI IUCIMILIIHUA
3100yBaul OCBITH MalOTh JOTPUMYBATUCS 3araJibHONPUUHATAX MOPAIbHO-ETUYHUX
HOPM 1 MpaBWUJl TOBEIIHKH, BUMOI aKaJEMIYHOi J0OpOYECHOCTI, MependaueHnx
[TomoxkeHHAM TIPO akKajgeMiuHy a00pouecHiCTs HarioHaapbHOTO aepOKOCMIYHOTO
YHIBEPCUTETY «XapKiBCbKUI aBlalllitHUI THCTUTYT»
(https://khai .edu/assets/fil es/pol ozhennya/pol ozhennya-pro-akademi chnu-
dobrochesnist.pdf). Owuikyerscsi, mo poboTu 3700yBaviB  oOcBiTH OymyTh iX
OpUTIHAIBHUMHU JOCIIKEHHSMUA a00 MIPKYBaHHSIMHU. BiJCyTHICTHh MOCWIaHb Ha
BUKOpHUCTaH1 Jkepena, (aOpuKyBaHHS JKEpEN, CIMCYBaHHS, BTPYYaHHS B POOOTY
IHITUX 3/100yBadiB OCBITH CTaHOBJISTH, aje HE OOMEXYIOTb, MPUKIAAN MOXKIHUBOI
aKaJeMigyHOT HeoOpOoUYeCTHOCTI. BUSIBICHHS 03HAK akaJeMIvyHOI HEI0OpOYECHOCTI B
MUCHBMOBII poOOTI 3100yBava OCBITH € MIJICTABOIO JIJIs 1i He3apaxyBaHHS BUKJIaaueM
He3aJIeKHO Bia MacmTaliB rwiariaty ud oOmany. Jlns imeHTHdIKaIii BHUKOHABIISA
n1abopaTopHoi poboTH y aitmi-crienapiro (*.pka) ciig 000B’SI3KOBO 3a3HAYNTH
nepcoHajbHi faHi: npi3suine, €-mall (y Bikai «User profile»), B iHIIOMY BHIaAKy
poOoTa oiiHOBaTUMEThCS y «0» OamiB (3 MOXIMBICTIO TEepecKiIajaHHs). Y pasi
BUSIBJICHHSI TUIariaty (UUISXOM TOPIBHSHHS 3BITIB 3 JA0OpaTOpHUX PoOIT) Oamu 3a
po0OOTY OOHYJISIIOTHCA 0€3 MpaBa ii nepeckiagaHHs i€l poOOTH.

Bupimenns koHguikTiB. [Topsaok 1 npoueaypu BperyatoBaHHS KOH(DIIIKTIB,
MOB’SI3aHUX 13 KOPYMIIHHUMHU [isIMU, 3ITKHEHHSM I1HTEpPECiB, PI3HUMH (QopMamu
JTUCKPUMIHAIII, CEKCyaJbHUMHU JOMaraHHsSIMH, MI>KOCOOHMCTICHUMHU CTOCYHKaMHU Ta
IHITMMHU CUTYaIlisIMHU, 110 MOKYTh BUHMKHYTH IIiJ] YaC HaBYaHHS, a TaKOXK MpaBHJIa
C€TUYHOI TOBEJIHKM periaMeHTyloTbcss KoaekcomM  eTWdHOi TIOBEAIHKA B
HamionanpHOMY  aepOKOCMIYHOMY  YHIBEPCHTETI  «XapKIBCHbKUN  aBlalliiiHUi
THCTUTYT» (https://khai.edu/ua/university/normativna-baza/ustanovchi-
dokumenti/kodeks-etichnoi-povedinki/).
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