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1. 3aranbHa indopmanisa Npo BUKJIaga4a

[1Ib: Haymenko BikTtopis Bonogumupisaa

[Tocana: nornent xadenpu 504

HaykoBwuii cTymiHb: KaHA. TEXH. HAYK

Buene 3BaHHA: O¢3 3BaHHA

[Tepenik TUCIUILIIH, K1 BUKJIQ/IAE:
Texuomorii 1 cucreMu O€3IPOTOBOTO  3B'A3KY,
InTepuer peueit, Inrepuer peueit (KII)

Hanpsimu HayKOBUX JOCTIIKEHb:
bicniektpanbHa 00poOKa CUTHANIB, HOBITHI METOIHU

reHepariii paJaioCUrHaliB;
O6poOka 300pa’keHb, BUSBICHHS HEOIHOPIAHOCTEH
Ha 300paKeHHAX, CTUCHEHHS 300paKeHb.

KonrakTHa iHpOpMaIIis:
email: v.naumenko@khai.edu

I1IBb: B’rounnskuii Oner I'enHamiiioBny

ITocana: nonent kadbeapu 504

HaykoBuii ctyninb: JOKTOp (hutocodii

Buene 3BaHHA: O¢3 3BaHHSA

[Tepenik TUCIUILIIH, K1 BUKJIQ/IAE:

InTepuer peueit, [atepuer peueit KI1, O6podka
mynbTuMenianx qanux KP, Teopis indopmartii 1
KOJTyBaHHSI.

HanpsiMyu HayKOBUX JTOCHIIKEHb:

OOpoOka curHamiB Ta 300paxeHb, 0OpoOka
MEIUYHUX JIaHUX, HEHPOHHI MEpPEXl Ta IITY4YHHM
THTEJIEKT

KoHnrtakTHa 1HpOpMaLis:
email: o.viunytskyi @khai.edu
telegram: https://t.me/viunytskyi




2. Onuc HAaBYAJIbLHOI AUCHUILTIHA

dopma 3100yTTs OCBITH Jlenna
Cemectp 7,8/5,60
MoBa BUKJIagaHHS YKpaiHcbka

Tun guctuIuIiHA

06086 ’sa3Kx06a

OO0csr TUCIUILIIHUA:
kpenutu EKTC/ kiIbKiCTh
COINH

1 cemecmp: 4,5 xpenutu €KTC / 135 ronun (64
ayIUTOPHHUX, 3 AKUX: JIEKIiT — 32, mabopaTopHi — 32,
CP3-71);

2 cemecmp: 4,5 xpenutu €KTC / 135 ronun (72
ayJIUTOPHUX, 3 AKHX: JIeKIi — 48, nabopaTtopHi — 24,
CP3 - 63).

Buau HaBuyanbHO1
ISJTBHOCTI

Jlekyii, rabopamopui pobomu, camocmilina poboma

Buamn koHTpOIIo

[Torounnit KOHTPOJIb, MOZYJIbHUN
CEMECTPOBUM KOHTPOJIb — 3AJIIK, iCNUM

KOHTPOIJIb,

[IpepexBizutu

AemOMamumuiﬂ ma besznexa KopnopamueHUx mMepeoic

* . . .
Jls 3100yBayiB, sIKI HABYAIOTHCS 32 CKOPOUEHUM TEPMIHOM.




3. MeTa Ta 3aB1aHHS HABYAJILHOI U CIUIIIHM, NepeIiku KOMIIETEeHTHOCTEMH
Ta 04iKYBAHMX pPe3yJibTATIB HABYAHHS

Meta — cpopmyBaTu cucteMy 3HaHb 37100yBauiB y raimy3i [HTepHETY peueil Ta
mupOBUX TEXHOJIOTIM, a TakoX OUIBII IMIMPOKOi KaTteropli — w1udpoBoOi
Tpancopmarii. Ha Ga3i mux 3HaHp (axiBenpb 3Moke 3abe3medyBaTH PO3POOKY,
3aCTOCYBaHHS Ta €KCIUTyaTallil0 TaKUX CHCTEM y BUPOOHHUINA 1 HAyKOBil cepax.
OCHOBHMI aKIEHT pPOOUTHCS Ha PO3yMIHHI (QyHIAMEHTATbHUX KOHICHIN 1
MEXaH13MiB, SIK1 JIS)KaTh B OCHOBI (DYHKIIIOHYBaHHS [HTEpHETY peuei.

3aBIaHHA — 3aCBOEHHS TEOPETUYHUX 1 MPAKTUYHUX 3HAHb 3 PO3POOKH
nporpaMHoOro 3abe3nedyeHHs Ta NporpaMHo-anapaTHux cucrteM loT; BUBUEHHSA
3aco0iB 1HGOPMAIIMHUX TEXHOJIOTIA Ta I1HTENCKTyalbHUX CHCTEM HIATPUMKH
MPUUHATTS pillieHb; (GOPMyBaHHS HAaBUYOK OpraHi3allii KOMYHIKAI[IHHUX CEaHCIB Ta
3aCTOCYBaHHS MEXaHI3MIB 3aXUCTY B cepeoBUILI [HTepHEeTY peuei.

KommnereHTHOCTI, sIKi HA0YBAKOTHCHA:

Inmezpanvna komnemeHmHuicms:

31aTHICTh POB’SI3yBaTH CKJIAJHI CIIELIANI30BaHl 3a/1a4ul Ta NPaKTUYHI IpoOIeMH
B 00JyacTi iH(OpMAIIHHUX CHCTEM Ta TEXHOJOTrid, ad0 B MpoleCcl HAaBYAHHS, LIO
XapaKTEPU3YIOThCA KOMIUJIEKCHICTIO Ta HEBU3HAYEHICTIO YMOB, fKI IMOTPEOYIOThH
3aCTOCYBaHHS TE€OPii Ta METOAIB 1H(HOPMAIIHHUX TEXHOJOTIH.

3azanvni Komnemenmuocmi (3K)

Iicna 3akinuennsn yiei npozpamu 3000y8au oceimu 0yoe 30amen:
3K2 31aTHICTh 3aCTOCOBYBATH 3HAHHS Y IPAKTUYHUX CUTYALIISIX.
3K3 31aTHicTh O pO3yMiHHS MIPEAMETHOI 00J1acTi Ta TPOdeCiiHOT MITbHOCTI.



Cneuianvni komnemenmnocmi (CK)
Iicna 3akinuenns yiei npozpamu 3000y8au oceimu 0yoe 30amen:

CK2 3patHiCTh 3aCTOCOBYBAaTH CTaHAApPTH B 00dacTi iH(QOpMALIMHUX CHUCTEM Ta
TEXHOJIOTIH mpH p03po6u1 (l)yHKI_IIOHaJ'IBHI/IX npodimiB, n06yz[0}31 Ta 1HTerpauii
CHCTEM, IPOAYKTIB, CEPBICIB 1 €JIEMEHTIB 1H(PPACTPYKTypH OpraHizariii.

CK3 3paTHICTh 10 NPOEKTYBaHHS, PO3pOOKH, HAIaro/KEHHS Ta BIOCKOHAJICHHS
CUCTEMHOTO, KOMYHIKalllHHOTO Ta  MpOTrpaMHO-alapaTHOro  3abe3medeHHs
iHbopMaIliiHUX cHcTeM Ta TexHousorii, Iatepuery peuerr (I0T), Komm’rOTepHO-
IHTErPOBAHUX CUCTEM Ta CUCTEMHOI MEPEKHOI CTPYKTYpH, YIIPABIIIHHS HUMH.

CK4 3paTHICTh MPOEKTYBAaTH, PO3POOJISATH Ta BUKOPUCTOBYBATH 3acoOu peanizallii
iHQopMaIlItHUX ~ CHUCTEM, TEXHOJIOTid Ta  1HQOKOMYHIKAIliH  (METOAHWYHI,
1H(DOopMaIiiiHi, anrOPUTMIYHI, TEXHIYHI, MPOTPaMHI Ta IHIII1).

CK6 3paTHICTh BUKOPHUCTOBYBATH Cy4acHl 1H(OpMAaIiiiHI CUCTEMHU Ta TEXHOJOTIl
(BUpOOHUYI, MIATPUMKH HPUUHATTS PIIICHb, 1HTEIEKTYaJIbHOIO aHali3y JaHUX Ta
1HII1), METOJMKHN ¥ TEXHIKH Ki0epOe3neku MmiJ 4ac BUKOPUCTAHHS (PYHKI[IOHAIBHHUX
3aBaaHb Ta 000B A3KIB.

CK7 3paTHICTh 3acTOCOBYBaTHM 1H(OpMAaiiiHI TEXHOJOri y XOAl CTBOPEHHS,
BITPOBAKEHHSI Ta €KCILTyaTallli CHCTEM MEHEDKMEHTY SIKOCTI Ta OI[IHIOBATH BUTPATH
Ha 1i po3po0OJICHHS Ta 3a0€3MEeYEeHHS!.

CK9 3natHicTh po3poOssTH Oi3HEC-pillIeHHs Ta OIIHIOBATH HOBI TEXHOJOT1YHI
MIPOTIO3UIIIi.

CK12 3parHICTh yOpaBisITH Ta KOPUCTYBATHCS Cy4acHUMHU iHGOpMaIliitHo-
KOMYHIKAI[IHHUMU CHCTEMaMH Ta TEXHOJOTisIMU ( y TOMY YHCII TaKHUMH, IO
0a3yr0ThCs Ha BUKOpUCTaHHI [HTEpHeT).

CK14 3natHicth GopMyBaTH HOBI KOHKYPEHTOCIIPOMOXKHI 171e1 ¥ peasii3oByBaTH ix y
MpoeKTax (crapTramax).

Ilpozpamni pesynomamu nasuannsa (IIPH).

ITPH/ OOrpyHTOBYBaTH BUOIp TEXHIYHOI CTPYKTYpH Ta pO3pOoOJsATH BIANOBIAHE
nporpaMHe 3a0€3IMeUeHHs, 10 BXOAUTh N0 CKJIaay I1H(QOpMAIIHHUX CHUCTEM Ta
TEXHOJIOT1H.

ITPHS8 3acTtocoByBaTu npaBuia opopMIIEHHS TPOCKTHUX MaTepialiB iHPOpMALIIHHUX
CHUCTEM Ta TEXHOJIOT1H, 3HATH CKJIaJ] Ta MOCIIJOBHICTh BUKOHAHHS MMPOSKTHUX POOIT 3
ypaxyBaHHSM BHMOT BIATIOBIIHMX HOPMATHBHO-TIPABOBUX JIOKYMEHTIB  JUIS
3aMmpoBaHKEHHS y TPOoQeCiitHIN TISTLHOCTI.

IMPHY 3niiicHiOBaTH CHCTEMHHI aHaji3 apXIiTeKTypu MmianpueMcTBa Ta uoro |T
1H(}pacTpyKTypH, TPOBOJUTH PO3POOJICHHS Ta BAOCKOHAJIEHHS ii €IEMEHTHOI 0a3u 1

CTPYKTYpH.



4. 3micT HABYAJIBLHOI AUCHUILTIHA
MOJAVYJIb 1.
Ocinniii cemecTp
3micTroBHuI Moayab 1. Pedi Ta 3B’s13ku

Tema 1. lI{o Take iHTEpHET peycii?

Beryn no konnentii IoT, #ioro posi B cydacHOMY CBITI, PO3TJISIA apXiTEKTypH
CHUCTEMH, CKJIQJJOBUX KOMIIOHECHTIB (JaTUYWKH, BUKOHABYI MPHUCTPOI, KOHTPOJIEPH) Ta
MOTOKOBUX IPOTIECIB.

Jlexmis «Io take [oT»

JlaGoparopHa pobota «I1o0y10Ba MPOCTUX JIAHITIOTIBY.

CamocrTiiina poOoTa: ompalfoBaHHS Marepialy JIeKI[id, TIArOTOBKa J0
1abopaTopHOi po60TH, 0POPMIIEHHS PE3YJIbTATIB.

Tema 2. [Ipouiecu B KepOBaHUX CUCTEMAX

OcHoBU (DYyHKIIIOHYBaHHSI TPOIECIB 1 CHCTEM YIPaBIIHHS, PO3IMKHEHI Ta
3aMKHEH1 KOHTYpPH, B3a€MO3JICKHI cuUcTeMu; orysaa mopeneit komyHikamii (TCP,
OSl, |oT Reference Model).

Jlekis «IIporecu B KEpOBaHUX CUCTEMAX)

JlabopaTopHa poboTa «AHaii3 MPOLECIB Ta CUCTEM YIIPABIIHHS.

CamocrtiiiHa po0OOTa: BUKOHAaHHA I1HAMBIAYAJbHUX 3aBJaHb, MIJTOTOBKAa [0
MOJIyJIbHOTO KOHTPOJTIO.

Tema 3. PiBHi 3’e1HaHD

Bunu mepexeBux 1 npukiaanux 3’eqHanb y [0T; moHATTS MeTanaHux; mpoodieMu
0e3reKy Ta KOH(IISHIIMHOCTI TaHUX.

Jlekuis «PiBH1 3’eqHanb y [0T».

CamocriiiHa poboTa: BUBUYEHHS MPUKIAIIB aTak Ha loT-cucreMu, miaAroToBka o
MOAYJIBHOTO KOHTPOJIIO.

MoayabHui KOHTPOJIb 1

3MmicToBHMIA MoayJib 2. EnemenTu HalnpocTimoi cuctemu [oT

Tema 1. J[aTunku, BUKOHABY1 MEXaHI3MH Ta MIKPOKOHTPOJIEPU

OcHOBHI KOMMNOHEHTU HainpocTimoi loT-cucreMu, npuHUMNU iX 3’€IHAHHS Ta
MPOCKTYBaHHS IPOTOTHIIIB.

Jlekuis «Enementu loT-cuctem»

JlaGoparopna pobota «IIpoextyBanns loT-cxemm.

CamocriiiHa po0OTa: OMpaIfoOBaHHS JITepaTypH, MiATOTOBKA 10 JIAOOPAaTOPHHUX
3aB/IaHb.

Tema 2. MikpokouTtpomnep Arduino

MoxmuBocti Ta wmomeni Arduino, npwHIMOM poOOTH, TEpIl KPOKU B
HaJAlITyBaHHI Ta MiKJIIOYCHHI.

Jlexuist «OcHoBu Arduinoy

JlaGoparopHi poboTu: «KepyBaHHs CBITJIOA10IaMIY, «KepyBanns
boTOpe3nucTopoM».



CamocrTiiina poOoTa: TMIArOTOBKA JO JIa0OpaTOpHUX POOIT, BUKOHAHHS
1HAWBITyaJIbHUX 3aB/IaHb.

Tema 3. Arduino IDE

[Iporpamue cepemosumie Arduino IDE, 06a30Bi kKomaHmu, NOPHUKIaAA KOIY,
TECTYBaHHS IIPUCTPOIB.

Jlexist «Arduino IDEy

JlaGopartopHi pobotu: «KepyBanus peney, «KepyBaHHs MOTOpaMm».

CamocriiiHa poOoTa: po3poOKa TPHUKIAAIB KOAY, MMATOTOBKA OO 3aXUCTy
71a00paTOPHUX POOIT.

Tema 4. MoBu niporpamyBaHHs

Tunu moB nporpamyBanHs, iXx BukopuctanHs B [oT; API, REST API; acnektu
0e3MeKy MPOrpaMHOTO 3a0e3MeUeHHS.

Jlexuist «[IporpamyBanns st [oT».

CamocriiiHa po0OTa: HaMMCAHHS TMPUKIAIIB KOJY, MIATOTOBKA 0 MOJYJIBHOTO
KOHTPOJIIO.

MoayJbHUHA KOHTPOJIb 2

3microBHuii Mmoayab 3. Raspberry Pi

Tema 1. Raspberry Pi ta fioro noptu

Apxitektypa Raspberry Pi, moptu Ta 6a30B1 MOXJIMBOCTI BUKOPUCTAHHS.

Jlexuis «Raspberry Pi»

JlaboparopHa pob6orta «MoaemoBanss loT y Packet Tracer».

CamocriiiHa poOoTa: omnpaltoBaHHs JokyMmeHTailii Raspberry Pi.

Tema 2. ba3zosi komagau Linux

OcHoBU po0OTH B KOMaHAHOMY psiaky Linux, ympaBiiHHsS ¢aiiamu  Ta
MPOIIECAMH.

Jlekmis «Komanaauit psgok Linuxy.

CamocriiiHa poO0Ta: BUKOHAHHS NMPAKTUYHUX BIpaB 3 Linux.

Tema 3. Cucrema kepyBaHHs IaKETaMU

BukopuctanHs nakeTHUX MeHemxkepiB y Linux mnga pobotu 3 Arduino Ta loT-
MoJeIsiMH, 1HTerpaltis 3 Python.

Jlekiis «Cuctema KepyBaHHS MaKeTaMU.

CamocTiiiHa poOOTa: BHUBYEHHSI TMAKETHUX MEHEIKEpIB, MIATOTOBKA O
MOJYJIBHOTO KOHTPOJIIO.

MoayabHui KOHTPOJIb 3

3MmicToBHMI MoayJb 4. [TiaKTI0ueHHS peded 10 Mepexi

Tema 1. LAN, WAN Ta [aTepHet

OcHOBU MepEKEeBUX MPOTOKOJIB 1 MapIIpyTH3ailii, ix poas y [oT.

Jlexmist «LAN, WAN Ta [aTepHEeT.

CamocriiiHa po0OoTa: MATOTOBKA MPUKIAIAIB MEPEKEBUX TOMOJIOT1H.

Tema 2. be3apoTOBi TEXHONOTI1

Ormsin 6e3aporoBux TexHotorit (WiFi, ZigBee, Bluetooth, LoRaWAN, 5QG) 1
3aXO01U 1X 3aXHUCTY.

Jlekist «be3apoToB1 TEXHOJIOT11».



CamocriiiHa po0oTa: onpaltoBaHHs IPUKJIAI1B BUKOPUCTaHHs TexHojori y [oT.
Tema 3. TymanHi Ta XMapHi cepBicu
Konneniiss TyMaHHUX Ta XMapHUX OOYHUCIIEHb, 30epiraHHd i mepenavya JaHUX Y
Bennkux cucremax [oT.
Jlexist «XMapHi Ta TYMaHHI CEPBICHY.
CamocriiiHa po0OOoTa: MATOTOBKA O MOIYJIEHOTO KOHTPOJIIO
MopyabHMiA KOHTPOJIb 4

3microBHUI Moayab 5. Ormsia pitnens [oT

Tema 1. Bupimenns rinmobanpHuX mpobseM 3a goromororo [oT

Ananiz BBy [oT Ha HOCATHEHHS IUIEM CTamoro PO3BUTKY Ta BUPIIICHHS
rI100aapHUX TPo0JIeM, IPUKIIAJN BUKOPHUCTAHHS Y IPOMHUCIIOBOCTI Ta CYCILIbCTRI.

Jlektis «Ponb [oT y BupilieHHI ri1006aJIbHUX MPOOTIEM.

CamocriitHa po6oTa: miAroToBKa pedepaTy npo npukiiaau 3actocyBanss 1oT.

Tema 2. [IpoexkTyBaHHS pillleHb

Etanu 1mxeHepHoro npoektyBaHHs cucteM loT, mpoekTyBaHHS 3 ypaxXyBaHHAM
Oe3neku, BukopuctanHs API ta miarpam 1t onucy CUCTEM.

Jlexuis «Inxenepne npoextyBanHs loT-cucrem».

CamocriiiHa poboTa: cTBOpeHHs cxemMH po3minieHHs loT-pimenHs, maroroBka a0
3aXUCTY Ja0OPATOPHUX POOIT.

Tema 3. [Ipororun cucremu [oT

Metonu npototunyBanHs Ta TecTyBaHHs loT-cucrem, po3poOka AOKyMeHTaIlii,
613nec-monaenp Canvas it loT-nipoekTiB.

Jlexuist «IIpototunyBanus [oT»

JlabopaTtophna poboTa «IIpoextyBanus loT-cxemu BiJl mo4aTKy 10 KiHIISD».

CamocriiiHa po0OoTa: MIATOTOBKA BJIACHOTO TMPOTOTUIY Ta OMKHC HMOTO
byHKIIIOHATY.

MoayabHUH KOHTPOJIb S

3MmicToBHMA MoayJib 6. [louaTok pobotu 3 Raspberry Pi

Tema 1. BcranoBnenHs onepauiiftHoi cucreMu Ha Raspberry Pi

HanamrtyBanns Raspberry Pi, incramsuis OC, po6ota 3 GPIO, aucranmiiine
KepyBaHHs yepe3 BeO-iHTepdeiic.

Jlekuis «OcHoBu Raspberry Pi»

JlaGoparopna pobota «HanamryBanus PL-App 13 Raspberry Piy.

CamocriiiHa poboTa: CTBOpEHHsI 00pa3y CHCTEMH, MIATOTOBKA JO JIA0OPaTOPHHUX
3aBJlaHb.

Tema 2. OcHoBHi komanau Raspberry Pi

Komanau ans ynpasmiHHs (ailiaMu, MEpexXeBUMHU MapaMeTpaMu Ta OTPUMAaHHS
CUCTEMHOT 1HhOpMaIIii.

Jlexuis «Komannu Raspberry Piy».

CamocriiiHa poOoTa: BIpaBu 3 HajamrTyBaHHs Raspberry Pi.

Tema 3. HanamryBanus ninkiodeHHst Raspberry P1 1o mepexi

Po6ora 3 MepexxeBUMHU KOH(DIrypaiisiMmu, BCTaHOBJEHHs crtatuuHux I[P-aapec,
HayamryBanas Wi-Fi.



Jlektis «MepexeBe HanamtyBanHs: Raspberry Piy.

CamocriitHa po0OoTa: MAroTOBKa 0 JabopaTopHoi podotu «Bimmanenuit gocTym
1o Raspberry Pi».

Tema 4. Binnanena po6orta 3 ¢aiinamu Ha Raspberry Pi

[actpymentu gy goctymy no dainis (FTP, VNC), aBromaTu3zamis 3amyckKy
CEPBICIB.

Jlexuis «Bignanenuit roctym»

JlabopaTtopna po6ota «SSH ta VNC na Raspberry Pi».

CamocTiifHa po0oTa: MiAroTOBKA 10 MOIYJIFHOTO KOHTPOJIIO.

MoayabHUA KOHTPOJIb 6

Becusinuii cemectp
3micToBHmMii MmoayJsb 1. CrienianbHi HanamryBanHs Raspberry Pi

Tema 1. OcHOBHI TUTTK HEHPOHHUX MEPEXK

Ornsan  apxITEKTyp HEUPOHHUX Mepex (IpsIMOro TMOIIMPEHHS, 3BOPOTHOIO
NOIIMPEHHS) Ta iX 3acTocyBaHHs B [oT.

Jlexuis «Heliponni mepexi B [oT»

JlaGoparopHa poboTta «CTBOpEeHHSI HEHPOHHOT MEPEXK1 1Sl OOPOOKHU JaHUX.

CamocrtiiiHa poOoTa: NIATOTOBKA 1HIMBIAYaJIbHOTO NPHUKIAAYy 3aCTOCYBaHHS
HEHPOHHOI MEpEXI.

Tema 2. Binnanenuit noctyn

[Tpunummm 6e3neunoro BigganeHoro goctyny (SSH, VNC), nmpobiiemu 3axucry.

Jlexmia «SSH ta VNC»»

JlabopaTtopHa pobota «BcTaHOBIIEHHS B1IJIaJIEHOTO TOCTYITY.

CamocriiiHa poOoTa: TECTYBaHHS O€3MEYHOTO MiIKITIOYCHHS.

Tema 3. Kivy MD ¢peiimBopk 1151 Python

OcHoBu po6otn 3 Kivy MD st ctBoperHst MoO1mbHUX Ta loT-mogaTkis.

Jlexuis «@peitmBopk Kivy MD»y»

JlaGoparopHa pobota «CTBOpeHHs A0aTKy 3a gonomoroio Kivy MDy.

Camocriiina poOoTa: CTBOPEHHS TPOTOTHUITY 3aCTOCYHKY.

Tema 4. I'padiuni enementu Kivy MD

Buxopucranns rpadiuaux enemeHTiB 'y Kivy MD (KHONKHM, IKOHKH, TEMH,
mpUQPTH).

Jlexuist «I'padiunnii inTepdeiic y Kivy MDy.

CamocrTiiiHa poOoTa: MIATOTOBKAa MPHUKIALy 3aCTOCYHKY 3 TpadiyHUMH
eJIEeMEHTaMHU.

Tema 5. Docker

Buxopucranass Docker y IoT-mpoekTtax: cTBOpeHHST o00pasiB, KepyBaHHS
KOHTEHHEepaMu, ONTUMI3allisi BAKOPUCTAHHS PECypCiB.

Jlexuis «Docker y [oT».

CamocriiiHa po0OoTa: MATOTOBKA IO MOTYJIEHOTO KOHTPOJIIO.

MoayabHu#A KOHTPOJIb 1



3micToBHMii Mmoayab 2. besneka [oT

Tema 1. Anatomis ataku [oT

Tunosi kibepataku Ha loT (Hampuknan, GotHer Mirai), mMojem Oe3neku Ta
I1TXO/TU IO 3aXHUCTY.

Jlexist «Ataku Ha [0T»

JlabopaTtopHa poboTa «3axuct XMapHuX cepBiciB B [0T».

CamocriitHa po0oTa: aHai3 MPUKIIAIIB aTak, MiArOTOBKA 3BITY.

Tema 2. Anani3 mojeni 3arpo3 st cuctemu [oT

MeTonu BUSBICHHS 3arpo3, TOKyMeHTyBaHHs apXiTekTypu loT, oiiHka pu3uKiB.

Jlektiss «Mopeni 3arpo3»

JlabopaTtopHa pobota «Orinka 3arpo3 [oT».

CamocrTiitHa poO0oTa: BAKOHAHHS 1HMB1IyaJbHOIO 3aB/IaHHS.

Tema 3. Mojieni KOHTPOJIO JOCTYITY

Tunu KOHTpOJtO0 JNOCTyy (000B’S3KOBUM, AUCKpEidHUN, aTpuOyTHuit), OAuth
2.0, ynpasmniHHA 11eHTU]iKaniero loT-nmpuctpois.

Jlekuist «Mopeini KOHTPOIIIO TOCTYITY.

Camocriiina poOoTa: MAroToBKa 10 MOJYJIBHOTO KOHTPOJIIO.

Tema 4. be3neka npotokoiB Ta ctanaaptis [oT

Amnaniz Oesnexkn ocHoBHux mnpotokodiB (IEEE 802.15.4, BLE, Wi-F, NFC,
LPWAN), a takox mpotokoiiiB oominy noBimomieHHsMu (MQTT, CoAP, DDS,
AMQP).

Jlekuist «be3rneka mpoTOKOIIB.

CamocriiiHa poOoTa: aHai3 ypa3JIuBOCTEN MPOTOKOJIIB.

Tema 5. Orinka Bpa3IuBOCTI

Metonu orminku ypaziauBocTet loT-cuctem, IHCTpyMEHTH [Jisi BUSBIICHHS
HEJIOJIKIB O€3IeKH, YIPaBIiHHS PU3UKAMH.

Jlexuist «O1iHKa ypa3TuBOCTEN.

CamocriiiHa poOoTa: MArOTOBKA 0 3aXUCTY JIa0OPaTOPHUX POOIT.

Moay/ibHHI KOHTPOJIDb 2

3micToBHMi MoayJb 3. [Ipomucnosuii intepuer peueit (IloT)

Tema 1. Betyn 10 mpoMUCIIOBOTO 1HTEPHETY peueit

Jlexuiss  «lIpomucnoBuit  loT: KoHueniii, apXiTeKTypa Ta MNPUKIAAH
3aCTOCYBaHbY.

Jlabopatopna pobota «MogemtoBanHsi BupoOHWYoro mporecy 3 IloT-
MPUCTPOSMIY.

CamocriiiHa po0oTa: MArOTOBKA 3BITY 3 J1A0OpaTOpHOI poOboTH «MOeTtoBaHHS
BUpoOHMUOTO TIporiecy 3 lloT-mpuctposmm.

Tema 2. [IpoMucioBI TPOTOKOIM OOMIHY TaHUMHU

Jlexuist «OPC UA, Modbus, MQTT: npomMucioBi cTaHIapTH KOMYHIKaIIii».

JlabopaTtopHa po6ota «Ilepemada nanux mixk npuctposmu yepe3 MQTT».

CamocrTiiina poOoTa: MiArOTOBKAa 3BITY 3 JabopatopHoi pobotu «llepemaua
JAHUX MK npuctposmu uepe3 MQTT».



Tema 3. SCADA ta MES-cucremu

Jlexuis «Cuctemu SCADA ta MES y nmpomucioBux mepexax [oT».

CamocrTiitHa po0OoTa: OmpalloBaHHS MaTepiaiiB JeKIii Ta MiAroTOBKa [0
MOJIYJIbHOTO KOHTPOJTIO.

Tema 4. {udposi 1BIMHUKY Ta TPEIUKTUBHA aHATITHKA

Jlexuisn «ludpoBi ABIMHUKKA Yy BUPOOHHUITBI Ta NPOTHO3YBAaHHS CTaHy
oOaTHaHHS»

CamocrTiifHa po0OoTa: OMpaIlOBaHHA MaTepiaiiB JeKIii Ta MiArOTOBKa [0
MOJAYJIBHOTO KOHTPOJIIO.

Tema 5. Inrerparis [1oT i3 xMapHUME cepBicaMu

Jlexuiss «IIpomucnoBi xmapui targopmu: AWS IoT, Azure IoT, Siemens
MindSphere».

CamocriiiHa po0OoTa: ompalloBaHHS MaTepialiiB JEKIli Ta MIAroTOBKa 0
MOJ1yJIbBHOTO KOHTPOJIIO.

Moay/ibHUI KOHTPOJIb 3

3micToBHMi MoayJb 4. Hucnose nporpamue kepyBanHs (UIIK)

Tema 1. Ocnosu YIIK Ta iioro ctpykrypa

Jlexuist «IIpunuunu podotu cucrem UITK».

JlaboparopHa pobota «CtBopenns nporpamu st YIIK-crankay.

CamocriiiHa poOoTa: MIATOTOBKA 3BITY 3 JlabopaTopHOi poOoTH «CTBOPEHHA
nporpamu st YITK-crankay..

Tema 2. [aterpanis YIIK y loT-cepenoBurie

Jlexuist «Monitopunr ctankiB 13 UIIK yepe3 mepexy [oT».

JlabopaTtopHa poboTa «Ilepenaua nanux i3 cumynaropa YIIK no Node-RED».

CamocriiiHa po0oTa: miAroToBKa 3BiTY 3 sabopatopHoi pobotu «llepemaua
nanux 13 cumynaropa UIIK 1o Node-REDy.

Tema 3. Bipryanbni cumynsitopu Ta 1iudposi 6mmsHiokn YITK

Jlexuist «Bukopucranas cumynsatopiB y HaBuanHi Ta [loT».

CamocriiiHa po0OoTa: ompaloBaHHS MaTepialiB JEKUli Ta MIArOTOBKa 0
MOJAYJIBHOTO KOHTPOJIIO.

MopynbHuii KOHTPOJIb 4

3micToBHUI Moayab 5. 3D-ApyK Ta aTUTUBHI TEXHOJIOTI]

Tema 1. OcHoBu 3D-npyky

Jlexuist «[IpuHIIMTIA UTUBHOTO BUPOOHUIITBAY.

JlabopaTtopHa poboTa «IlimroroBka momeni as 3D-apyky».

CamocriiiHa poOoTa: MIArOTOBKA 3BITY 3 JiabopatopHoi pobotu «IlimroroBka
mozeni s 3D-apyky».

Tema 2. 3D-npunTepH Ta iX KEpyBaHHS

Jlexuis «KamiOpyBanust 3D-nipuHTEpa Ta KEPYBaHHS MPOIECOM IPYKYH.

Jlabopatopna pobora «KepyBanus 3D-npunTtepom uepe3 Arduino Ta
OctoPrint».

Camocriiina poOoTa: miAroTOBKA 3BITY 3 1abopaTopHoi podbotn «KepyBanus 3D-
npuHTepoM yepe3 Arduino ta OctoPrint».

Tema 3. [oT 1 auctanuiitHuit KOHTPOIbL 3D-ApyKY



Jlekuis «Jluctanuiitauit MoHiTopuHT 3D-nipunTepa uepes [oT».
CamocriiiHa po0OoTa: MATOTOBKA O MOAYJIHLHOTO KOHTPOJIIO.
MoayJabHui KOHTPOJIb 5

3MicToBHUI MOaYIb 6. [HTENEKTyanbH1 BUPOOHUYI CUCTEMU

Tema 1. [nayctpis 4.0 Ta xi6epdizuuni cucTeMu

Jlexuis «Iugyctpis 4.0: interpaiis [oT, Al Ta po6OTOTEXHIKI.

JlabopaTopHa poboTta «MopemoBaHHS KiOep(i3MUHOT CUCTEMHU 3 CIIEMEHTAMH
[oT».

CamocriiiHa po6oTa: ImiAroTOBKA 3BITY 3 J1a00OpaTOpHOi poOboTH «MOIeIt0BaHHS
Ki0epdi13udHOi cUcTeMU 3 eieMeHTaMu [0T».

Tema 2. ABroMartu3zailisi Ta poOoTH3alIisl BUPOOHUIITBA

Jlekuist «CeHCOpHI Mepexi il KepyBaHHsS poOOTaMH Y BUPOOHHUIITBI.

JlaboparopHa poOota «IIporpamyBaHHs cuUMyJsALIi pPOOOTH MPOMHUCIOBOTO
poboTay.

CamocrtiiiHa  po0OoTa:  MHIArOTOBKAa  3BITY 3 JIaDOpaTopHOi  poboTh
«IIporpamyBaHHs CUMYJISL1i pOOOTH MPOMHUCIOBOTO poOOTay.

Tema 3. be3neuna inrerpanis [oT y BUpoOHMYMX cepeaoBHILAax

Jlexuist «ApxiTekTypa O€3MeKH Ta YNpPaBIIHHSI PU3UKAMH B IHTEJIEKTyaJlbHUX
babpukax».

Camocriiina poOoTa: mAroToBKa 10 MOJYJIBHOTO KOHTPOJIIO.

MopynabHuii KOHTPOJIb 6

5. InauBinyanbHi 3aB1aHHS
He nepenbaueno HaBYaIbHUM TUTAHOM.

6. MeToau HABYAHHSA

Metoau CTUMYITIOBaHHS 1 MOTHBAIlll HABYAIBHO-TII3HABAJIBHOI JISJIBHOCTI:
1) mepexkoHaHHs y 3HAYYIIOCTI HABYAHHS;

2) BUMOTH;

3) cTBOpEHHS CUTYyaIlli 3aIiKaBJIeHOCTI.

Mertoau oprani3aiiii Ta 31HCHEHHS HaBUJIbHO-ITI3HABAIBHOT T1SJIbHOCTI:
1) MosICHIOBAJIBHO-1JTIOCTPATUBHU;

2) ciioBecHUH (PO3MOBIb, JIEKIIis, Oecifa, MOSCHEHHS);

3) HaouHuU# (LIFOCTpAllisl, AEMOHCTpAIlif);

4) npakTUYHUM (BIIPaBHU).

7. MeTo11 KOHTPOJII0
[IpoBencHHS IMOTOYHOTO KOHTPOJIO Ha JabOpaTOpHUX 3aHATTAX  Ta
KOHCYJIBTAISIX, MOJIYJIbHUM KOHTPOJb, (DIHATBHUNA KOHTPOJIb y BUTIIAML 3aJKy Ta
ICTIUTY.



8. Kpurepii ouiHioBaHHsI Ta po3mo/ija 6aJiB, siKi OTpPUMYIOTh 3100yBayi
Tabmus 8.1 — Po3nosin 6aniB, siKi OTPUMYIOTH 3/100yBayi OCBITH

CkranoBi banmu 3a onne KinbkicTb CymapHa
HaBYaJILHOI pOOOTH 3aHATTA (3aBJaHHS) | 3aHSTh KUTBKICTh OaTiB
(3aBaHb)
1 cemecTp
3micToBHMI MoayJIb 1
PoOoTa Ha nexmisx 0...1 3 0...3
BukoHanHs 1 3axuct 0...3 2 0...6
71a060paTOpHUX POOIT
MoynmpHUN KOHTPOJIb 0...10 1 0...10
3MicTOBHMII MOAYJIb 2
Po6oTa Ha nexiisax 0...1 4 0...4
BukoHanHs 1 3axuct 0..3 3 0..9
71a60paTOPHUX POOIT
MoynmeHUN KOHTPOJIb 0...10 1 0...10
3micToBHMH MOAYJIb 3
Po6oTa Ha JexIisax 0...1 3 0...3
BukoHanHs 1 3axuct 0..3 1 0..3
71a60paTOPHUX POOIT
MopaynbHHI1 KOHTPOJIb 0...9 1 0...9
3micToBHMIA MOYJIb 4
PoboTa Ha JexIisax 0...1 2 0...2
MoynsHUN KOHTPOITh 0... 1 0...6
3MiCTOBHMI MOAYJIb S
Po6oTa Ha nexiisax 0...1 3 0...3
BukoHanHs 1 3axuct 0..3 1 0..3
71a60paTOPHUX POOIT
MoynpHUN KOHTPOITb 0...9 1 0...9
3MicTOBHMI MOAYJIb 6
Po6oTa Ha nekuisax 0...1 4 0...4
BukoHanHs 1 3axuct 0..3 2 0..6
71a060paTOPHUX POOIT
MotyibHUN KOHTPOJIb 0...10 2 0...10
Ycboro 3a cemecTp 0...100




2 ceMecTp
3MmicToBHMI MoayJb 1
Po6oTa Ha nexiisax 0...1 5 0...5
BukonanHs 1 3axuct 0...2 3 0...6
J1a00paTOPHUX POOIT
MopaynbHHIT KOHTPOJIb 0...6 1 0...6
3mMicTOBHMII MOAYJIb 2
Po6oTa Ha nexiisax 0...1 5 0...5
BukonanHs 1 3axuct 0..3 2 0..6
71a060paTOpHUX POOIT
MoaynbHHIT KOHTPOJIb 0...8 1 0...6
3MicTOBHMIA MOYJIb 3
Po6oTa Ha nexiisax 0...1 o) 0...5
BukoHanHs 1 3axuct 0..3 2 0..6
71a00paTOPHUX POOIT
MonynbHUN KOHTPOJIb 0...7 1 0...7
3micTOBHMIA MOaYJIb 4
Po6oTa Ha nexiisax 0...1 3 0...3
BukoHanHs 1 3axuct 0...3 2 0...6
71a60paTOPHUX POOIT
MopaynbHHI KOHTPOJIb 0...7 1 0...7
3MicTOBHMI MOAYJIb 5
Po6oTa Ha nexIisax 0...1 3 0...3
BukoHaHHsS 1 3axucT 0...3 2 0...6
MPAKTUIHUX POOIT
MonynbHUN KOHTPOJIb 0...7 1 0...7
3MicTOBHMI MOAYJIb 6
Po6oTa Ha nexIisax 0...1 3 0...3
BukoHaHHsS 1 3axucT 0...3 2 0...6
PaKTUYHUX POOIT
MoynpHU KOHTPOITh 0...7 2 0...7
Ycboro 3a cemecTp 0...100

CemecTpoBuii KOHTPOJb (ICIIUT/3aTIK) TIPOBOAUTHCS y pasi BIIMOBH 37100yBava
Bijl OaJIiB MOTOYHOTO TECTYBAHHSI i 32 HASBHOCTI JIOMYCKY J0 icnuty/3aimiky. [1ig gac
CKJIQJIaHHS CEMECTPOBOTO ICHHTY/3alliky 3100yBady Mae MOXKIHMBICTh OTPUMATH
makcumyMm 100 Gamis.

biner nns icnuTy/3aiiky CKIagaeThes 3 2 meopemuyHux (kKodcre numarus 30 6anis)
ma 1 npakmuunoeo numanus (40 6anis).



Ta6nus 8.2 — Illkanu oriHoBaHH: OaibHA 1 TpaJAUIlIHHA

Cyma Ganis Ominka 3a TpaI[I/IHi.I‘/JIHOIO mkamoo
Icniut, qudepeniiitnmii 3a1ik 3anik
90 - 100 BigmiaHO
/75— 89 JHoOpe 3apaxoBaHO
60 - 74 3a10BIJILHO
0-59 HesamoBisibHO He 3apaxoBaHo

Kpumepii ouinroeannsa pooomu 3000ysaua oceimu npomazom cemecmpy

3anoBisibHO (60-74). [Toka3atn MiHIMyM 3HaHb Ta YMiHb. 3aXUCTHTH HE MEHIIIE
60% Big ycix 3aBgaHb JAOOpPAaTOPHMX 3aHATh. BMITH BUKOHYBaTH Mia0ip 1
KoHGIrypyBaTu Haimpocrtime pimeHHs |0T. Bmitu 36upatu cucremy |OT nHa 6asi
HAWIPOCTIIINX €JIEMEHTIB (MIKPOKOHTOPIUIEP, MXKEPENO KUBIEHHSA, CBITJIIOAION) 1
MOJIEIIOBaTH ii 3a pornomMororo cumyssitopa Cisco Packet Tracer.

Jloope (75-89). TBepmo 3HaTH MiHIMYM, 3aXHCTHTH BCi JIaOOpaTopHi poOOTH,
3M1aTh ycl MOJAYJbHI TecTyBaHHsS. [lokazaTu BMiHHS BHKOHYBATH Ta 3aXHIIaTH BCi
nabopaTopHi poO0oTH B 00YMOBJICHHI BUKJIaJaueM CTPOK 3 OOTPYHTYBAHHSM PillleHb
Ta 3aXOMIB, SIKI 3alPOMOHOBAHO y poOOTax. YMITH: MPOBOJAUTHU aHANI3 1 CUHTE3
cucteM |OT. 3HaT MeTOaM 1 3aCO0M MOJENIOBaHHS CKJIAIHUX CHUCTEM Ta BMITHU
KOPUCTYBATHCS HUMU Ha MPaKTHIL.

Bigminno (90-100). 3maté BCi KOHTPOJbHI TOYKHA 3 OIIHKOIO «BIAMIHHOY.
JlockoHaJIBHO 3HATH BC1 TEMU Ta YMITH 3aCTOCOBYBaTH iX. IlmaHyBaTtu po3BHUTOK
cuctemu |0T. be3nOMUIKOBO BUKOHYBATH Ta 3aXMILATH BCl JJaOOpaTopHi poOOTH B
0OyMOBJIEHUI BUKJIaJJa4yeM CTPOK 3 JOKJIAJHUM OOIPYHTYBaHHSM pILIEHb Ta 3aX0/I1B,
K1 3aIIPOIIOHOBAHO Y POOOTaX.




8. IlosiTMKa HABYAJIBHOTO KYPCY

BinBinyBanus 3aHaTh. Perymnsimis nponyckiB. [HTepakTUBHUHN XapakTep Kypcy
nependadae 000B’S3KOBE BiABITYyBaHHS MPAKTUYHUX 3aHATh. 3700yBadi OCBITH, SIKI
3a TEBHUX OOCTaBMH HE MOXYTb BIJBIAYyBaTH MPaKTUYHI 3aHITTS PETYJIAPHO,
MOBUHHI TPOTATOM THXHS Y3TOAUTH 13 BHKIanadeM Tpadik 1HAMBIAYaIbHOTO
BIJNIPALIIOBAaHHS MPOMYIIEHUX 3aHsATh. OKpemi MpOIyIIeHI 3aHATTS MaloTh OyTu
BIJIIPalbOBaH1 HAa HAWOMMKYIM KOHCYNbTALlll POTATOM THXKHSI MICIS X MPOITYCKY.

JloTpuMaHHsI BUMOT aKaJAeMiuHOi 100poYecHOCTi 37100yBayaMH OCBITH IIiJl
4yac BUBYEHHS HaBYAJIbHOI AuCUUIUITIHM. [1i7 yac BUBYUEHHS HAaBYaJIbHOI JUCLUILIIHU
3100yBadl OCBITM MarOTh JOTPUMYBATUCS 3arajJIbHONPUNHATUX MOPAJIbHO-ETUUHUX
HOPM 1 MpaBUJ MOBEAIHKH, BUMOTI aKaJEeMIYHOi J0OpOYECHOCTI, MepeadayeHux
[TonoxxeHHAM TpO akajemiuHy [o00pouecHICTh HallioHanbHOrO aepoOKOCMIYHOIO
YHIBEPCUTETY «XapKiBChKUH aBialiitHU’ THCTUTYT»
(https://khai .edu/assets/fil es/pol ozhennyal/pol ozhennya- pro-akademichnu-
dobrochesnist.pdf). Ouikyerscsi, mo poboTu 3700yBaviB  ocBiTH OymyTh ix
OpUTIHAIBHUMU JOCHIKEHHSIMU a00 MIPKYBaHHSIMHU. BiJCyTHICTh MNOCHUJIaHb Ha
BUKOpHUCTaHI Jkepena, (aOpuKyBaHHS JKEPEN, CIUCYBaHHS, BTPYYaHHS B POOOTY
IHIIMX 3700yBaylB OCBITU CTaHOBJIATH, aj€ HE OOMEXKYIOTh, MPUKIAIA MOKIUBOI
aKaJeMIvYHO1 He1oOpoYecTHOCTI. BUsBIEHHS 03HAK akaJAeMIYHOI HeJOOPOUYECHOCTI B
MMCHMOBI po0OOTI 37100yBava OCBITH € IiJICTABOIO JIJIs ii He3apaxXyBaHHS BUKJIaaueM
HE3aJIeXKHO BiJ MacmTabiB ruiariaty yu ooOmany. [lepeBipka Ha aHTHMILIAriaT
3MICHIOETHCA Mepeania4yeHIMHU YHIBEPCUTETOM 3ac00aMu.

Bupimenns konduikTiB. [Topsaok 1 nporeaypy BperyatoBaHHs KOH(DIIKTIB,
MOB’SI3aHUX 13 KOPYMIIIHHUMHU disIMU, 3ITKHEHHSIM I1HTEPECiB, PI3HUMHU (PopMaMu
JTUCKPUMIHAIII, CEKCyalbHUMH JOMaraHHsIMH, MIKOCOOMCTICHUMHU CTOCYHKAMH Ta
IHIIMMH CUTYAIlIsIMH, 1110 MOKYThb BUHUKHYTH IIiJ1 YaC HaBYaHHS, a TaKOX IpaBHIia
eTHYHOI TOBEMIHKM periaMeHTyroTbcs KoaexcomM eTHYHOi TOBENIHKH B
HamionanbHOMY  aepOKOCMIYHOMY  yHIBEpCcUTETI  «XapKIBCbKUH  aBlalliHUAN
THCTHTYT» (https://khai .edu/ua/university/normativna-baza/ustanovchi-
dokumenti/kodeks-etichnoi-povedinki/).

10. MeToanuHe 3a0e3neuyeHHA

1. Kypc na mmardopmi https://www.netacad.com/launch?d=0c6ede9a-
6daf-4740-822a-321bafe76347
2. Kypc na murardopwmi https.//mentor.khai.edu/course/view.php?d=4144

11. PexomeH10BaHa JliTepaTypa
bazoBa
1. Simone Cirani, Gianluigi Ferrari, Marco Picone, Luca Vdtri. Internet of
Things. Architectures, Protocols and Standards. — Wiley. — 2019. — 394 p.
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2. AIl. IlnaxteeB, €.B. babemko, B.A. Txkauenko, IO.B. 3mopogerrp.
Apxitektypu Ta po3poOienHs cuctem [ntepnery / BeOy Peueit Ha ocHOBI
BOymoBannx matdopm. Jlaboparopni pobotu / 3a pen. B.C. Xapuenka.
MinicTepcTBO OCBITH 1 Hayku YKpainu, HarionanpHuii aepoxocMmiuHHN
yniBepcuteT XAl 2019. - 143 c.

3. Boris Adryan, Dominik Obermaier, Paul Fremantle. The Technica

Foundations of |0T. — Artech House. — 2017. — 494 p.

Harry Fairhead. Raspberry Pi 10T In C. — 1O Press/ — 2016. — 292 p.

Arpan Pal, Balamuralidhar Purushothaman. 10T Technical Challenges and

Solutions. — Artech House. — 2017. — 205 p.
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