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1. Onuc HABYAJIBLHOI AUCIHUILTIHA

HalimenyBaHHs
MOKa3HUKIB

l'any3b 3HaHB,
CIICIaJbHICTh, OCBITHS
nporpama, piBeHb BUIIIOL
OCBITH

XapakTepucTUKa HABYAJIbHOT
IUCLUILIIHA
(Oenna gpopma naguanms)

KinbkicTs kpeauTiB — 9

Kinpkicte MomymiB — 1

KijbKicTh 3MICTOBHHUX
MoayiiB — 1

[H1MBiAyanbpHE HAYKOBO-
TOCJIIIHE 3aBIaHHsA
HeMac

3arajgpHa KUIBKICTH
roauda — 270

I'any3b 3HaHb
12 «ladopmariitai
TEXHOJIOT1i»

(umdp ta HaiiMeHYBaHHS)

CrneniajabHicTh
125 «Kibepbe3neka»

(xox Ta HaliMEHyBaHHS)

OcBiTHi nporpamn
«besneka iHbopMaAIIHHUX 1

O00B’s13K0Ba

HaBuanbHuii pik

2024/2025

Cemectp

8-i1

KiJIbKiCTh THIKHEBUX
TOOWH 11 J€HHO1
dbopMu HaBYAHHS:
CaMOCTItHOT pob0oTH
crynenTta — 270

KOMVHIKAIIIHHUX CUCTEM,

PiBeHbL BMIIIOI OCBIiTH:

nepmuii (0akagaBpChKHiA)

Jlexenii Y

0 rogun

MpakTnuni?

0 rogun

JlaGopatopni V

0 rogun

CamocriiiHa podoTa

270 roquH

Bua koHTpOJIIO

3axucTt




2. MeTa Ta 3aBJaHHA HABYAJLHOI JUCIUMILTIHA

1. MeTa HaBYaHHS: BH3HAYCHHS PIBHS IMiITOTOBJIECHOCTI 37100yBada MEPIIOTO
pIiBHS BHIIO1 OCBITH JI0 PO3B'sI3aHHS KOMIUIEKCY CyYaCHUX HAYKOBUX 1 MPHUKIATHUX
3aBJlaHb B 00JIacTi cydyacHUX 1HGOpMAIIHHUX TEXHOJOT1H, 30KpeMa, KibepOe3neku Ta
Oe3neku 1H(GOPMALIMHUX 1 KOMYHIKAIIMHMX CHCTEM, Ha OCHOBI 3aCTOCYBaHHS
CHUCTEMH TEOPETHUYHHUX 3HAHb 1 MPAKTUYHUX HABUYOK, OTPUMAHHUX Yy IMPOLEC BChOTO
nepioy HaBYaHHs BIATOBITHO O BUMOT CTaHAAPTY BHILOI OCBITH.

2. 3aBaaHHs: cucTeMaTu3allisl, 3aKpirIeHHs 1 PO3LUIMPEHHS TEOPETUUHHUX 3HAHD,
OTPUMAaHUX Yy MPOIEC] HABYAHHS 3a OCBITHHO-TPOQeciiiHo0 nporpamoro «besneka
iHQopMaIlifHUX 1 KOMYHIKAIlIMHUX CHCTEM», iX TNpPaKTUYHE BUKOPUCTAHHS IpHU
BUPIIICHH] KOHKPETHUX HAYKOBUX, MPUKIATHUX, IHKCHEPHUX 1 BUPOOHUYHUX NMUTAHb
y Tairy3i nmpodeciiHoi aisutbHOCTI 12 «IHdopMaliiitHi TeXHOIOT11»; pO3BUTOK HABUYOK
CaMOCTIMHOI POOOTH, OBOJIOJIHHS METOJMKAMU JOCTIIKEHb 1 €KCIIEPUMEHTYBaHHS,
MOJICJIFOBAaHHS, BUKOPHUCTAHHA Cy4YacHUX 1H(OpMAIIiHUX TEXHOJIOTH y mpouect
PO3B'sI3aHHS 3a7]a4 3 MPOEKTYBAHHS, OILIHIOBAHHS Ta 3a0€30€4YEHHS 3aXUCTY CHUCTEM
Ki0epOe3nekn Ta 3axucTy iHdopmarlii, skl nependadyeHi 3aBJaHHSAM Ha JUIJIOMHE
NPOEKTYBaHHS; BU3HAYEHHS BIAMOBIIHOCTI PIBHA NIATOTOBKHM 3100yBada BHUIIO1
OCBITH MEPIIOrO PiBHS BUMOTaM XapaKTEPUCTUK (haxiBIsl OCBITHBOTO CTYIEHIO, OTO
TOTOBHOCTI Ta CHPOMOXHOCTI JO CaMOCTIMHOI poOOTHM B YMOBax pPHUHKOBOI
€KOHOMIKH, Cy4aCHOTO BUPOOHHUILITBA, IPOTPECY HAYKH, TEXHIKU 1 KyJIbTYpH.

3. Ilporpamui koMmeTeHTHOCTi. J[UcuuIUIiHA Ma€e JOMOMOTTH C(OpMYBaTH y
CTYJICHTIB TaKl KOMIIETEHTHOCTI:

— (K3 1). 3naTHicTh 3aCTOCOBYBATH 3HAHHS y MPAKTHYHUX CUTYyaIlisIX.

— (K3 2). 3nanHs Ta po3yMiHHS MPEAMETHOI 00J1acTi Ta po3yMiHHS mpodecil.

— (K3 3). 3aarHicTh npodecCiiiHO CIIJIKYBAaTUCS ICPKABHOI Ta 1HO3EMHOIO
MOBaMH SIK YCHO, TaK 1 TUCbMOBO.

(K3 4). BMiHHA BWSBIATH, CTaBUTH Ta BHpIIIYBaTH MpoOIeMH 3a
npodeciiiHuM CpsIMyBaHHSIM.

— (K3 5). 3maTHicTh 10 MOIIYKY, 0OpOOJICHHS Ta aHAI3y 1H(pOpMaIlii.

— (K3 6). 3pmatHicTh peamidyBaTH CBOI mpaBa 1 OOOB’SI3KM SK 4YJICHA
CYCIIJIbCTBA, YCBiIOMITIOBATH IIHHOCTI IPOMAaJITHCHKOTO (BLIBHOTO
JEMOKPAaTUYHOI0) CYCHUIbCTBA Ta HEOOXIAHICTH HOr0 CTAJOr0  PO3BUTKY,
BEPXOBEHCTBA MpaBa, MpaB i CBOOO I JTIOUHU 1 TPOMAIsTHUHA B Y KpaiHi;

— (K3 7). 3nartnicte 30epiratu Ta NPUMHOXKYBATH MOpaJIbHI, KyJ’IBTyle
HAyKOB1 IIHHOCTI 1 JOCATHEHHS CYCHUJIbCTBA Ha OCHOBI pOByMlHHH icTopii Ta
3aKOHOMIPHOCTEH PO3BUTKY MPEAMETHOI 001acTi, ii MICIS y 3araibHiil cucTeMi 3HaHb
IpO NPUPOIY 1 CYCHUIBCTBO Ta y PO3BUTKY CYCHIIbCTBA, TEXHIKM 1 TEXHOJIOTIH,
BUKOPUCTOBYBAaTH pi3HI BUAUM Ta (POPMU PyXOBOI AKTHBHOCTI MJII AKTUBHOTO
BIJIIOYMHKY Ta BEIEHHS 3/J0POBOIO CIIOCOOY KUTTH.

— (K® 1). 3natHicTh 3aCTOCOBYBATH 3aKOHOJABYy Ta HOPMATHBHO-IIPABOBY
0a3y, a TakoX JepXaBHI Ta MIXXHApPOJHI BUMOTH, MPAKTUKU 1 CTAaHAAPTU 3 METOIO
31CHEHHS po¢eciiHOI AISTBHOCTI B raiy3i iHdopmarliiiHoi Ta/abo kidepOe3neKu.

(K® 2). 3patHiCTh A0 BHKOPHCTaHHS I1H(GOPMAIIHHO-KOMYHIKAI[IHHAX



TEXHOJIOT1, CydYacHMX METOAiB 1 wMojenei iHdopMariitHoi Oe3neku Ta/ado
KiOepOe3neKH.

— (K® 3). 3naTHicTh 10 BUKOPHCTAHHS MPOTPAMHHUX Ta MPOTPAMHO-aNapaTHUX
KOMIUIEKCIB 3aco0iB 3axucTy iH@opmalii B iH(OpMaIiiHO-TeIeKOMYHIKAIlIHHUX
(aBTOMATU30BaHMX) CUCTEMAX.

— (K® 4). 3parnicte 3a0e3ledyBaTH HEIEPEPBHICTh Oi3HECY 3T1IHO
BCTAHOBJICHOT MOJITUKH 1H(pOpMaIliitHoi Ta/abo kibepOe3neKH.

— (K® 5). 3marHicTh 3a0e3neuyBaTu 3aXUCT iH(opMmalrii, mo oOpoOIITeEThCS B
iH(opMaIiitHO-TeIEKOMYHIKAIIMHUX ~ (aBTOMATU30BaHUX) CHCTEMaX 3 METOI0
peaiizalili BCTaHOBJICHOT MOITHKH 1HGOPMaIIHHOI Ta/abo KibepOe3neKu.

— (K® 6). 3naTHicTh BIAHOBJIIOBATH IITaTHE (PYHKIIOHYBAaHHS 1HPOPMALIHHUX,
iH(opMaIIiiTHO-TeIEKOMYHIKAIlIMHUX (aBTOMAaTU30BaHMX) CHUCTEM ITICHIS peai3aliii
3arpo3s , 3/1iicCHeHHs KidepaTak, 3001B Ta BIIMOB PI3HUX KJIACiB Ta MOXOKEHHSI.

— (K® 7). 3pmatHicTh BOpPOBAJKYBaTH Ta 3abesnedyBaTH (YHKIIIOHYBAHHS
KOMILJIEKCHHX CHCTEM 3aXUCTy 1H(popMalii (KOMIUIEKCM HOPMAaTUBHO-IIPABOBUX,
OpraHizaliifHUX Ta TEXHIYHHUX 3aC001B 1 METOIB, MPOUEAYP, NPAKTUYHUX MPUIAOMIB
Ta 1H.)

— (K® 8). 3paTHiCTh 3IIHCHIOBATH MPOIECAYPH YIPABIIHHSA 1HIMICHTAMH,
IIPOBOJIUTH PO3CIIITyBaHHA, HAJJaBATU iM OL[IHKY.

— (K® 9). 3parmicTh 3milicHIOBaTH TpPOQeEciiiHy MiSUTBHICTH HA OCHOBI
BIIPOBAKEHOI CUCTEMHU yIpaBIiHHS 1HGOpMaIliitHOIO Ta/abo kibepOe3eKH.

— (K® 10). 3maTHICTh 3aCTOCOBYBATH METOJIM Ta 3aCO0M KpHUMTOrpadiuHoro ta
TEXHIYHOT0 3aXHcTy 1H(Dopmali Ha 00’ ekTax 1HGOPMAIIIITHOT TISITEHOCTI.

— (K® 11). 3naTHICTh BUKOHYBAaTH MOHITOPHHI TPOIECIB (YHKIIOHYBAHHS
iH(opmaIiiHux, 1H(QOpPMAIIHHO-TEICKOMYHIKAIIMHUX (aBTOMATHU30BaHUX) CHCTEM
3T1JTHO BCTAHOBJICHOI MOMITHKY 1H(OpMaIiiiiHoi Ta/abo kibepOe3nek.

— (K® 12). 3natHicTh aHaTI3yBaTH, BUSABJISTH Ta OLIIHIOBATH MOYKJIMBI 3arpO3H,
ypa3nMBOCTI Ta JecTaOUl3ylodi YWHHUKK 1HQOpMaLIMHOMY MpPOCTOPY Ta
iH(poOpMaIIiHUM pecypcaM 3riJHO 3 BCTAaHOBJICHOK MOJITHKOIO 1H(OpMaLIiHO1
Ta/abo kibepOe3neKu.

4. Ilporpamui pe3yiabTaTu HaBYaHHS. B pe3ynbTaTi BUBUEHHS AUCHUILIIHUA
CTYACHTH MalOTh JOCATTH TaKi MPOTpamMHi pe3yibTaTi HaBYaHHS:

— (ITPH 1). 3acrocoByBaTH 3HaHHS ACPKABHOI Ta 1HO3EMHHX MOB 3 METOIO
3a0e3nedeHHs €peKTUBHOCTI MPOQECiiHOT KOMYHIKAIIii;

— (ITPH 2). OpranizoByBatH BjiacHy mpodeciiiHy IisIbHICT, 00HMpaTH
ONTUMAJIbHI METOJIU Ta CIIOCOOU PO3B’A3yBaHHS CKJIAHUX CIEIlaTi30BaHUX 3a/1a4 Ta
MPaKTUIHUX MPoOJeM y nmpodeciiiHii TIsITLHOCTI, OIIHIOBATH 1XHIO €()eKTUBHICTB;

— (ITPH 3). BukopucTtoByBaTH pe3yJibTaTH CaMOCTIHHOTO IMOIIYKY, aHaJ3y Ta
cuHTe3y 1H(opMaIllii 3 pi3HUX JKepen s ePEeKTUBHOTO PIIICHHS CIeIiali30BaHuX
3a/1a49 poeCciiHOT TiSIBLHOCTI;

— (ITPH 4). AmHamizyBaTu, apryMEHTYBaTH, NpHUHAMATH PpINICHHS TPU
pO3B’sA3aHHI CKJQJHMX CHEIlali30BaHUX 3aJady Ta MPaKkTUYHUX MpoljeM Yy
npodeciiiHiil  IsUIBHOCTI, SIKI XapaKTepU3YIOThCSl KOMIUIEKCHICTIO Ta HEMOBHOIO
BHU3HAYEHICTIO YMOB, BIIMOBIIATH 32 MPUNUHATI PIICHHS;



— (ITPH 5). AnmanTtyBaTvics B yMOBax 4acTOi 3MIHH TEXHOJIOTIH mpodeciiHol
JISUTBHOCTI, MPOTHO3YBATH KIHIIEBUI pe3yNbTar;

— (ITPH 6). KputnyHo ocMHUCIIOBATH OCHOBHI TEOpii, MPUHIMITH, METOIH 1
MOHSTTA Y HaBUaHH1 Ta MPoQeciiHiil TISTbHOCTI;

— (ITPH 7). HdisTH Ha OCHOBI 3aKOHOJABYOI Ta HOPMATHBHO-IIPABOBOI 0a3u
YkpaiHu Ta BUMOT BIANOBITHUX CTaHAAPTIB, Y TOMY YMCI1 MDKHApOJHUX B raiysi
iH(pOopMarriiiHoi Ta /abo kibepoOe3mnekw;

— (ITPH 8). I'oTyBaTH IPOMO3MIIii 10 HOPMATUBHUX AKTIB 100 3a0€3ICUCHHS
iH(opMaliitHoT Ta /abo KiOepOe3neKy;

— (ITPH 9). BrnpoBamkyBaTH IPOILECH, IO 0a3ylOThCS Ha HAI[lOHAJbLHUX Ta
MDKHApOJHUX CTaHJapTaxX, BHSABJICHHs, 1eHTU(IKaIli, aHai3y Ta pearyBaHHS Ha
IHIUICHTH 1HGOpMaIliifHOT Ta/abo KibepOe3IeKy;

— (ITPH 10). BukonyBaTW aHami3 Ta JEKOMIIO3HIIIIO 1H()OpMAIIiHHO-
TEJICKOMYHIKaIIMHUX CUCTEM;

— (ITPH 11). BukonyBatu aHami3 3B’sI3KiB MK 1HQOpPMALIHHUME TPOIIECAMU
Ha BITAJICHUX OOYMCIIIOBAIbBHUX CUCTEMAX;

— (ITPH 12). Po3po06iaTu Mo 3arpo3 Ta MopyIHuKa;

— (ITPH 13). AmnamizyBaTH MpOEKTH iH(OpMAIIHHO-TeIEKOMYHIKAI[IHHIX
cucTeM 0a3ylo4lCh Ha CTAHIAPTH30BAHMX TEXHOJIOTISIX Ta MPOTOKOJAX Mepeaadi
JaHWX;

— (ITPH 14). BupimyBatu 3aBAaHHsS 3aXKHCTy Iporpam Ta iHpopmarlii, 1o
o0poOnsieThest B 1HGOPMAIIMHO-TEIEKOMYHIKAIIIMHUX ~ CHUCTeMaX [MpOrpamMHoO-
anmapaTHUMH 3aco0amMu Ta JaBaTU OIIHKY pPEe3yJIbTAaTUBHOCTI SIKOCTI MPUMHSITHX
pIIlICHB;

— (ITPH 15). BukopuctoByBaTH CydacHe IMpOrpamMHO-arnapaTtHe 3a0e3redeHHs
1H(}OpMaIIHHO-KOMYHIKAIIMHUX TEXHOJOTIH;

— (ITPH 16). PeamizoByBaTH KOMIUIEKCHI CHCTEMH 3aXUCTy iH(oOpmaiii B
aBToMatu3oBaHux cucteMax (AC) opranizaiiii (manpueMcTBa) BiAMOBIIHO 10 BUMOT
HOPMAaTHUBHO-TIPABOBHUX JOKYMEHTIB;

— (ITPH 17). 3abe3nedyBaTH NpOIECH 3aXUCTy Ta (YHKIIIOHYBaHHS
1H(pOopMaIITHO-TeIEKOMYHIKAIITHUX (aBTOMAaTU30BaHUX) CUCTEM Ha OCHOBI IIPAKTHK,
HAaBUYOK Ta 3HAaHb, MIOJ0 CTPYKTYPHUX (CTPYKTYPHO-JIOTIYHUX) CXEM, TOMOJOTIi
MEpeX1, Cy4daCHUX apXITEKTyp Ta MOJEJIed 3aXUCTy eJIEeKTPOHHMX 1H(OpPMAaIIMHUX
pecypciB 3 BiTOOpaKCHHSM B3a€EMO3B’S3KIB Ta 1H(POpPMAIIHHUX TMOTOKIB, MPOIIECIB
JUTSI BHYTPIIITHIX 1 BIJTAJICHUX KOMITOHEHT;

— (ITPH 18). BukopucTOoByBaTH NpOTpaMHi Ta MPOTPaMHO-araparHi
KOMITJIEKCH 3aXUCTY 1H(HOPMAIIIHHUX PEeCypcCiB;

— (ITPH 19). 3actocoByBaTH TeOpil Ta METOAU 3aXUCTy IS 3a0e3MeUeHHs
oe3mneku iHpopMallii B iHHOpMAITIITHO-TETIEKOMYHIKAIIITHIX CHUCTEMAX;

— (ITPH 20). 3a0e3mnedyBatu (YHKI[IOHYBaHHS CIEI[IAIBHOTO MPOrPAMHOTO
3a0€3MeUeHHs], 1010 3aXUCTy 1HGOpMallii BiJ pyHHYIOUMX MPOTPAMHUX BIUIMBIB,
PYHHYIOUHX KOJIB B IHPOPMALIIHHO-TEIEKOMYHIKAIIMHUX CUCTEMAX;

— (ITPH 21). BupimyBatu 3amayi 3a0e3nedeHHs] Ta CYHNpOBOAY (B.T. YHCII:
OrJIsii, TECTYBAaHHS, MIA3BITHICT) CHUCTEMHU YIPABIIHHSA JIOCTYNIOM  3T1IHO



BCTAHOBJICHOT MOJITUKKW  Oe3neku B 1HopMaliiHUX Ta  1H(oOpMaIiiiHO-
TEJICKOMYHIKAIIHNX (aBTOMAaTU30BAHNX ) CUCTEMAX;

— (ITPH 22). BwupinryBaTu 3amadi YnpaBiiHHS TpoIexypamMu iaeHTUdIKaIlii,
aBTeHTH(]IKallli, aBTOpHU3allii MpOIECiB 1 KOPHUCTyBayiB B iHQOpMAIliiTHO-
TEJICKOMYHIKAIIMHAX CUCTEMaXx 3TiTHO BCTAHOBJICHOI MOMITHKY iH(popMaIiiHoi 1\abo
KibepOesmeKu;

— (ITPH  23). Peami3oByBaTH 3ax0ad 3  MNPOTHAIl  OTPUMAaHHIO
HECAHKI[IOHOBAHOTO JIOCTYNy 10 I1H(opMamiifHuX pecypciB 1 TpPOIECIB B
iHQopMaliitnux  Ta  iH(MOpPMAaIIMHO-TEICKOMYHIKAIIMHUX  (aBTOMATHU30BaHUX )
CUCTEMAX;

— (ITPH 24). BupimryBaTu 3a7adi ynpaBaiHHS JOCTYIIOM 0 iH(pOpMaIiiHuX
pecypciB Ta mporeciB B iH(opMamiitHux Ta 1H(OpMAIItHO-TEICKOMYHIKAI[IHHIX
(aBTOMATH30BaHWX) CHUCTEMaX Ha OCHOBI MOJEJEd YIPaBIiHHSA JIOCTYIIOM
(MaHAATHUX, TUCKPEIIHUX, POJIOBUX);

— (ITHP 25). 3abe3neuyBatv BBEACHHS IMiJ3BITHOCTI CHCTEMH YIIPABIIiHHS
JOCTYIIOM JI0 €JIEKTPOHHUX 1H(QOpMALIMHUX PECYPCIB 1 MpoleciB B 1H(OpMAIIITHUX
Ta  1HQOPMaUIMHO-TEIEKOMYHIKAIMHUX  (AaBTOMATU30BAHMX)  CHCTEMax 3
BUKOPUCTaHHAM >KypHaIIB peecTpalli Mo, iX aHali3y Ta BCTAHOBJIEHUX MPOLEAYP
3axXUCTY;

— (ITPH 26). BipoBapkyBaTi 3aX011 Ta 3a0e3MeYyBaTH pPealizalliio MpoIeciB
MOTEPE/KEHHSI OTPUMAHHIO HECAHKI[IOHOBAHOTO JIOCTYIY 1 3aXUCTY 1HGOpMAIITHUX,
1H(OopMaIIfHO-TeIEKOMYHIKAI[IHHUX ~ (aBTOMAaTU30BAaHUX) CHUCTEM HAa  OCHOBI
€TAJIOHHOT MOJIEJI B3a€EMO/I1T BIIKPUTUX CUCTEM;

— (ITPH 27). BupimryBatu 3agadi 3aXHCTy MOTOKIB JaHHUX B 1H(GOPMAIHHUX,
1H(}OopMaIIHHO-TeIeKOMYHIKAI[IHHUX (aBTOMAaTU30BaHUX) CUCTEMAX;

— (ITPH 28). AHamizyBaTd Ta MPOBOJUTH OIIHKY €()EKTHBHOCTI Ta PIBHS
3aXHUIIEHOCTI pecypciB pi3HUX KiaciB B 1HQoOpMaliiHUX Ta 1H(pOpMaIliitHO-
TEJIEKOMYHIKAIIMHUX  (aBTOMATU30BaHUX) CHCTEMax B  XOJl  MPOBEIACHHS
BUTIPOOYBaHb 3TiTHO BCTAHOBJICHOT MOJIITUKYU 1HPOpMaLiiiHOT Ta\abo KibepOe3neKu;

— (ITPH 29). 3aiiicHIOBATH OILIIHIOBAHHS MOKJIMBOCTI pealtizariii HOTEeHIIHHUX
3arpo3 1Hdopmaiii, mo oO0pobseTbcss B 1HGOPMAIIMHO-TEICKOMYHIKAIIHHUX
cUCTEMax Ta €(PEKTUBHOCTI BUKOPHCTAHHS KOMIUIEKCIB 3aCO0IB 3aXUCTy B YMOBax
peaizailii 3arpo3 pi3HUX KJaciB.;

— (ITPH 30). 3nmiticHroBaTH OI[IHIOBAHHS MOXIIMBOCTI HECAHKI[IOHOBAHOT'O
JOCTYITY JI0 €JIEMEHTIB iH()OpMAaIiiHO-TEIIEKOMYHIKAIIHHUX CHCTEM;

— (ITPH 31). 3actrocoByBaTH TEOpil Ta METOAU 3aXUCTy U 3a0e3IMeUeHHS
Oe3MeKu eIeMEeHTIB 1H(POPMAIIHO-TEJICKOMYHIKAIIMHIX CUCTEM;

— (TTPH 32). BupimyBatu 3agadi yOpaBaiHHS TMpOIECaMH BiIHOBJICHHS
IITATHOTO  (PYHKLIOHYBaHHS  1H()OPMALIMHO-TEIEKOMYHIKAIIHHUX  CUCTEM 3
BUKOPUCTAHHSAM TMPOIIEAYP pEe3epBYBaHHS 3T1THO BCTAHOBJICHOI MOITHKU OE3IEKH;

— (ITPH 33). BupimyBatu 3amaui 3a0e3rnedycHHs Oe3nepepBHOCTI Oi3Hec
MPOLIECIB Opraxi3allii Ha OCHOBI TEOPIi PU3HUKIB;

— (ITPH 34). IlpwiiMaté yd4acTh y po3poOIli Ta BIPOBA/PKEHHI CTpaTerii
iHopMmariitHoi Oe3neku Ta/abo kibepOe3nmeku BIAMOBIIHO A0 Iijied 1 3aBlaHb



oprasizariii;

— (ITPH 35). BupimryBatu 3agadi 3a0e3eYeHHs Ta CYIPOBOJTY KOMIUIEKCHHX
CHUCTEM 3axXHCTy 1Hc1)opMau11 a TaKOXX TMPOTHU[IIi HECAHKIIIOHOBAHOMY IOCTYITY JIO
lHqJOpMaI_IH/IHI/IX pecypciB 1 TpoleciB B 1H(b0pMau1HHHx Ta 1H(1)0pMau1HH0-
TEJICKOMYHIKAIIMHNX (aBTOMATH30BAaHWX) CUCTEMax 3T1IHO BCTAHOBJICHOI MOJITUKH
iHpopMartiiiHoi 1\abo KibepOe3neku;

— (ITPH 36). BusiBnsaTi HeOe3MMeuHi CUTHAIM TEXHIYHUAX 3aC00iB;

— ([TPH 37). BumiproBatu napaMmeTpy HeOS3MEYHNUX Ta 3aBAIOBUX CUTHAIIB ITi]|
yac 1HCTPYMEHTAJIBHOTO KOHTPOJIIO MPOIECIB 3aXMCTy 1H(opMarlii Ta BHU3HAYATH
e()eKTUBHICTb 3aXUCTy iH(OpMaIIii Bl BUTOKY TEXHIYHUMH KaHAJIaMH BIAMOBIIHO 10
BUMOT HOPMATHUBHUX JIOKYMEHTIB CUCTEMHU TEXHIYHOTO 3aXHUCTy 1HhOpMaIlii;

— (ITPH 38). IuTepmperyBaTh pe3yibTaTH MPOBEACHHS CIEIialIbHUX
BUMIPIOBaHb 3 BHUKOPUCTaHHSIM TEXHIYHUX 3ac00iB, KOHTPOJIIO XapaKTEPUCTHUK
1HpOpMaIIHO-TEIEKOMYHIKAIIIMHUX CHCTEM BIATMOBITHO 10 BHUMOI' HOPMAaTHBHHUX
JOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXHCTY 1H(popMaii;

— (ITPH 40). IurepmperyBaTH pe3yibTaTH MPOBEACHHS CHEIAbHUX
BUMIPIOBaHb 3 BUKOPUCTAHHSM TEXHIYHHMX 3ac001B, KOHTpOJItO xapakTepucTtuk [TC
BIIMOBIHO JO BHUMOT HOPMATUBHUX JOKYMEHTIB CHUCTEMU TEXHIYHOTO 3aXHUCTY
1H(popMarii;

(ITPH 41). 3abe3meuyyBaTH HEMEPEPBHICTh TMPOIECY BEICHHS >KYpHAIIB
peecTpaliii moJIii Ta IHIUACHTIB Ha OCHOB1 aBTOMAaTH30BaHUX IMIPOIIEAYD;

— (ITPH 42). BnpoBakyBaTu MpoLecH BUIBIICHHS, ineHTH(DIKAIT, aHATI3y Ta
pearyBaHHS Ha IHIIUACHTH 1HpOpMaIIiitHOi 1/a00 KidepOe3neky;

— (ITPH 43). 3acTocoByBaTH HaliOHAJIbHI Ta MIKHAPOJHI PEryJIOI0Yi aKTH B
cdepi iHPopMaIliiiHoi 6e3nekn Ta/ abo kibepOe3neKu IS pO3CIiTyBaHHs IHIUICHTIB;

(ITPH 44). BupimyBatu 3amaui 3abe3rnedeHHs Oe3nepepBHOCTI Oi3Hec-
MpoIIeCiB  OpraHi3aiii Ha OCHOBI TeOpii PHU3MKIB Ta BCTAHOBJICHOI CHCTEMU
yHOpaBIiHHA 1H(QOpMaLIiHOIO 0€3MeKOI0, 3T1IHO 3 BITYM3HSIHUMHU Ta MI>KHAPOJAHUMHU
BUMOTaMH Ta CTaHIapTaMHU;

— (ITPH 45). 3acTocoByBaTH pi3Hi KJacH MOJITHK iH(GopMaIiiHoi Oe3neku Ta/
abo ki06epOe3reku, 1Mo 0a3yloThCs HA PU3UK-OPIEHTOBAHOMY KOHTPOJII JOCTYITY 0
1H(pOpMaIITHUX AKTUBIB;

(ITPH 46). 3mificHioBaTH aHai3 Ta MIHIMI3AIi0 PHU3UKIB 00pOOKH
1H(dopmarrii B iHPopMaIlifHO-TEICKOMYHIKAIIMHUX CUCTEMAX;

— (TTPH 47). BupimyBatu 3agadi 3axucTy iHpopmMariii, mo oOpoOiseTscs B
1H(DOpMaIIHHO-TEIEKOMYHIKAI[IHHUX CUCTEMax 3 BUKOPUCTAHHSIM Cy4aCHUX METO/IIB
Ta 3ac001B KpunrorpadigHoro 3axucty iHbopmarii;

— (TTPH 48). BukoHyBaTH BIPOBAPKEHHS Ta MIATPUMKY CHCTEM BHUSBIICHHS
BTOPTHEHb Ta BUKOPHUCTOBYBAaTH KOMIIOHEHTH KPHUOTOTPAQidHOTO 3aXUCTy JJIs
3a0e3MeUeHHs] HEOOXIMHOTO PIBHA 3axWIleHOCTI iHdopmarii B iHMOpMaIliitHo-
TEJIEKOMYHIKAI[IHHUX CUCTEeMaX;

— (TTPH 49). 3abe3neuyBatu Halle)kHe (QYHKI[IOHYBAHHS CUCTEMH MOHITOPHUHTY
iH(dopMaIiiHUX pecypciB 1 mponeciB B 1HGOPMALIIHO-TETEKOMYHIKALIITHIX
CUCTEMaX;



— (ITPH 50). 3abe3neuyBat (yHKI[IOHYBaHHS MPOrPaMHHUX Ta IPOrPaMHO-
amapaTHUX KOMIUIEKCIB BHUSBIICHHS BTOPTHEHb pI3HMX pIBHIB Ta KJaciB
(CTaTHCTUYHUX, CHTHATYPHHX, CTATUCTHYHO-CUTHATYPHUX );

— (OPH 51). IligtpumyBaTu mpare3iaTHICTh Ta  3a0e3medyBaTu
KOH(DIrypyBaHHS CUCTEM BUSIBJICHHS BTOPTHEHb B iH(OopMaIiiiHo-
TEJICKOMYHIKAIIMHIX CHCTEMAX;

— (ITPH 52). BukopucToByBaTH iHCTpYMEHTapiil IJIsi MOHITOPUHTY TIPOIIECIiB B
1HpOpMaIIHHO-TEIEKOMYHIKaLIHHUX CUCTEMAaX;

— (ITPH 53). BupimryBaTu 3agavi aHajiizy IPOrpaMHOIO KOAY Ha HasBHICTbH
MO>KJIUBHUX 3arpo3

— (ITPH 54). VYcBigomioBaTh I[IHHOCTI TPOMAJASHCHKOTO  (BUIBHOTO
JIEMOKPATUYHOT0) CYCIUJIbCTBA Ta HEOOXIJHICTh MOro CTaJOro PO3BUTKY,
BEPXOBEHCTBA MpaBa, MpaB 1 CBOOOI JIOJIUHU 1 TPOMaIsTHUHA B Y KpaiHi.

IIpepexBizuTn: Jlucuumiina 6a3yeTbcsl Ha yCiX 3HAHHAX, OTPUMAHUX IiJ Yac
BUBYEHHS 000B’A3KOBUX KOMIIOHEHTIB MiJATOTOBKM y LUKJII 3arajbHOi 1 mpodeciitHOoi
M1JITOTOBKHU, Mepe0aueHUX HaBYaJIbHUM TUIAHOM CHEI1aJIbHOCTI.

3. IIporpaMa HaBYaJIbHOI AUCHUILIIHU

Moays 1.
3microBHuii MoayJsb 1. IlinroroBka nunioMHoI podOTH Ta 3aXUCT

Tema 1. Bugpaua 3apaannsa. IloctaHoBka 3aaaui.
OOrpyHTyBaHHs HampsMy poOOTM Ta TMOCTAaHOBKAa 3aJadl MOAAJIBILIOrO
JIOCIIIKEHHS.

Tema 2. AnaJjiiz npeaMeTHOI 00J1aCTI.

Cucremarusanis Ta aHaji3 JITEPATYpPHUX JKEped 3 MUTaHb, 1110 BUBYAIOTHCS
M1J] Yac MiJArOTOBKHU KBamidikaiiitHoi poOOTH, 3 ypaXyBaHHSIM KpaluX CTPYKTYPHHX,
METOJUYHUX, AQJITOPUTMIYHUX, MPOTPaAaMHHMX, TEXHOJIOTIYUHUX Ta BHPOOHUYMX
JIOCATHEHD, HASBHMX HA MOMEHT IiJAFTOBKH. IPYHTOBHE Ta CHCTEMHE BUKJIAIEHHS
CYy4acHOro CTaHy MNWTaHb Ta 3aj]ay, LI0 PO3B’SI3YIOTHCSA B IMPOLECI MIATOTOBKU
kBamdikaiiitHoi po6oTu. PoboTa 3 aHTIIOMOBHUMH JIXKEPETIAMHU.

Tema 3. AHaJ1i3 iCHyIOYHX pillleHb.

Cucremaruzailiss Ta aHali3 ICHYIOUHMX METOAOJOTTYHUX, TEXHOJIOTIYHUX,
NpPOrpamMHUX, MPOTPaMHO-aMapaTHUX PIlIeHb 3 MUTaHb, IO BUBYAIOTHCS MiJ 4ac
HiAroTOBKK  KBai(ikariiiHoi poboTH. IpyHTOBHE Ta CHCTEMHE [OPiBHSHHS
BJIACTUBOCTEH Ta TMEPCHEKTHB PO3BUTKY O0O0’€KTIB, MPOLECIB, Ta PIlIeHb, IO
aHanmi3ytoTbca. OOIPYHTYBaHHS OCHOBI MPOBEACHOIO aHANi3y pIIIEHHS, IO
MPOTOHYETHCS Y KBami(iKaliiiHiii poOoTi.



Tema 4. Po3po0JieHHs Ta/9u aHAJI3 3ANPONIOHOBAHOI0 PilllIeHHS.

Meta Ta ommc mporpamMu Ta MOCIIJOBHOCTI PO3POOJCHHS Ta/4u aHami3y
3alPOIIOHOBAHOTO METO/OJOTIYHOTO, TEXHOJOTIYHOTO, MPOrpaMHOro, MpPOTrpaMHO-
amapaTHOTO pIMIEHHS, MPOBEJCHHS EKCIIEPUMEHTIB, iX CyTh, OIIIHKA TOYHOCTI Ta
BIPOT1AHOCTI OTPUMAHHX JaHUX. CmiBcTaBlIeHHS TEOPETHYHUX Ta
eKCIIEPUMEHTAJIbHUX JaHUX, PE3ydbTaTH PO3pOOKH Oe3neyHux iH(OpMaliiHUX 1
KOMYHIKAIIfHUX CHUCTeM. TeXHOJoTiuHe 3a0e3MedeHHs] TMPOIECy CTBOPEHHS
Oe3neuHrx iHPOpMAIIITHIX 1 KOMYHIKAI[ITHIX CUCTEM.

Tema 5. HopmaTtuBHO-nIpaBoBe 3a0€311e4eHHA

AmHai3 HaIllOHAJTFHUX Ta MDKHAPOJAHUX HOPMAaTHBHO-TIPABOBUX JIOKYMEHTIB Ta
JIOKYMEHTIB 3 TEXHIYHOTO PETYIIOBaHHS 3alIPONIOHOBAHOTO B KBasi(ikarliiiHii poOoTi
pILIEHHS.

Tema 6. Po3po0.1eHHsI MOSICHIOBAJILHOI 3aMTUCKHU.

OdopmileHHST TOSICHIOBAJIBHOI 3alIMCKH BIANOBIAHO 10 MpaBuil 0(OPMIICHHS
HAaBYaJIbHUX 1 HAyKOBO-AOCHIAHMX J0okyMeHTiB Ta Bumor JICTY 3008:2015.
[lepeBipka TNOSICHIOBAJILHOI 3alUMCKM Ha MpPEeAMET MOPYLIEHHS aKaJAeMIYHOi
JIOOPOYECHOCTI.

Tema 7. Po3po0ieHHs1 npe3eHTanii Ta myOJiYHNIA 3aXHCT.
Po3pobnenns mnpesenrarii. IligroroBka momosimi. IlyOmiuauii  3axuct

kBaidikaiiitHoi poboTu 6akanaBpa.

4. CTPpyKTYpa HABYAJIBHOI JUCHUILIIHA

KinpKicTh roauH
. L Jlenna popma
Ha3Bu 3MiCTOBHX MOAYIIB i TEM .
Yeboro Y Tomy uunci
1 | o | na6. C. p.
1 2 314] 5 6
MoayJas 1
3micToBHuUIi MoayJb 1. IlinroroBka IUNJI0MHOI POOOTH Ta 3aXUCT
Bunauya 3asnanns. [locraHoBka 3amaui 2 2
Amani3 nmpeaqMeTHOT 06acTi 30 30
AmHani3 iCHyI04HX pillleHb 30 30
Po3po06iieHHs Ta/uu aHai3 40 40
3aMpONOHOBAHOTO PIlLICHHS
HopMmaTuBHO-TIpaBoBe 3a0e3MeueHHs 20 20
P03po06IIeHHS MOSCHIOBATBHOT 3AITUCKH 146 146
Po3pobnenns npe3enTarii Ta myOmigHUiI 2 2
3aXHCT
Pa3om 3a 3micToBHUM MoayJieMm 1 270
Ycboro ronvH 270 270

10



5. Temn ceMiHAPCHKUX 3aHATH

No KinpkicTh roaua
o/ HazBa Temn Jlenna opma
HaB4YaHHA
1 He nepeobaueno
Pa3zom

6. TemHn NpaKTUYHUX 3aHATH

No KinpkicTts rogua
o HazBa temu JlenHa popma
HaB4YaHHA
1 He nepeobaueno
Pazom

7. Temn 1200paATOPHUX 3aAHATH

o KinpkicTs roguH
o Hasga temu Jlenna gpopma
HaB4YaHHA
1 He nepeobaueno
Pazom

8. Camocriiina podoTa

No KinbkicTs rogua

o1 Hasga Temu Tlenma dopria
HaB4YaHHA

1 | Bunaua 3aBganns. IloctanoBka 3amayi 2

2 | Anani3 npeameTHoi o0acTi 30

3 | AHami3 iCHYIOUUX pillleHb 30

4 | Po3po0iieHHs Ta/4u aHAIIi3 3aIIPOMIOHOBAHOTO PIIICHHS. 40

5 | HopmaTtuBHO-TIpaBOBe 3a0e3MeUeHHS 20

6 | Po3poOneHHs mosICHIOBAaJIbHOT 3aITUCKHU. 146

7 | Po3poOnenHs npe3eHTallli Ta myOoJiuHUi 3aXUCT 2

Pazom 270

9. InauBiAyaIbHI 3aBIaHHSA

[HauBigyanbHe 3aBJaHHS Ha JUIUIOMHY POOOTY MOTOIKYETHCS 3 JAUILNIOMHUM
KEpPIBHUKOM.
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10. MeToan HAaBYAHHSA

[IpoBeneHHsT KOHCYyNbTalllif, a TaKOX CaMOCTiIifHa poOOTa CTYACHTIB 13
BUKOPUCTAHHS BiNOBITHUX MarepiaiiB (mm. 13 — 15).

11. MeToau KOHTPOJIIO

[TicyMKOBUI KOHTPOJIb y BUTJISIAL ITyOJIIYHOTO 3aXHUCTY.
12. Kpurepii ouiHiOBaHHS Ta po31moAia 6aJiB, AKi OTPUMYIOTh CTYI€HTH

12.1. Posmomin 6aniB, $Ki OTPUMYIOTb CTYAEHTH (KUIBKICHI KpHTEpil
OITIHFOBAHHS )

CkJ1a1oBi HaBYAIBHOT banu 3a ogHe Kinbkicth Cymapna
poboTu 3aHATTA (3aBJAHHS) 3aHATh KUIBKICTh OaJTiB
(3aBJ1aHb)
3micToBHME MOaYJIb 1
CamocriiiHa po6oTa 0...65 6 0...65
[Ty6miynuit 3axuct 0...35 1 0...35
Ycboro 3a cemecTp 0...100

12.2. SIxicH1 KpuTepii OLIIHIOBAHHS

KBanigikamiitna po6ota Mae OyTH BUKOHAHA y BIAMOBIIHOCTI 10 3aKPIIJIEHOI
TeMHU, OPOopMJIEHa 3TIAHO 3aTBEPKEHUX BUMOI J0 JUIUIOMHHUX POOIT 1 CBOEYACHO
NpeacTaBlieHa JO0  3axucTty. ABTOp  KBamiikamiiiHoi  poOOTH  MNOBUHEH
MPOJIEMOHCTPYBATU: BMIHHS JIOTIYHO Ta apryMEHTOBAaHO BHKJIQJaTH Matepiai,
KOPEKTHO BUKOPHUCTOBYBATH CTATUCTUYHI, MaTEMATHU4HI Ta 1HILI METOJU, POBOJIUTU
BJIACHI JOCHI/DKEHHS; BOJIOJIHHS HAaBUYKaMHU y3arallbHEHHS, (opMytoBaHHS
BHUCHOBKIB; BMIHHS TpaIfoBaTH 3 iHQOpMAIIHHUMU JKEpelaMy; BMIHHS 1HIIIIOBATU
Ta OOIPYHTOBYBAaTH IHHOBAIIMHI MIAXOAM IO BUPINICHHS MpOOJeMU, IO
JTOCITIJIKY€EThCS.

12.3. KpuTtepii omiHIOBaHHS pOOOTH CTY/ICHTA MTPOTATOM CEMECTPY

KputepisiMu O1[iHIOBaHHS TUIJIOMHOI pOOOTH €:
— YiTKICTh, MOBHOTA Ta MOCIHIJOBHICTb PO3KPUTTS KOXHOTO MUTAHHS 1
T€MHU POOOTH B IIIJIOMY B TEOPETUYHIN 1 TPAKTUYHUH TUIOIIHHI,
— npaBuibHE O(OpMIICHHS pOOOTH BIAMOBIIHO JIO0 3aTBEPKEHUX
CTaHJaPTIB;
— BIJICYTHICTh Op(orpadiyHuX 1 CHHTAKCUYHUX TTOMMJIIOK;
- HasIBHICThH JIOJIATKIB 3 MyOJIiKaIli€ro Ta anpoOalii€ro pe3yinbTaTiB.
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O1iHKa BU3HAYAETHCA K cyma OalliB 3a CyTh, OPOPMIICHHS 1 IPEACTaBICHHS Ha
3aXWCTI POOOTH 3TIAHO 13 HACTYITHOIO OPIEHTOBHOIO MIKAJIOKO:

1. 3aoosinvno (60-74). TlokasatTm MiHIMyM 3HaHb Ta YyMiHb. YMITH
OOIPpYHTYBaTU TeMy (aKTyaJbHICTh, IPAKTUYHY 3HAUUMICTh, C(OPMYIIOBATH METY 1
3aBlaHs poOOTH); MPOJEMOHCTPYBATU pPE3YyJbTaTH OTJISAY MIAXOJIB, aHai3y
ICHYIOUMX pIlIEHb; MPOJEMOHCTPYBATH PpE3YyJNbTAaTH JOCIITHUIIBKOI YaCTUHU
(BUKOHAHHS TOCTaBJICHUX 3aj[a4, OTPUMaHI Pe3yibTaTHU MiJ HATJAJOM KEpiBHUKA,
IPOEKTYBaHHS, PO3POOJIEHHS TOIIO); YMITH MPAaIOBaTH HaJ JUIUIOMHOIO POOOTOIO
BIIPOJIOBK CEMECTPY i/l HATJIAOM JUIIOMHOTO KEpIBHUKA.

2. Jloope (75-89). TBepao 3HATH HEOOXITHUI OOCAT 3HAHBL IJIS OACPIKAHHS
NO3UTUBHOI OIIHKH, MPOJAEMOHCTPYBaTH pE3yJbTaTU OISy MIAXOIIB, aHai3y
ICHYIOUHX pIIIEHb, Ta 3p00OTH MOCTAaHOBKY 3a/ayl; MPOJEMOHCTPYBATU PE3yJIbTAaTH
JOCTIAHUIIBKOI YacTUHM (BUKOHAHHS IOCTABJIEHUX 3a/lad, CaMOCTIMHO OTpHUMaHi
pe3yJIbTaTH, NPOEKTYBaHHS, PO3POOJIEHHS TOLIO); YMITH CaMOCTIMHO Ta PUTMIYHO
MPAaIOBaTH HAJl AUIIJIOMHOIO POOOTOIO BIIPOJOBK CEMECTPY.

3. Biominno (90-100). BigMiHHO 3HATH Ta JEMOHCTPYBATH IIiJ] 4ac 3aXUCTY
JTUTIIIOMHOT POOOTH HEOOXIAHUN 0OCST 3HAHb JJIS OJIEp KaHHS MO3UTHUBHOI OIIIHKHU.
YMiHHA (GOpPMYJIIOBATH HAOpsIMU MOAAIBIIMX JOCTIIKEHb, 3alpONOHOBYBATH
nokpamieHHs. J[OCKOHanpbHO 3HAaTH BCl TEMU Ta YMITH iX 3aCTOCOBYBaTH. YMITH
CaMOCTITHO Ta PUTMIYHO TWPALIOBATH HaJ JUIUIOMHOIO POOOTOK BIPOJIOBK
ceMecTpy.

Posznozin 6amniB, siki OTPUMYIOThH CTYJIEHTH 32 BUKOHAHHS JUIIJIOMHOI POOOTH

ITosicHroBasbHa
3axucT poboTu CymMma
3aIncKa
10 65 1o 20 100

IlIkana ouiHoBaHHsA: 0ajJbHAa I TpaauLiiHA

Cyma Gazis OHiHK.Ei 3a TpazvlnuiﬁHom HIKAJIOO .
IcniuT, nudepenuiiioBanmii 3amik 3anik
90 — 100 Bigminao
75— 89 Jobpe 3apaxoBaHO
60— 74 3a10B1IHHO
0-59 He3anosiisHO He 3apaxoBano

13. MetoanuHne 3a0e3neueHHs

HaBuanbHO-METOOUYHUI KOMIUIEKC MICUMIUIMHUA PO3MIIIEHUH Y CHCTEMI
yIpaBIHHS Kypcamu Kadeapu KOMIT IOTEPHUX CHCTEM, MEpPEeX Ta KiOepOe3neKu.

Cucrema ympaBiiHHA Kypcamu Kadeapu KOMITIOTEPHUX CHCTEM, MEpex 1
kibepoesmeku [En. pecypce]. URL: https://elearn.csn.khai.edu
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2002, Hoxyment 2919-I1l, yunnumii, norouna penakuis — Pepakuis Bix 19.04.2014,
https://zakon.rada.gov.ua/laws/main/2919-14

7. 3akon Ykpainu «lIpo HamioHanbHy Oe3rneky Ykpainu» JlokymeHnt 2469-
VIIl, uuaHUH, noTtouHa  pexakmis —  Ilpwmitasrrs Big  21.06.2018,
https://zakon.rada.gov.ua/laws/main/2469-19

8. 3akon VYkpainm «lIpo ocHOBHI 3acagu 3abesneueHHs KiOepOe3neku
Ykpaiany, 2017, Joxkyment 2163-VIII, ynnnuii, motouna penakiiiss — Penakiris Big
08.07.2018, https://zakon.rada.gov.ua/laws/main/2163-19

9. Vxa3 Ilpesunenta Ykpaiau «IIpo 3axomm momo 3axucty iHGOpMAIiitHIX
pecypciB aepxaBu» Bim 10.04.2000, Hoxyment 582/2000, moTto4yHa penmakiiis —
[MpuiiasTrs Big 10.04.2000, https://zakon.rada.gov.ua/laws/show/582/2000

10. Yka3 mpesunenta ykpainu «lIpo IlosmokeHHS Npo TEXHIYHUN 3aXUCT
iHpopMmaiii B Ykpainin, okyment 1229/99, morouyna penakiiss — Penakiiis Bifg
04.05.2008, https://zakon.rada.gov.ua/laws/show/1229/99
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https://zakon.rada.gov.ua/laws/main/2594-15
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11. IlocranoBa KaGinery MinicTpiB Ykpainu Bix 8 »oBTHS 1997 p. N 1126
«[Ipo 3arBepmxenns Konuemnmii TexHIYHOTO 3axucTy iH(popMamii B YKpaiHi».
Hoxyment 1126-97-n, motouna penakuis — Penakmis Big 13.10.2011, migcrasa -
938-2011-n. https://zakon.rada.gov.ua/laws/main/1126-97-%D0%BF

4) Yka3u [Ipe3unenta Ykpainm.

1. Nel556 ot 07.11.2005 "IIpo nponepskaHHs TpaB JIOJWHW T Yac
NIPOBEJICHHS OMEPATUBHO-TEXHIYHUX 3aX0/I1B".

2. Ne 891 Bix 24.09.2001 poky "IIpo aeski 3aX0/y MO0 3aXUCTY ISP KaBHUX
1H hopManiitHUX pecypciB y Mepekax nepeaadi JaHux'".

3. Ne582 Binm 10.04 2000 poky "IIpo 3axoau 1010 3axucty iHbopmariitHux
pecypciB iepxkaBu"

4. Ne 1229 Bin 27.09.1999 poxky "IIpo IlonoxkeHHS: PO TEXHIYHUHN 3aXUCT 1H
dbopmartii B Ykpaini".

5. Ne 505 Bim 22.05. 1998 poky "lIpo IlosioxeHHsI Tpo MOPSIOK 3A1MCHEHHS
KpUInTorpadiyHoro 3axucty iHpopMaiii B Ykpaini".

5) HocranoBu KMY

1. IlocranoBa KM Bix 29 6epesns 2006 p. N 373 " IIpo 3aTBepmxenns [IpaBui
3a-0e3neueHHs 3axucty 1H(opMauli B iHGOpMALITHUX, TEIEKOMYHIKAIMHUX Ta 1H
dhopmalliifHO-TeJIeKOMYHIKaIIiHUX cucreMax"

2. KM VYxkpainu [ToctanoBa KM, Big 03.08.2005 p. N 688 "IIpo 3aTBepakeHHS
[Tonoxenust npo Peectp iHbOpMaIiitHuX, TeIeKOMyHIKaIiiHUX Ta 1HMOpMaIliiHO-
TEJICKOMYHIKAIIMHNX CHUCTEM OpTaHiB BUKOHABYOI BJIaJ Y, a TaKOX IMIJANPUEMCTB,
YCTaHOB 1 OpraHi3allii, o HajJeXaTh 10 chepH iX yIpaBimiHHS"

6. KM Vkpaimu IloctanoBa KM, Bim 28.10.2004 p. N 1452 "IIpo
3aTBepAKeHHs [lopsaky 3acToCyBaHHS €JIEKTPOHHOTO HU(GPOBOTO MIAMNKUCY OpraHaMu
JIEp’KaBHOI BJIaM, OpraHaMH MICIIEBOTO CAaMOBpPSAYBAaHHSA, MiAMPUEMCTBAMH,
yCTaHOBaMU Ta OpraHi3alisiMH JepKaBHO1 (OpMH BIacCHOCTI"

3. KM Vxkpaiau IlocranoBa KM, Bim 28.10.2004 p. N 1453 "IIpo
3aTBep/KEHHsI THUIOBOro MOPSAAKY 3A1MCHEHHS €JIEKTPOHHOTO JOKYMEHTOOOIry B
opraHax BUKOHAaB4YO1 Biaaau"

4, KM Vkpainn Ilocranoa KM, Big 28.10.2004 p. N 1454 "IIpo
3arBepxeHHs [lopsinky 000B'sI3K0BOT Mepeadi ToKyMeHTOBaHOT iHGopmarrii"”

5. KM Vxkpaiam Ilocramoa KM, Big 16.11.2002 p. N 1772 "IIpo
3arBep/keHHsT [lopsinky B3aemojiii opraHiB BHKOHABYOi BIIAu 3 MHUTaHb 3aXUCTy
JepkaBHUX 1H(GOPMAIITHUX pecypciB B 1H(QOpPMAIIHHUX Ta TEIEKOMYHIKAIIHHUX
cucremax"

6. KM VYkpaiau [ToctanoBa KM, Bix 04.02. 1998, N 121 "IIpo 3aTBepmKeHHS
nepeiky 0OOB'SI3KOBHX €TamiB poOIT MiJl Yac NPOCKTYBAaHHS, BIPOBAHKCHHS Ta
eKCILUTyaTallii CUCTeM 1 3ac001B aBTOMaTU30BaHOi 00pOOKH Ta nepejavi faHux"

7. KM VYxkpainu [ToctanoBa KM, Big 08.10.1997, Ne 1126 "IIpo 3atBepaxeHHs
Konuenuii TexHiyHoro 3axucty iHdopmarii B Ykpaini"
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https://zakon.rada.gov.ua/laws/main/1126-97-%D0%BF

8. KM Vxkpainu [TocranoBa KM, Big 16.02.1997, Nel80 "IIpo 3aTBepakeHHS
[TonmoxkeHHs: mpo 3abe3meueHHsl peXUMY CEKPETHOCTI MiJ 9ac 00poOku iHdopmarii,
10 CTAHOBUTH JEP’KaBHY TAEMHULIO, B aBTOMATHU30BaHUX cHUCTEMaXx".

6) CtangapTH Ta TeXHiYHe peryJroBaHHs

1. JACTY 3008:2015. Indopmaris Ta mokymeHraiis. 3BiTH y chepi Haykd 1
texHiku: Ctpykrypa i mpaBuna odopmmroBanusa. — K.: JIT «YkpH/IHL», 2016. —
26 c.

2. JCTY 8302:2015. Indopmarmis Ta noxkymenrauis. bibmiorpadiune
MOCHJIaHHA: 3arajibHi moJjioxkeHHs Ta npaBuia ckiaaganus. — K. JIIT « YkpHIHIL»,
2016. - 16 c.

3. JepxaBHuii ctaHmapT Ykpainu 3axuct iHpopmarii. TexHIYHUN 3aXHCT
iHpopmarrii. OcnoBHi onoxeHHs. JICTY 3396.0-96

4. JlepxaBuuil craHmgapt Ykpainu 3axuct iHpopmarii. TexHiuHuUN 3axuCT
iHpopmartii. [Topsaok nposenenns pooit. ACTY 3396.1-96

5. JlepxaBHuii ctaHaapT Ykpainu 3axuct 1H(popmaiii. TexHIYHuN 3aXUCT
iHpopmartii. Tepminu Ta Buznauenns. JICTY 3396.2-97

6. Hopwmarushi TIOKYMEHTH CUCTEMHU T3I
https://cip.gov.ua/ua/news/normativni-dokumenti-sistemi-tzi

/.  MixHapoaHi CTaHIAPTH Pexum JOCTYIY:
https://www.iso.org/ru/home.html

8. €Bpomneiichki CTaHJapTH. Pexum JOCTYILY:

https://www.etsi.org/standards#Security

9. HamionansHi HOpMaTHBHI HoKyMeHTH: https://cip.gov.ua/ua/docs

10. HepxkaBuuit cranmapt Ykpainu OOpoOnsHHa iH@opMarii. CUMBOIM Ta
YrOAu IIOAO0 JOKYMEHTAIlli CTOCOBHO JaHUX, MPOrpaM Ta CUCTEMHHUX OJIOK-CXEM,
CXEM MEpEeXKEeBUX Mporpam ta cxeM cucteMuux pecypcei. ICTY ISO 5807:2016

11. ACTY EN 61508-1:2019 ®@ynkuiiiHa O€3M€YHICTh EINEeKTPUUYHUX,
€JIEKTPOHHUX, MPOrpaMOBaHUX E€JEKTPOHHHUX CHCTEM, MOB’SI3aHUX 13 OE€3MEKOIO.
Yacruna 1. 3aransni sumorn (EN 61508-1:2010, IDT; IEC 61508-1:2010, IDT)

12. ACTY ISO/IEC 15408-1:2017 Indopmariiini TexHosorii. MeToan 3aXucTy.
Kputepii ouninku. Yactuna 1. Beryn Ta 3aransaa monens (ISO/IEC 15408-1:2009,
IDT)

13. ACTY ISO/IEC 15408-2:2017 Indopmarriitai TexHosorii. MeToau 3axucTy.
Kpurepii orinku. Yactuna 2. @yukuionansHi Bumoru (ISO/IEC 15408-2:2008, IDT)

14. JCTY ISO/IEC 15408-3:2017 Indopmartiitai TexHomorii. MeToau 3axucTy.
Kpurepii oninku. Yactuna 3. Bumoru o rapantii 6e3nexu (ISO/IEC 15408-3:2008,
IDT)

15. ACTY ISO/IEC 18045:2015 Indopmartiiini Texromorii. MeToau 3axucTy.
MeTtonosnoris omintoBanss 6e3neku [T (ISO/TEC 18045:2008, IDT)

16. ISO/IEC 15443-1:2012: International Organization for Standardization.
International Electrotechnical Commission. Information technology — Security
techniques.
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https://www.iso.org/ru/home.html
https://www.etsi.org/standards#Security
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17. ISO/IEC TR 15443-2:2012: International Organization for Standardization.
International Electrotechnical Commission. Information technology - Security
techniques - A framework for IT security assurance — Part 2: Assurance methods.

18. ISO/IEC TR 15443-3:2012: International Organization for Standardization.
International Electrotechnical Commission. Information technology - Security
techniques - A framework for IT security assurance - Part 3: Analysis of assurance
methods.

19. JICTVY ISO/IEC 27032:2016 Indopmariitai TexHomorii. MeTtoan 3axucTy.
Hacranosu oo xidoepoesneku (ISO/IEC 27032:2012, IDT).

20. NIST SP 800-50 - CtBopenHs mporpamM MiABUILIEHHS OOI3HAHOCTI B

oOacTti oe3rnexu IT
https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-50.pdf
21. NIST SP 800-40 - KepiBHULUTBO MO TEXHOJOTISAM YIPABIIHHS

ypasiauBocTsamu  https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-

40r3.pdf
22. NIST 800-53 — Kontpons 6e3neku 1 KoHGIISHIIHHOCTI A heaepanbHuX

1H(opMaIiitHux CUCTEM 1 oprasi3arii
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
23. NIST 800-53 - Pexomenmamii 1o  1udpoBid  imeHTHIKAIi]

https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-3.pdf

15. Indopmaniiini pecypcu

1. [udposuii THCTUTYIIOHAJILHUN perno3uTapii HartionansHoro
aepokocMiuHoro yHiBepcurery iM. M.E. JKykoBchkoro «XapkiBChbKuM aBilalliiHUAN
inctuty™ [En. pecypc]. URL: https://dspace.library.khai.edu

2. Odimiiianii nopran BepxoBHoi Pamu VYkpainu [DnexktpoH. pecypc]. —
Pesxxum noctyna: http://www.rada.gov.ua

3. 3akoHOomaBcTBO YKpaiHm [DnekTpoH. pecypc]. — Pexum moctyma:
http://zakon3.rada.gov.ua/laws

4. JlepxaBHa ciy0a CHeniaJbHOTO 3B’SI3Ky Ta 3aXUCTy 1HpopMalii YKpaiHu
[DnekTpoH. pecypcl]. — Pexxum JIOCTYyTA:
http://dstszi.kmu.gov.ua/dstszi/control/uk/index

5. JisnbhicTs AnminicTpauii [epxkcneuss'asky y cdepl  KiOep3axucty
https://cip.gov.ua/ua/statics/cyber-protection

6. Ilepenmik MOKYMEHTIB MiIXHApOJHUX OpraHizaimiii Ta KpaiH-IapTHEPIB Y
cdepi kibepsaxucty https://cip.gov.ua/ua/news/perelik-dokumentiv-mizhnarodnikh-
organizacii-ta-krayin-partneriv-usferi-kiberzakhistu

/. HopwmarusHi JOKYMEHTH CUCTEMU T3I
https://cip.gov.ua/ua/news/normativni-dokumenti-sistemi-tzi

8. https://ieeexplore.ieee.org/Xplore/home.jsp

9. https://www.scopus.com/search/form.uri?display=basic

10. https://mjl.clarivate.com/search-results
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