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1. Onuc HABYAJIBHOI JUCIHHUILIIHHA

HaiimenyBaHHs
MOKa3HUKIB

l"aiy3sb 3HaHB,
CIIeIiaJbHICTh, OCBITHS
nmporpama, piBeHb BUIIIO1
OCBITH

XapaKTepHUCTHKA
HaBYAJIbHOI JUCIUTLIIHU
(0enna popma nasuanms)

KinbkicTh KpeauTiB — 2

I'any3b 3HaHb
12 «Indopmarriini

KinpkicTe MonymiB — 1

TeXHOJIOr11"

Ku1bKiICTh 3MICTOBHUX
MOJYJIB — 2

(umdp Ta HaliMEHYBaHHS)

IHuBITIVATILHE
3apnadus KII

(Ha3Ba)

CrnemiajdbHIiCTH
125 «KibepbOesmneka ta
3axXuCT iHdhopMarii”

3arajnpHa KUIBKICTh
roguH — 16/44

(kox Ta HallMEHYBaHHS)

OcBiTHs mporpama
«besneka 1HGoOpMaIIHUX 1

OO00B’s13K0Ba

HaBuanbHuii pik

2024/ 2025

CemecTtp

@
=i

KOMVHIKAIIUHUX CUCTEM,

(HallMeHyBaHHS)

TwxHEBUX TOAUH IS
JIeHHO1 (hopMuU
HaBYaHHS:
aynuTopHux — 1
caMOCTiitHO1 poOoTH
CTyneHTa — 3

PiBeHbL BHIIIOI OCBIiTH:

nepiuii (6akagaBpChKUiA)

Jlexmii =

0 roguu

IpakTu4Hi,
ceMiHAPCHKI

16 roaun

JlaGopaTopni *

0 roagun

Camocriiina podora

44 ronunH

Bua koHTpOSIIO

HudepenuiiioBanuii
3aUTiK

CniBBITHOLIEHHS KUIBKOCTI TOJAWH ayJUTOPHUX 3aHATh JO CaMOCTIHHOI poOoOTH

CTaHOBUTE: 16/44.

* AymuTOpHE HAaBaHTAXKEHHS MOXe OyTH 3MeHIeHe abo 30iIbllleHe Ha OJHY TOAMHY B
3aJIeKHOCTI B/l PO3KJIAY 3aHSTh.




2. MeTa Ta 3aBJaHHSA HABYAJbHOI JUCIHILIIHA

MeTra BHBYEHHSI. OBOJIOJIHHS CTYJECHTOM HABWUYOK JUIS pO3B’S3aHHSA
KOMIUIEKCY CyYaCHUX HayKOBUX 1 MPUKJIAJHUX 3aBJaHb BIAMOBIIHO 0 3aXHCTY
iHpopmarlii B iHpopMaIiiHO ~-KOMYHIKAI[IMHUX CUCTEMAX.

3aBaaHHsA: cucTeMarus3alis, 3aKpIJICHHS 1 PO3MIMUPEHHS TEOPETUYHHUX
3HaHb; PO3BUTOK HABUYOK CaMOCTIMfHOT poOOOTH, OBOJOMIHHS METOIUKOIO
JOCIIPKEHb 1 EKCHEpUMEHTYBAHHS BHUKOPUCTAaHHS Cy4YacHUX 1H(GOpMAaIiiHUX
TEXHOJIOT1H y Mpolieci po3B'sI3aHHs 3a/1a4, K1 nepea0ayeH] 3aBIaHHsIM Ha KypCOBe
IPOCKTYBaHHSI.

KomnerenTHocTi, siki HaO0yBawTbesi. JlucnuroiiHa wMae JOMOMOITH
chopmyBatu y 3700yBayiB Taki 3arajibHi Ta criemiajbHi KOMIIETEHTHOCTI:

— (K3 1) 31aTHicTh 3aCTOCOBYBATH 3HAHHS Y TPAKTUYHUX CUTYAIISX;

— (K3 2) 3HanHs Ta po3yMiHHS MpeAMETHOI 00J1acTi Ta pO3yMiHHS npodecii;

— (K3 3) 3gaTHicTh npodeciiiHo CIUIKYBATHUCS JSPKABHOIO Ta IHO3EMHOIO

MOBaMH SIK YCHO, TaK i MTUChMOBO;

— (K3 4) BMiHHS BUSBIISATH, CTABUTH Ta BUPIIIYBATH MPOOJIEMH 3a
npodeciiHUM CpSIMYBaHHSIM;

— (K3 5) 3marnicTh 10 nouryky, oOpo0JsieHHs Ta aHami3y iHpopMaIrii.

— (K® 1) 3gaTHICTH 3aCTOCOBYBAaTH 3aKOHOJABYYy Ta HOPMATHBHO-TIPABOBY
0a3y, a TaKOX Jep’KaBHI Ta MIKHAPOJHI BUMOTH, IPAKTUKHU 1 CTAHJAPTH 3 METOIO
3niicHeHHs  mpodeciiiHoi  aisabHOCTI B ramy3l  iHdopmamiitHoi  Ta/abo
kibepOe3neku;

— (K® 3) 31aTHICTh 10 BUKOPUCTAHHS MPOrPaMHUX Ta MPOTPaMHO-arapaTHUX
KOMIUJIEKCIB 3aco0iB 3axHCTy iH(popMmarlii B iHGOPMAIIHHO-TEISKOMYyHIKAI[IHHUX
(aBTOMAaTU30BaHMUX) CUCTEMAX;

— (K® 10) 3maTHICTh 3aCTOCOBYBATH METOJM Ta 3acO0U KpunTorpadiqHoro Ta
TEXHIYHOTO 3aXHCTY iH(popMaIlii Ha 00’ ekTax iHPpOpMaIIHHOT AISITBHOCTI;

— (K® 12) 3paTHicTh aHAMI3yBaTH, BUSBIISITH Ta OI[IHIOBATH MOJKJIMBI 3arpo3H,
ypa3IUBOCTI Ta JecTabuli3yloui YWHHHKKA 1H(QOpMAIIHHOMY IIPOCTOpPY Ta
iHOpMaIIITHUM pecypcaM 3TiIHO 3 BCTAHOBIICHOKO TOJIITHKOK i1H(OpMaIiiHO1
Ta/abo kibepOe3neKH.

OuikyBaHi pe3yibTaTH HaBYaHHA. B pe3ynbraTi BUBYEHHS TUCIUIUIIHU
3100yBaul MalOTh IOCSATTH TaKl pe3yJbTaTH HaBUYAHHS:

— (ITPH 1) 3acTrocoByBaTH 3HaHHS JE€pPKaBHOI Ta 1HO3EMHUX MOB 3 METOIO
3a0e3nedeHHs €PEeKTUBHOCTI po(deciitHoT KOMYHIKaIlii;

— (ITPH 47) BupimyBatu 3amadi 3axucty iHboOpMmarlii, mo oOpoOIseThCs B
iHbOpPMAITIITHO-TEICKOMYHIKAIIIMHNX CHCTEeMaX 3 BHUKOPUCTAHHSIM CY4YaCHUX
METO/IIB Ta 3aC001B KpUMTOrpa(iYHOTO 3aXUCTyY iH(OpMaIrii;

— (IIPH 48) BuUKOHYBaTH BIIPOBAJKEHHS Ta MIATPUMKY CUCTEM BUSIBIICHHS
BTOPTHEHb Ta BUKOPWUCTOBYBATH KOMIIOHEHTH KPUMNTOTpad)iyHOTO 3aXHUCTY IS
3a0e3nedeHHsl HEOOXIMHOTO PIBHA 3axWIICHOCTI iH(opmalii B iH(poOpMaIiifHO-
TEJIEKOMYHIKaIlITHUX CUCTEMAX.



IlpepexBizuTu — AucCHUIUIIHA € OOOB’SI3KOBUM KOMIIOHEHTOM OCBITHIM
nporpaMu 1 0a3yeThCs Ha 3HAHHSAX, OTPUMAHMX TiJ] Yac BUBUYEHHS NUCIUIUIIH 13
LUKy 3arajibHOl MiATOTOBKH, 30kpema "Buma marematuka" (OK1), "®izuka"
(OK5), "Huckpetna marematuka " (OK2), "[nozemna moBa".

KopeksizuTu — € 6a3010 /U151 ATUCUMILIIH 13 TUKITY NPOQPECiiHOT NIATOTOBKH, a
came "3axuct iHpopMalii B iHPopMaliiiHO-KOMYHIKaliiHuX cuctemax  (OK27), "
Cucremu texHiyHoro 3axucty iHpopmauii' (OKS), "KommiekcHi cucteMu 3aXUcTy
iHdopMallii: TpoeKkTyBaHHs, BOpoBajkeHHs, cympoBin" (OK28), "besmneka
onepauidHuX cucteM", Il KypcoBOro Ta JUIJIOMHOro MpoeKkTyBaHHs. «HaykoBo-
NeAaroriuie CTaxxyBaHHS».

3. IIporpama HaBYaJILHOI JUCUMUILIIIHA

Monyas 1.

3micToBuii MmoxyJb 1. Po3poOneHHs mporpamu A0CTIIKEHb
Tema 1. OcHoBu 3axucty iHQopMalii B IHHOKOMYHIKALIMHUX CUCTEMAX.
Tema 2. AHami3 ICHYIOUUX KPUNTOrPAPIUYHUX aJITOPUTMIB.
Tema 3. IlocTaHoBKa 3aBHaHHs Ha JOCIIIKEHHS
Tema 4. Po3poOinieHHsI TEXHIYHOTO 3aBJIaHHS
3MicToBHMiA MOAYJIb 2.
Tema 5. Po3poOka anroputmy pilieHHs IOCTABJIEHOTO 3aBAAHHS
Tema 6. Po3pobOka nporpamHoro 3ade3neyeHHsl.
Tema 7. Bepudikauis Ta TeCTyBaHHS IPOIPaMHOTO MPOJIYKTY.
Tema 8. Po3poOieHHs MOsACHIOBAIBHOT 3aIMCKH.
Tema 9. Po3pobiieHHs AOKIaay Ta Mpe3eHTAIli.
Tema 10. ITyGniuHuit 3aXUCT KypCOBOTO TPOCKTY.

9. Peanizauis anropurmiB apreHTudikaunii i mugposoro mianucy

4. CTpyKTYpa HAaBYAJbHOI IUCHUILIIHA
KinekicTs roguH
Jlenna dhopma

Ha3Bu 3micToBHX MOIYJIIB 1 TEM YV eBoro Yy ToMy -
n| n | m6 [ cop.
Monyasb 1
3micToBuii MmoayJs 1
Tema 1. OcHoBH 3axucTy iHpOpMaIi 3 1 5
B 1IHOOKOMYHIKAIIITHIX CHCTEMax
Tema 2. AHami3 iCHyIOUHX 3 1 2
KpunTorpadiyHUX aJTOPUTMIB.
Tema 3. IlocTaHOBKa 3aBIaHHA Ha 3 1 9
JTOCJI1JIPKEHHSI
Tema 4. Po3po0JieHHS] TEXHIYHOTO 3 1 2
3aBJaHHS
Pazom 12 4 8

3micToBHii MOAYJIb 2




Tema 5. Po3poOka anroputmy 5 9 4
pIIICHHS TTOCTABIICHOTO 3aBAaHHS

Tema 6. Po3pobOka nmporpaMHOro 3 9 6
3a0€3IMeUCHHSI.

Tema 7. Bepudikairist Ta TeCTyBaHHS 6 9 4
IPOTPAMHOTO MPOJIYKTY.

Tema 8. Po3pobiieHHs 23 3 20
TIOSICHIOBAJILHOT 3aITHCKH.

Tema 9. Po3pobiieHHs qoKIaay Ta 4 9 9
npe3eHTaIlli.

Tema 10. [TyOniuauii 3axucT 1 1

KYPCOBOTO ITPOCKTY.

Pazom 48 12 36
Y Ccboro roaut 3a TUCHHUILTIHOIO 60 16 44

5. Temu ceMiHAPCHKHUX 3aHATH

Ne KutpkicTh roaun
Hazsa temu
3/m Jlenna popMa HaBYAHHS
1 | He nepeobaueno
Pa3zom

6. TeMn NpaAKTUYHUX 3aHATH

[[=]

KinekicTe
Hassa temu
3/ TOIUH

Tema 1. OcHoBH 3aXUCTY iHpopMarii B 1
1H()OKOMYHIKAIITHUX CUCTEMaX

Tema 2. AHani3 iCHyrOUMX KpUNITOrpadiaHUX aJITOPUTMIB.

Tema 3. [TocTanoBKa 3aBOaHHSA HA JOCTIIHKEHHS

Tema 4. Po3po6iieHHS TEXHIYHOTO 3aBJIaHHS

Tema 5. Po3pobka anropuTMy pilieHHS TOCTaBICHOTO
3aB/IaHHS

Tema 6. Po3pobka nporpamHoro 3abe3neyeHHsl.

Tema 7. Bepudikamis Ta TecTyBaHHS MPOTPAMHOTO
POYKTY.

Tema 8. Po3po0IieHHS TTOSICHIOBAIBHOT 3aITUCKH.
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Tema 9. Po3po0iieHHS JOKIaAy Ta MPe3eHTAITI.
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Tema 10. ITyOGniuanii 3aXUCT KypCOBOTO MPOECKTY.

[N
(op}

Pazom




7. Temu 1a00paTOPHUX 3aHATH

Ne KinbkicTs
3/ Hazsa Temu N —
1 | He nepedbaueno
Pa3zom

8. Camocriiina pobdora

No Hasa Temu KinpKicTh ToanH
3/m
1 |Tema 1. OcHoBu 3axucty iHdopmarii B 9
1HQOKOMYHIKALIIMHUX CHUCTEMax
2 |Tema 2. AHam3 IiCHyOYHX KpHUNTOrpadidHUX 9
AJITOPUTMIB.
3 | Tema 3. [locTaHOBKA 3aBJaHHS HA JOCIIIKEHHS 2
4 | Tema 4. Po3po0OieHHsT TEXHIYHOTO 3aBJIaHHS 2
5 | Tema 5. Po3poOka airoputMmy pirieHHs 4
TIOCTABJICHOT'O 3aBJAaHHs
6 | Tema 6. Po3poOka mporpaMHOro 3a0e3MmeyeHHs. 6
7 | Tema 7. Bepudikaliis Ta TeCTyBaHHS IPOTPaAMHOTO 4
IPOIYKTY.
8 | Tema 8. Po3po0JsicHHS OSICHIOBAIBHOT 3aITHCKH. 16
9 | Tema 9. Po3po0iieHHs AOKIAAy Ta MPE3EHTAIIl. 2
10 | Tema 10. ITyOmiuHmit 3aXHUCT KypCOBOTO MPOEKTY. 4
Pazom 44
9. InauBiayabHi 3aBIaHHS
Ne Hasga temun KinbkicTb roaus
3/m
1 | He nepeobaueno

Pazom

10. MeToau HaAaBYAHHA

[IpoBenennst mabopaToOpHUX 3aHATHh, KOHCYJBTAIlld, a TaKOXX CaMOCTIiHA
poboTa CTYACHTIB 3a BIIMOBIIHUMHU MaTepialamMu.



11. MeToan KOHTPOJIIO

[IpoBeneHHsI MOTOYHOrO KOHTPOJIIO, MiACYMKOBUN KOHTPOJb y BHIJISIAL
myOJIYHOTO 3aXHCTY.

12. KpuTepii oniHIOBaHHS Ta po3m0aija 0aJiB, IKi OTPUMYIOTH 3100yBayi

[ToTouHuit KOHTPOJb Tepeadayae KOHTPOIb 32 POOOTOI0 CTYJEHTA MPOTITOM
CeMeCTpy HaJ KypCOBUM IIPOEKTOM, HAJ[aHHS HOMY JIOTIOMOTH Ta HaJaHHS
KOHCYJIbTAIlIN i1 yac poOOTH HaJl BIATIOBITHUMH MMYHKTAMU KYPCOBOTO TIPOCKTY.

[TincymkoBa OIlIHKAa BHCTABISETHCS BUXOASYM 3 SIKOCTI MOSCHIOBAJIBHOT
3aMKMCKU, TOBHOTHU BHKIJAJeHOro Marepiany, BignosigHocti €CKJl ta €CII/,
SIKOCT1 Ta IOBHOTH JIOITOBIJI1, BIAMIOBIJIEH HA MUTAHHS YICHIB KOMICII.

Ne IToxa3zunk KutpkicTs OaniB
3/m

1 SIKICTB MOSICHIOBAJILHOI 3aIIMCKHU 0-10

2 IToBHOTa BUKJIQJIEHOTO MaTepiany 0-10

3 Bignosigaictes €CKJI Ta €ECII/] 0-10

4 SIKicTh Ta IIOBHOTA JIOMOBIAI 0-30

5 SIKicTh BIAIIOBIAEH HA MATAHHS 0-40

6 Pazom 0-100

IIkana ouiHoBaHHSA: 0ajibHA 1 TpaaMIiiHA

) OmiHKa 3a TPAIUIIHHOIO IITKAJIO0
Cyma GaniB — _ :
Judepenmiiiopanuii 3a1iK
90 — 100 BiaminaO
75— 89 Jlobpe
60 — 74 3a10BLIBHO
0-59 HezanosiabHO

13. MeTtoanuHe 3a0e3nmeuyeHH

1. HaByambHO-METONWYHHUM KOMIUIGKC JUCHHUINIIHA PO3MIIICHUH Ha
KadeapaabHOMY cepBepi y BIIMOBITHOMY KaTalo3i.

2. JlucTaHIIHWI Kypc B CHCTEMI IHCTAHIIMHOTO HaBuYaHHA MeHTop,
po3tamoBanwmii 3a agpecoro: https://mentor.khai.edu/course/view.php?id=1628



14. PexoMeH0BaHa JiiTeparypa

basoBa

1. T'opbenko IO., IloOynyBaHHs Ta aHani3 CHCTEM, MPOTOKOJIB 1 3aco0iB
KpunrorpagdiyHoro 3axucty iHpopmaiii, Xapkis: Bunasaumrso "®opt", 2015.

2. lyp H.O., Tlokotuno O.A. OCHOBHM KpHUITOJIOTIi: HAaBY. MOCIOHHK. —
XKurtomup: [epxxaBuuil yHiBepcurtet « Kutomupcbka nosirexsikay, 2021. 120 c.

3. Orno6umina O.I., EnemenTtu teopii uucen: Hapd. nocid. / O. I. Orno6iina,
T.C. Cyuiko, 0. B. lllpamko. — Cymu: Cymchkuii aepxaBHuid yHiBepcutet, 2015.
— 186 c.

4. Kopuenko O.I'., Ilpuxnamana KpUOTOJOTiA: CUCTEMHU MHPPYBAHHS:
niapyunuk O.I'. Kopuenko, B.I1. Cigenko, FO.O. peiic. — K.: VK, 2014.

5. bab6enko T.B., Kpunrosoris y npukianax, Tectax i 3ajadax: HaB4. OCIOHUK
/ T.B. babenko, I'.'M. I'ynak, C.O. Cymiko, JI.AI. ®omuvona. — JI.: Hamionanbaui
ripunuuit yaiepcurtet, 2013. — 318 c.

6. I'opbenxo I1.J1., I'punenko T.O. 3axuct iHdopmamii B iHPopMaIiiHO-
KoMyHiKaniiaux cuctemax. Yact.l. Kpunrtorpadgiunuii 3axuct iHpopmariii.
Xapkis: XHYPE, 2004. 367 c.

JomomizkHa

7. Kosina I'.JI. Kpunrorpadis Big icTopii 10 Cy4aCHHUX CTaHAApTiB: HaBY.
nocionuk / I'. JI. Kozina. — 3anopixoksa: HY «3anopizeka momitexnika», 2020. —
192 c.

8. Steinberg J., Beaver K., Winkler I., Coombs T. Cybersecurity All-in-One
For Dummies. New York: Wiley, 2022. 700 p.

9. Schneier B. Applied Cryptography: Protocols, Algorithms and Source Code
in C, 20th Anniversary Edition edition. New York: Wiley, 2015. 784 p.

10. Kozina I'.JI. Kpunrorpadis Bim icTopii A0 CydyacHMX CTaHIApTiB: HaBY.
nocionuk / I'. JI. Kosina. — 3anopixxs: HY «3anopizpka momitexnikay, 2020. —
192 c.

11. Borym B.M., MyxauoB B.A. Kpunrorpagiuni 3aCTOCyBaHHS €lIeMEHTapHOT
teopii uncen. Hapuansuuit mocionuk. — Kuis: JJYIKT, 2006. — 125 c.

12. HJI T3I 2.5-005-99. Knacudikairiss aBTOMaTH30BaHUX CHCTEM 1 CTaHIApPTHI
dyHkiioHanbHl  mpodimi  3axumieHocTi  oOpoOmroBaHOi  iHopMamii  Bix
HECaHKI[IOHOBAHOTO JIOCTyIy, 3aTBepKeHi HakazoMm JICTC3I CBY Big 28 kBiTHS
1999 poxy Ne 22.

13. HJ T3I 2.5-004-99. Kpwurtepii omiHkm 3axumieHocti iHdopmarii B
KOMIT FOTEPHUX CUCTEMAaX BiJl HECAHKI[IOHOBAHOTO JOCTYNY, 3aTBEPIKCH]I HAKa30M
JNCTC3I CBY Bixn 28 kBitHs 1999 poky Neo 22.

15. Indopmaniiini pecypcu

14. http://www.dsszzi.gov.ua Jlep:kaBHa ciyx0a chemiaibHOr0 3B'A3Ky Ta
3axucTy iHpopmallii YKkpaiHu.
15. http://www.csn.khai.edu Kadbenpansauii caidt


http://www.csn.khai.edu/

16. http://www.bezpeka.com/ru/lib/spec/cript.html Kpuntorpadiuauii 3axuct
1HpopMarii.
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