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1. Onuc HaBYAJIBLHOI AMCIUIIIHHA

HaiimenyBanus
MOKa3HUKIB

l"any3s 3HaHb,
CIICIIaJIbHICTh, OCBITHS
mporpama, piB€Hb BUIIOL
OCBITH

XapakTepucTUKa HaBYaJIbHOL
JUCLUILIIHA
(denna ¢popma nasuanms)

KinbkicTh KpeauTiB —

8,5

KinbkicTe MOsyIIB —2

KuIbKicTh 3MICTOBUX
MOAyJiB — 4

[HauBiTyanbHe
3aBIaHHS KYPCOBUU
IIPOEKT

3arajgpHa KiUJIBKICTh
TOIVH
nenna — 112 / 255

KiIbKicTh THKHEBUX
TOJIUH JJI1 I€HHO1
dbopMu HaBUAHHS .
ayauTopaux — 5/7(4/7)

I'any3b 3HaHB

" 8
]
TeXHONOT1T"

(umdp Ta HaliMEHYBaHHS)

CrnemiajJbHICTH
125 - "KibepbOe3neka"

(koxt Ta HallMEeHYBaHHS)

OcBiTHs1 mporpama
i IMHUX 1
KOMVHIKAIIUHUX CUCTEM

(HaiiMeHyBaHHS)

PiBeHbL BHIIIOI OCBIiTH:
nepinii (0akaaaBpChKHiA))

OO00B’s13K0Ba

HaBuanbHuii pik

2023/ 2024
Cemectp
[ 8
Jexcnii
56 roaun

. . o1
IIpakTH4HIi, ceMiHAPCHKI )

0 romguH

~ JlaGopaTopHi "

56 roguu

CamocrTiiina po6oTa

143 ronunm

Bux kouTposo

ICIIUT

CriBBIAHOLIEHHS KUTBKOCTI TOJMH ayJUTOPHUX 3aHATH O CAMOCTIHHOT pOOOTH CTaHOBUTD:
1151 IeHHo1 opmu HaBuaHHs — 112/143
b AynuTopHE HaBaHTaXEHHS MO)Ke OyTH 3MeHIIeHe a0o 30imbliieHe Ha OJHY TOIUHY B
3aJIeKHOCTI B/l PO3KIIAY 3aHSATh.




2. MeTa Ta 3aBJaHHA HABYAJILHOI JUCIUILIIHHA

MeTta: 31aTHICTh aHaNI3yBaTH METOJOJIOTII0 CTBOPEHHS, OCHOBHI HaIpsiMH,
METO/IM, AJTOpUTMHU peanmizauii QyHkuid 3axucty iHdopmanii B iHpopmMaliiiHO-
KOMYHIKallIHUX cUCcTeMaXx, 3aco0M 3a0e3NeueHHs] OCHOBHUX BUMOT 1H(opMaliiHoOi
Oe3IeKH.

3aBaaHHsA: 3HATU Cy4yacHI MDKHApOJHI Ta BITYM3HSAHI CTaHAApTH 3
iHpopmarliiiHoi Oe3nmexku;  3HATHM 3arajbHl acleKTH NnpoOJeMaTHKU B raiysl
iHpopMarliitHoi O6e3eKH, a TaKoXK TeHJEHLIi 1 MEePCIeKTUBU CTBOPEHHS MEXaHI3MIB
3axucTy iHpopmaIllii Ta 3ac001B MOJI0TaHHS [IMX MEXaHI3MIB; PO3yMITH BIACTHUBOCTI1
iHpOpMaIIITHUX pPecypciB Ta TEXHOJIOTIH, AK 00’€KkTiB KiOepOe3nmeku, Ta BMIHHS
3MIACHIOBATH  Kiacudikamito  3arpo3  Oe3meni  iHQOpMaliiHUX  pecypcis,
Kracudikaiito Ta paHXKUPYBaHHS JDKEpENT 3arpo3 1 ypa3inuBOCTeH Oesrerri,
3aCTOCOBYIOYM CUCTEMHUH MiJIX1/1 Ta 3HAHHS OCHOB Teopii iHpopMalliifHOi Oe3neku; -
PO3YMITH TPUHIUIK i METOAHM TEeOpii 3aXUIIEHUX CHCTEM, OCHOBHHUX MEXaHi3MHU
3aXHCTy, SKI peani3oBaHi B CydYaCHUX OIEpAIIfHUX CHUCTEeMaX Ta CHCTeMax
yhnpaBiiHHS 0a3aMu JaHUX, BUJIIB 1 NOPUHAOMIB BUKOPUCTAHHS IKIIJIUBOTO
IPOrpaMHOro 3a0e3MneYeHHs Ta METO/[IB HOTO HeHTpasizallii.

IIporpaMHi KOMIIETEHTHOCTI:

e K3 1. 3xarHicTh 3aCTOCOBYBATH 3HAHHS Y TPAKTUYHUX CUTYAIISX.

e K3 2. 3nanHs Ta po3yMiHHA MPEIMETHOI 00J1aCTi Ta po3yMiHHA Mpodecii.

e K3 3. 3parHicTh npodeciiiHO CHUIKYBaTHCS JACPKaBHOIO Ta I1HO3EMHOIO
MOBaMHU SIK YCHO, TaK 1 MMChMOBO.

e K3 4. BMiHHS BHSBISATH, CTaBUTH Ta BHUpIIIyBaTH IpobOieMH 3a
npodeciiHUM CIPSIMYBaHHSIM.

e K3 5. 3marnicTh 10 momryky, oOpoOIeHHs Ta aHami3y iHpopMmariii.

o K® 4. 3patHicTh  3a0e3neuyBaTH  HEMEPEPBHICTH  Oi3HECY  3TIHO
BCTAHOBJICHOT MOJITUKYU 1H(POpMaIIiitHOT Ta/ab0 KibepOe3neKHy.

o K® 5. 3natHicTh 3a0e3mevyyBaTu 3axucT iHpOpMaIlii, mo o00poOyseTbCa B
iHbOpMaIliiTHO-TeIEKOMYHIKAIIMHNX ~ (aBTOMAaTU30BaHUX) CHCTEMaX 3  METOI0

peasizallii BCTAaHOBJICHOT MOJITUKH 1HPOPMaIIiifHOT Ta/abo KibepOe3neKu.

e K® 6. 3gaTHICTh BiTHOBIIOBATH IITaTHE (QYHKIIIOHYBaHHS 1H(GOPMAIITHUX,
iHbOpMaIliiTHO-TeJIEKOMYHIKAIIMHNX (aBTOMATU30BAaHMX) CHUCTEM TICHIS peanizarii
3arpo3 , 3A1iCHeHHs KibepaTak, 3001B Ta BIIMOB Pi3HUX KJIACIB Ta MOXOKEHHS.

o KO 7.3naTHicTh BHOpoBajKyBaTH Ta 3a0e3medyBatu (GyHKIIOHYBaHHS
KOMITJIEKCHUX CHCTEM 3axUCTy iHQopmaiii (KOMIJIEKCH HOPMATHBHO-TIPABOBUX,
Oprafi3aliifHiX Ta TEXHIYHUX 3aC001B 1 METO/IB, MPOIEAYP, TPAKTUIHUX MTPUHOMIB Ta
iH.).

e K& 8.3pgarHicTh 3IHCHIOBATH TPOIEAYPH YIPaBIiHHS I1HIMJICHTAMH,
MIPOBOJIMTH PO3CIIAyBaHHS, HAIABATH iM OILIIHKY.

e K® 9. 3partHicTh 3pailicHIOBaTH TMpodeciiHy IsNIbHICTH Ha OCHOBI
BIIPOBA/I>)KEHOT CUCTEMU YHPABIiHHS 1HPOpMAIIHHOI0 Ta/a00 KiOepOe3IeKu.

e KO 11. 3naTHICTh BHUKOHYBAaTH MOHITOPUHI TMPOIECIiB (PYHKIIOHYBAHHS
iHdopManiitHuX, 1H(GOpPMaLIITHO-TEIEKOMYHIKAI[IMHUX (aBTOMATU30BaHUX) CHUCTEM
3T1JTHO BCTAHOBJICHOT MOJITUKHU 1HPOpMAIlIHHOI Ta/ab0 KibepOe3neKH.

o K® 12. 3natHicTh aHANi3yBaTH, BUSBIISITH Ta OIIHIOBATH MOJXKIIMBI 3arpO3H,



Ypa3MBOCTI Ta JeCTa0LII3yl0ul UYMHHHUKM 1HQOpMaUiHOMY MpOCTOpy Ta
1HpOpMaIIITHUM pecypcaM 3TiIHO 3 BCTAHOBJIEHOIO MOMITHUKOIO 1HPOpMalliitHOi Ta/abo
kiOepOe3neKu.

IIporpamMoBHi pe3yJIbTaTH HABYAHHA:

e JIPH 1 3actocoByBaTH 3HaHHS JEp>KaBHOI Ta 1HO3EMHHUX MOB 3 METONO
3a0e3nedeHHs ePeKTUBHOCTI MPOo(deciitHOT KOMYHIKAIII.

e JIPH 2 OpranizoByBatu BiacHy HpodeciiiHy IisIbHICTb, 0O0UpATH
ONTHUMAJIbHI METOAM Ta CIIOCOOU PO3B’SI3yBaHHA CKIIAJIHUX CIEllali30BaHUX 3a/]a4 Ta
OPAKTUYHUX MTPoOseM y npodeciiiHiil AISIbHOCTI, OL[IHIOBATH 1XHIO €()EKTUBHICTb.

e [IPH 3 BukopuctoByBaTH pe3yJbTaTH CAMOCTIHHOTO MOIIYKY, aHAII3y Ta
cuHTe3y iHopmallii 3 pi3HUX JKepen Uil e()EKTUBHOTO PIIICHHS CIeIiali30BaHUX
3a1a4 npodeciitHOT AisTBHOCTI.

e [IPH 4 AnanizyBaTu, apryMeHTYBaTH, NPUUMAaTH PIlIEHHS IPU PO3B’A3aHHI
CKJIAAHUX CHEI[laTi30BaHUX 3a7ad Ta MPAaKTUUYHUX TMpodiieM Yy mpodeciitHii
TISTTBHOCTI, SIKI XapaKTEePU3YIOThCS KOMIUICKCHICTIO Ta HEMOBHOK BU3HAYCHICTIO
YMOB, BIIMOBI/IaTH 32 MPUUHATI PIILICHHS.

e JIPH 5 ApanTyBaTucsi B yMOBaX 4acToi 3MIHM TEXHOJIOTM mpodeciiHoi
JISUTBHOCTI, TPOTHO3YBATH KIHIIEBUHM PE3yJIbTar.

e [IPH 7 [diaTm Ha OCHOBI 3aKOHOJIaBUOi Ta HOPMATHUBHO-NPABOBOI 0Oa3u
VYkpaiHu Ta BUMOT BIAMOBIAHUX CTAaHIAPTIB, y TOMY YHUCII MDKHaApOJHUX B Taly3i
iHpopMaliitHoT Ta /abo KibepOe3neKu.

e [IPH 8 I'oTryBaTu mpomo3uilii 70 HOPMATUBHHUX aKTIB IOJ0 3a0€3MCUCHHS
iHpopMaliitHo1 Ta /abo KibepOe3eKu.

e [IPH 9 BmpomamxyBatu mporecHu, mo 0a3yrThbCS Ha HaIllOHAJbHHUX Ta
MDKHApOJHUX CTaHJIapTax, BHUSABICHHS, 1IeHTHdIKAIlIi, aHATI3y Ta pearyBaHHs Ha
IHIIMEGHTH 1HpOpMaIliiHOT Ta/abo KibepOe3neKu.

e [IPH 10 BuxonyBaTh aHali3 Ta JEKOMIIO3UIIIO iHOpPMAIIHHO-
TEJICKOMYHIKAIlIHHUX CHCTEM.

e [IPH 11 BukonyBaTu aHaii3 3B’sA3KiB MK 1HGOPMAIIMHIMU MPOIIECaMH Ha
BiJITAJICHUX OOUYMCITIOBAIbHUX CUCTEMAX.

e [IPH 12 Po3pobnsatu Mozeni 3arpo3 Ta MOpyIIHUKA.

e [IPH 14 BupimyBaTu 3aBHaHHs 3axXUCTy MporpaMm Tta iHdopMaIii, 1o
o0poOnsieThest B 1H(MOPMAIIITHO-TEIEKOMYHIKAI[IHHUX ~ CUCTEeMaxX  IPOrpaMHO-
amapaTHUMH 3aco0aMM Ta JaBaTH OIIHKY pPE3yJbTaTUBHOCTI SKOCTI MPUHHATHX
pIlICHB.

e [IPH 18 BukopucroByBatH mporpamHi Ta mporpamMHo-anapaTHi KOMIUIEKCH
3aXUCTy 1HPOPMAIITHIX PECYPCIB.

e [IPH 19 3acrocoByBatu Teopii Ta METOAU 3aXUCTy [Jsi 3a0€3MEUCHHS
6e3mnekn iHGopmarllii B iHPOpMaIIifHO-TEICKOMYHIKAIITHIX CHCTEMaXx.

e [IPH 20 3abGesneuyBatu (HYHKI[IOHYBAaHHS CHEIIAJIbHOTO MPOrPaMHOTO
3a0€3MeUeHHs], OAO0 3axucTy 1H(opMallli B PYHHYIOUMX MPOTPAMHUX BIUIMBIB,
pyHYIOUUX KOAIB B 1H(HOPMALIHO-TEIEKOMYHIKAI[IHHUX CUCTEMAX.

e [IPH 27 BupimyBatu 3ajadi 3aXHCTy MOTOKIB JaHUX B 1HGOPMALIAHUX,
1H(pOopMaIliitHO-TeIeKOMYHIKAIIMHUX (ABTOMAaTU30BaHUX) CUCTEMAX.

e [IPH 31 3acrocoByBaru Teopii Ta METOAU 3aXUCTy [Jsi 3a0€3MEUECHHS
0e3MeKu eIeMeHTIB 1H()OPMaLIfHO-TEIEKOMYHIKAI[IHHUX CUCTEM.



e [IPH 34 IlpuiiMatu yyacTh y po3poOIi Ta BOPOBAIKEHHI CTpaTerii
iHpopmarliiiHoi Oe3neku Ta/abo KiOepOe3neku BIAMOBIAHO A0 LUIEH 1 3aBAaHb
oprasizartii.

e JIPH 50 3abe3neuyBatu (YHKI[IOHYBaHHS MPOTPaMHUX Ta MPOrpaMHO-
amapaTHUX KOMIUIEKCIB BHSBIEHHS BTOPIHEHb pI3HMX pIBHIB Ta  KJAaciB
(CTaTUCTUYHUX, CUTHATYPHUX, CTATUCTUYHO-CUTHATYPHUX ).

e [IPH 51 ITiaTpuMyBaTu npaie3aaTHiCTh Ta 3a0e31edyBaTd KOH(IrypyBaHHS
CUCTEM BUSBJICHHS BTOPTHEHb B 1HPOPMAIIIITHO-TEIEKOMYHIKALIITHUX CUCTEMAX.

e [IPH 53 BupimyBaTu 3aaadi aHaiizy OpPOrpaMHOro KOAY Ha HasBHICTh
MO>KJIUBHUX 3arpo3.

3. IIporpama HaBYAJIbHOI IUCUUILTIHH

Moayas 1.
TEMA 1. 3axuct nporpam Ta JaHHX

[Ipeqmer, ™Metra BuBUEGHHS 1 3agadi guciuruiind. CTpykTypa Ta 3MICT
JUCIUIIIIHA 1 METOJMYHI peKOMEeHJallii moa0 ii BUBUEHHS. Miclie MUCHMIUIIHU Y
HaBYAJIBHOMY TIporeci. Bumorm 10 3HaHb Ta BMIiHb THX, XTO HaBYAETHCS.
XapakTepucTHKa PEKOMEHJOBAHMX IIiJl 4Yac BHUBYCHHS JHUCHUILIIHU JDKEpPE
iHpopmarii. XapakTepUCTHKa Cy4aCHOTO CTaHy TMpoOJieMaTHKH B  Taly3i
3abe3reueHHs 3axXucTy iHdopmMailii B iHpopMaiiHuX 1 KOMyHIKAI[IHHAX CHCTEMax Ta
MEpeKax.

Pyiinyroui mporpamui 3aco6u (PII3). Turmm PII3. Tenaeniii po3sutky PII3.
Mertoau 3axucty Big PII3. Hemomiku icHyrounx 3aco0iB 3axucty Big PII3

Tunu mkimmBoro I13. Knacudikamis mkigmuBux nporpam. [IpuHnmmm
CTBOPCHHSI Ta aHaJi3y TPOSHCHKHX Tporpam. JKuTTeBui 1uki Bipycy. [lpuHImunu
CTBOPCHHS Ta aHaJIi3y BIpYCIB.

[Ipotumais 1 BUSABICHHS TPOSHCHKUX MpOTpaM, 4YepB’sikiB Ta BipyciB. OCHOBHU
poboTH aHTUBIpyCHUX mporpamm. CHUrHaTypHUM aHaji3. EBpHCTHYHI aHali3aTOpH.
[loBeninkoBi Omokatopu. Ilpotumis mkigmmBomy komy. Ilkimmuee I13 s
MOOUTBHUX MPUCTPOIB.

3axucT mporpaMHoOTro 3a0e3nedeHHs. [nentudikaiis mporpam Ta 3aXucT
aBTOPCHKUX MPaB

Tema 2. 3axucT B onepamiiHux cUCTeMaXx.

Mexani3mMu 3axucTy omnepamiianx cucteM [lizcucrema Oe3mexku ornepariitHol
CHUCTEMH Ta BHKOHYBaHI Her0 (QyHKIli. Peamizaisa migcuctem Oe3nekd y HaWOLIBII
PO3MOBCIOKCHUX ONeparifanX cucrteMax. KpuTepii 3aXWIEeHOCTI omepariiHux
CUCTEM

Onepariitna cuctema 10S. Onepariiina cuctema Android. Onepariiina cucrema
Windows Phone. Onepariiitna cuctema BlackBerry.

Opranizauiss koutponto poctyny B OC. PyTkiTH Ta MINUTYHCBKI MPOrpaMH.
[HCTpyMEHTH, 1110 BUKOPUCTOBYIOTHCS JJIA 3/A1MCHEHHS aTak Ha OIepaliiHl CUCTEMHU.
ATaka Ha napoJibHui 3axucT. [IpoTuiga atakaMm Ha omnepailiifiHi cuicTeMu

[lepenoBuenns Oydepy. IlonsaTrs crexky Ta kynu. DYHKIII CTEKY BHKJIHUKIB.
CermenTariss nam’sti. [IpuunHM BUHHKHEHHS TepenoBHeHHs Oydepy. 3axuct BiA
nepenoBHeHHs Oydepy. 3ano0iraHHsd BUKOHAHHS JaHUX.



Monys 2.

Tema 3. 3axuct B Mepexax

Metonu Ta 3acobu peanizalii 3arpo3 B KOMIT IOTEPHUX CUCTEMAaxX Ta MEpExax.
3arayibHi MOHATTS (3arpo3a, Bpa3jIMBICTh, aTaka, HECAHKI[IOHOBAHA JIis, TOPYIIHHUK).
Knacudikaris mopyniHukiB 1 TUIIB 3ac001B peanizaiii 3arpo3. Knacudikaris 3arpo3
Oesneku 1HQopMarlii, MO mnepenaeTbes Mo Mepexi. Kiacudikaiis crnocoOiB
MOPYIIEHHS AaBTEHTUYHOCTI CyO’€KTiB Ta gaHuxX. [loTeHIHI MOXIJIMBOCTI
MOPYILIEHHS 3aXUIIEHOCT] JAaHUX, 1110 MepeAatoThCs Mo 1HPOPMaLIHHUX KaHaTaX.

3acobu 3a0e3nedeHHs 0e3MeKr B OOYMCIIIOBAILHUX MEpeXaX. 3aXxHhCT CEpBEpIB
Ta poOouMx CTaHIid. 3aco0U 3aXUCTy JIOKAIBHUX MEPEXK NpH MPUETHAHHI 0
[atepHeTy. TexHOOTIE MKMEPEXKHUX €KpaHiB TeXHOJIOTid BIpTyalbHUX MPUBATHUX
Mepex. Metonu Ta 3aco0u 3aXUCTY MOOLTHPHOTO MPOTPAMHOTO 3a0e3MeYeHHS

besrnieka BeO-cepBepiB Ta BeO-3acTOCyBaHb. BpasnuBocTi BeO-cepBepiB Ta BeO-
3actocyBaHb. Bumm arak Ha BeO-cepBep. Buam artak Ha Be0-3acTOCYBaHHSI.
Mexanizmu 3axucty BeO-cepBepiB Ta BeO-3acTocyBaHb. [13 1isi ckaHyBaHHS BeO-
cepBepiB Ta Be0-3aCTOCYBaHb Ha BPA3NUBOCTi. TeCTyBaHHS Ha BPA3MBICTh /IO aTak.
Mertoauka oOuIHKKM BpasnuBocTte. TectyBanHss Ha BpasnmuBocTi. CkaHepu
BpasnuBoctel. [locnioBHICTh M1l MpU BUKOHAHHI TeCTyBaHHS BeO-cepBepiB Ta BeO-
3aCTOCYBaHb Ha BPa3JIMBICTh 110 aTak 3rimHo 3 OWASP.

Mexanizsmu D0S/DDoS arak. O0’ektu ta Buau DOS arak. 3axuct  Bifg
DoS/DDos arak.

besrnieka B Oe3npoBinHUX Mepexax. 30ip iHpopmMallii npo 0e3mpoBiIHI MEpexKi.
[udpyBanus Ta aBTeHTU(IKALS B OS3MPOBITHUX Mepekax. ATaka Ha Oe3mMpoBiIHI
Mepexi. 3acobu 3axucTy Bix Oe3mpoBigHux arak. Bluetooth

Moayas 3.
Tema 4. 3axucm 6 cucmemax nepeoaui OGHUX ma CUCHEMAX 38 °A3KY

Meroau Ta TexHojorii 3axucty iH(opMalii B cucTeMax Iepeaadi JaHUX Ta
cUCTeMax 3B’S3Ky. 3acO0M 3aXHUCTy 3aXMCT 1HOpMallii B cUCTEMax mepenadi JaHuX
Ta cucTemax 3B’s3Ky. Opranizaiiiini 3acaau 3a0e3nedeHHs 3aXucTy iHpopMmairii

Tunu arak Ha cucTteMy Ieperadi JaHuX. MexaHI3MH 3aXHCTy BiJ arak.
OTtpumanns iHbOpMaIlii mpo opraHizailito, ii MEpexKy, By3JH Ta CEPBICH 3 BIIKPUTUX
mxepen. Crocobu mpoTuali macuBHOMY 300py iH(popmMarrii. 3aco0u aKTUBHOTO cOOpY
iHbopMarii mpo cucremy nepenadi manux. [lomyk BpazmuBOCTEH Ta IHCTPYMEHTH
CKaHyBaHHS BY3JIIB CHCTEM Iepeaadi JaHWX Ta CHUCTEM 3B’SI3Ky Ha BPa3IUBOCTI.
Orminka 3axuieHocTi iHpopmarrii B cuctemax nepeaavi 1aHuX Ta CUCTEMaX 3B SI3KY.
Mexanizmu 3axucTy Bim 300py iH(opmariii, ckaHyBaHHS Ta NPOHUKHEHHS.
CucTtemu BUSIBICHHSI BTOPTHEHb Ta CUCTEMH 3aM100IraHHs] BTOPTHEHHSIM.

Monayas 4.

Tema 5. 3acanvni gidomocmi

Micue creranorpadiuHux cucteM y cdepi kibepOesneku.  TepMinu Ta
Bu3HaueHHd. [lpuHuunu noOymoBu cteraHorpadii. CTpykTypHa cxema Ta
MaTteMaTH4Ha MOJIeNib TUMOBOI cTterocuctemMu. IIporokonu. Metoau npuxoByBaHHS
iHpopmanii. Knacudikamiss metoniB creraHorpagii. Krnacuuna creranorpadis.
Komm'totepna cteranorpadia. I{udpora creranorpadis. MepexeBa creranorpadis.



Hudposi BoasHI 3HAKU

Tema 6. Bukopucmannsa cmezanozpaghiunux cucmem

Texnonoriuna cxema 3axucty. IlpuxoByBanHa iHQopmauii B TekcTi. MeTtoau
JOBUIBHOTO 1HTepBany. CHHTAaKCHYHI Ta CEMAaHTU4HI1 MeToau. [IpuXOBYBaHHS JaHHUX
B HEpPYXOMHUX 300paxkeHHsX. [IpuxoByBaHHS AaHMX B IpOCTOpoBOi obnacTi. Merox
3aMIHM HallMeHI 3Hauyymoro 0iTa. MeTona TCeBIOBUIIAIKOBOTO 1HTEpBaly. MeTon
0JIOKOBOrO MPUXOBYBaHHS. METOJ KBAaHTYBaHHA 300paxkeHHs. [IpuxoByBaHHS TaHUX
B 4acTOTHOI 00sacTi 300paxenHsa. Meron Koxa 1 XKao. Merog Xcy 1 By. Meron
Opiapix. Metoau posmupeHHs crnekTpy. Ctatuctuudi Mmetoau. CTpyKTYpHI METOIH.
[IpuxoByBaHHs naHMX B ay/i curHanax. KogyBanHus HaliMeHIn 3Hauymux 0iT. Meton
¢dazoBoro koayBaHHS. MeToa po3lIUpeHHA crekTpa. [IpuxoByBaHHA nOaHUX 3
BUKOPHUCTAHHSM JIyHA - CUTHATY.



4. CTpyKTypa HAaBYAJIbHOI TUCUMILTIHU

KinpkicTs roaun
Ha3Bu 3micToBUX Jlenna ¢gopma 3aounHa opma
MOJYJiBiTeM | Ycboro V Tomy uucIi Veboro V tomy uucii
a | m | mab. | c.p. hi§ 1§ nab. | c.p.
1 2 3| 4 5 6 7 8 9 10 | 11
Moayas 1
3micToBuii Mogyasb 1
Tewma 1. 3axucTt 10 3 18
porpam Ta JaHux
Tema 2. 3aXUCT B
onepaifHuX 10 12 22
cucTeMax
Pa3zoM 3a 3MicTOBUM 20 20 40
Moyseml
3micToBHii MOAYJIb 2
Tema 3 3aXUCT B
10 10 65
Mepexax
Pa3omM 3a 3micTOBUM 10 10 65
MOJIyJIEM 2
Pazom 3a mogynem 1 30 30 105
Moayas 2
3micToBHii MOIYJIb 3
Tema 4. 3axuct B
cHUCTEeMax Iepenadi
JIAaHUX Ta CUCTEMaXx 8 12 30
3B SI3KY.
PasoMm 3a 3MicTOBHM 8 12 30
MoysieM3
3micToBuii Mmoayanb 4
T.eMa 5 3qraﬂLHi 8 4 20
B1OMOCTI
Tema 6
BI/IKOpI/ICTaHI-.IH 12 12 44
cTeroHorpadigHUX
CUCTEM
Pa3om 3a 3MicTOBUM 20 16 64
Mojynem 4
Pazom 3a mogynem 2 28 28 94
Yenoro rogun | 255 56 56 | 143




5. Temu ceMiHApCHKHUX 3aHATH

KinpkicTs roaua

Ne
3/ Hasga Temu Jlenna popma | 3aouna Gopma
HaBYaHHS HaBYaHHSA
1 He nepeobaueno
Pa3zom
6. Temn NpaAKTHYHHUX 3aHATH
No KuipkicTh roauu
3/ Hasga Temu Henna popma | 3aouna gopma
HABYaHHSA HABYaHHSA
1 Kypcose npoexmyesanns 16
Pazom 16
7. Temu 1a00paTOPHUX 3aHATH
KinekicTs
Ne TOUH
iy Ha3Ba temu Jicara dhopma
HaBYaHHSA
1 | HocmimpkeHHsT  MOJJIMBOCTI  BHSIBJIGHHS  BIPYCHOiI  aKTHBHOCTI 4
BOymoBanumu 3acobamu OC.
2 | JlocaimkeHHST MOXKIIMBOCTI BUKOPHCTAHHS OIMCAHHWX BPA3JIMBOCTCH 4
JUTsl BOYJTOBYBaHHS B BIpYCHUH KOJT
3 JloCaDKeHHST  MOKJIMBOCTEH Bukopuctanus  Metasploit st 4
CTBOPEHHS Ta Bi/TaroPKeHHs €KCILIOMTIB.
4 | docnimkeHHs eeKTUBHOCTI aTak Ha MapOIbHUI 3aXUCT 4
5 | JochoimkeHHS aTakud TUIA <«IIePENOBHEHHsA Oydepy» Ta METOIIB 4
MPOTHIII.
6 JlocmimkeHHs: METO/IIB MMaCUBHOTO Ta aKTUBHOTO 300py iH(opmarii 4
PO MEPEKY.
7 | HochimkeHHs: MeXaHI3MIB 3aXUCTy Mepexi Bin 30opy iHdopmariii, 6
CKaHyBaHHS Ta POHUKHEHHS
8 JlocniKeHHs allrOPUTMIB 3aBaJJOCTIIKOTO KOAYBaHHS 4
9 | JocmipkeHHs: METOAIB M SIKOTO KOyBaHHS 4
10 | [opiBHANBHUI aHAII3 METO/IIB 3aBaIOCTIMKOTO KOTyBaHHS 4
11 | HocmimxeHHs MUPPOBOTO BOASHOTO 3HAKY 4
12 | HochmimxkeHHS  MOKIUBOCTEH  PO3MINIEHHS  TMOBIAOMIIEHHS Yy 4
TEKCTOBOMY (haiiini
13 | HochmimkeHHS  MOXKIUBOCTEH  PO3MINIEHHS  TOBIAOMIIEHHS Yy 4
rpadigHomy paitii
14 | HocnimkeHHS MOKIMBOCTEH PO3MILIEHHS MOBIIOMIICHHS Yy aymio 4
Gaitmi
Pa3zom 56




8. Camocriiina podoTa

HazBa temn

KinbkicTh
TOOUH

Jlenna

dbopma
HaBYaHHA

Pyitnytoui nporpamui 3acodu (PII13). Tunmu PII3. Tenmenuii
po3Butky PII3. Meromu 3axmcty Bix PII3. Hemomiku icHyroumx
3aco0iB 3axucty Bix PII3
Tumn mximeoro I13.  Krnacudikamis MWKIIMBUX — IPOrpaM.
[IpuHIMNM CTBOpPEHHS Ta aHai3y TPOSHCHKUX MporpaM. JKUTTeBUi
UK Bipycy. I[IpyHIMnu cTBOpeHHs Ta aHaii3y BipyciB

18

Opranzanis koHtposto goctyny B OC. Pyrkitu Ta
UIIMUTYHCBK] MporpaMu. [HCTpYMEHTH, 10 BUKOPUCTOBYIOTBHCS JUIS
3MIMCHEHHSl aTaKk Ha OmepauliiHi cucTeMU. ATaka Ha MapoJIbHUHN
3axuct. [IpoTuais arakam Ha orepariiiiHi CHCTeMHU

22

besneka BeO-cepBepiB Ta BeO-3acTocyBaHb. BpasnuBocTi BeO-
cepBepiB Ta BeO-3acTocyBaHb. Bumu atak Ha BeO-cepBep. Buam arak
Ha Be0-3acTOCyBaHHSI. MexaHI3MH 3aXHCTy BeO-cepBepiB Ta BeO-
3actocyBanb. 13 1 ckanyBaHHSI BeO-cepBepiB Ta BeO-3aCTOCYBaHb
Ha Bpa3iIMBOCTI. TecTyBaHHS Ha Bpas3IUBICTh M0 arak. MeTtoauka
OIlIHKKA Bpa3nuBocTel. TectyBaHHs Ha BpasznuBocTi. CkaHepu
BpazimBocTel. [locmioBHICTh NIl MpyU BUKOHAHHI TECTyBaHHS BeO-

cepBepiB Ta BeO-3acTOCyBaHb Ha BpA3JIMBICTh /IO aTak 3TiIHO 3
OWASP.

65

Tunu atak Ha cucTemy mepenadi qaHUX. MexaHI3MHU 3aXHUCTY
Bin arak. OtpumanHs iH(doOpMaIlii Mpo opraHizamito, i MEpexy,
BY3JIM Ta cepBich 3 BiAKpUTHX DKepen. Crocobu mpoTumii
nmacuBHOMY 300py iHopmariii. 3acodu akTuBHOTO cOOpPY iHPOpMaIii
npo cucTeMy Tmepenmadi  gaHux. [lomyk BpasnamBOCTed Ta
IHCTPYMEHTH CKaHyBaHHS BY3JIIB CUCTEM Iepeiiadi JaHUX Ta CUCTEM
3B’s13Ky Ha BpaznuBocTi. Orinka 3axumieHocTi iHdopmarii B
crcTeMax Iepeiadi JaHuX Ta CHCTEMax 3B SI3KY..

40

Kuacidikarris MeroaiB  crera”orpadii.  Kimacuuna
creradorpadis. Komn'rorepna crera”Horpadis. [udposa
creradorpadis. MepexeBa creraHorpadis. Ludposi BoxsHi
3HaKH

20

Cratuctnuni meroau. CTpykTypHi MeTou. [IpuxoByBaHHS 1aHUX B
aynicirnanax.KomipoBanie HaiimMmeHm 3Hauymux ©Oir. Merton
(dazoBoro komyBaHHs. MeToa po3IIMpeHHs criekTpa. [IpuxoByBaHHS
JTAHUX 3 BUKOPUCTAHHSIM JIyHA - CUTHAITY.

44

Pazom

143

9. InguBinyaabHi 3aBIaHHS

3/m

KinpkicTh rogua

Ha3zpa temu JHenna gopma
HaBYaHHS

3aouHa popma
HaBYAHHS

Kypcosuu npoexm




10. MeToam HaBYaHHSA
[IpoBeneHHsT ayAUTOPHUX JIEKIIH, TPAKTUYHUX 3aHATh, KOHCYJbTAIlIN, a TAKOXK
caMocTiiiHa poOOTa CTYICHTIB 3a MaTepiaiaMu, OmyOIiKoBaHUMU Kadeaporo.

11. MeToau KOHTPOJIIO

[IpoBeneHHSs TOTOYHOIO KOHTPOJIO, MNHCHBMOBOIO MOJYJIBHOIO KOHTPOJIIO,
M1CYMKOBUH KOHTPOJIb Y BUTJISAJIL ICTIUTY.

12. Po3noaia 6aJiB, IKi OTPUMYIOTh CTY/AEHTH

[TincymkxoBuii TecT
(3amix/icnuT) y pasi BIIMOBHU
[ToTroune TecTyBaHHS 1 caMOCTIitHa poOoTa Cyma BiJ1 OaJIIB MOTOYHOTO
TECTYBaHHS Ta 32 HasIBHOCTI

JIOTTYCKY JI0 3aIKY/ICIIUTY

Monyns 1 Monyns 2
T1-T2 (T4) T3(T5-T6)
50 (50) 50 (50) 100 100

T1 ... T6 — Temu 3MICTOBHUX MOJIYIIIB.

[HIkaga ouinoBanus: HanioHaasHa ta ECTS

Cyma GaiiB 3a OriHka 3a HaIIOHAJIBHOIO MIKAJIO0
BC1 BUAM OmiEKa | ;174 ex3ameny, KypcoBOro
HaBYATBHOT ECTS npoexty (poboTH), VIS 3QUTIKY
TiSUTBHOCTI NPaKTHKN
90-100 A BIZIMIHHO
83-89 B o6be
75-82 C A00P 3apaxoBaHO
68-74 D 3a0BUILHO
60-67 E
: HE 3apaxoBaHoO 3
HE3aJ0BUIHHO 3 :
) MO>KITUBICTIO
01-59 FX MOYKJIUBICTIO TTOBTOPHOTO
MOBTOPHOTO
CKJIaZaHHs
CKJIaJaHHs

13. MeronuuHe 3a0e3me4eHHs

1. TlpesenTarii nekmii
2. KepiBaunTBO 10 MabopaTopHUX poOiT




14. PexomeHnaoBaHa Jiitepatypa

bazoBa
1. ITpockypin B. I'. 3axuct nporpam Ta 1aHux: HaBY. NOCciOHUK M.: BugaBHU4YMi HEeHTp
"Akamemia", 2012. 208 c.
2. Ipockypin, B.I'. 3axuct B onepatiiinux cucremax [EnexkTpoHHU# pecypc| : HaBY.
nociOHUK 11 By3iB. M.: 'apsiua minis - Tenexom, 2014. 193 c.
3. KonaxoBuu I'. @., I[lysupenko A. HO. Komm'torepna creranorpadis. Teopis Ta
npaktuka. K.: MK-IIpec, 2006. 288 c.
4. T'pubynin B. I'., OkoB 1. H., Typunuis 1. B. Iudposa creranorpagis. M: Comnon-
IIpec, 2002. 272 3

Homomixkna

. Cromminare B. CyuacHi komm'torepsi mepexi. Cno.: ITitep, 2003. 783 c.

. biprokoB A.A. Indopmarniitna 6e3nexa: 3axuct Ta Hanaa. M: IMK Ilpec, 2012. 474

C.

3. CxmspoB JI. MuctentBo 3axucty Ta 3nomMy iHpopmarii. Cn6.: BXB-IletepOypr,
2004. 288 c.

4. Mopenoc-Caparoca P. MuctentBo 3aBaiocTiikoro koayBaHHs. Metoju,
anroput™Mu, 3actocyBanHus. M: Texnocdepa, 2006. 320 c.

5. Auinos P. [TobynoBa 3axumennx kopnopatusaux mepex. M: JIMK TIlpec, 2013.
250 c.

6. €cin B.1., Ky3nemnos A.A., Copoxka JI.C. be3neka iHpopmaIitHux CUCTEM Ta
texnozorii. X.: TOB «EJJEHA», 2010. : 656 c.

7. PyiiHiBHI mporpaMHi BrumBH: HaBuaibHO-MeTOMUYHMIM MOCIOHMK. 3a pea. M.A.
IBanoBa. M.: HISIY MI®I, 2011. 328 c.

15. Indopmauiiini pecypcu

N —

1. http://www.solon-press/ ru

2. http://bookash.pro/ru/s/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D
1%8E%D1%82%D0%B5%D1%80%D0%BD%D1%8B%D0%B5+%D0%B2
%D0%B8%D1%80%D1%83%D1%81%D1%8B/



http://bookash.pro/ru/s/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D1%8B%D0%B5%2B%D0%B2%D0%B8%D1%80%D1%83%D1%81%D1%8B/
http://bookash.pro/ru/s/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D1%8B%D0%B5%2B%D0%B2%D0%B8%D1%80%D1%83%D1%81%D1%8B/
http://bookash.pro/ru/s/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D1%8B%D0%B5%2B%D0%B2%D0%B8%D1%80%D1%83%D1%81%D1%8B/
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