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ononentin, Kyuyk Hinu 'eopriisiu,
Ha Jwcepraltiiiny poGoty 3emustika I'copris AujipiioBuya
«MeTtom Ta 3acodu Juts 3a0e3neuctis kKibepOe3nekn cucTeMu
GaratodyHKIlHHUX dioTis Ge3ninoTHMX arlapatiB B yMoBax KOMOIHOBaHHX
kibeparak», noaany Ha 3100y1Ts CTYlICHS JIOKTOPA pinocodii
B ranysi suans 12 lndopmartiiini rexnosorii
3a crnietianbhictio 125 - Kibepbesrieka

1. AKTyaabHicTh TeMH ucepTaitii.

IIBMAKKI TEMI PO3BUTKY TEXHOJOrH Ta BCe OUILLIC MOUIMPEHHS CHCTEM
GararodyHKIIHHUX (GAOTIB Oe3nIOTHUX anapartiB y pi3HUX Tajly3six, BKJIHOHAIOYH
BIMCHKOBI, KOMEPILiHiHI Ta IMBIIBLHI cdepr, CTBOPIOIOTL 3HAYHI BUKIMKHK Yy KOHTEKCTI
kiGepOesneku. 3uauna KiibkicTh 00poGitoBaHMX JaHMx Ta X ruobasibHe
PO3MOAUICHHS Y PI3HUX JIOKALisIX CTBOPIOWOTL CEPHO3HY BPa3jIMBICTh IEPE/l
noTeHUinHMMKU kibepaTakamu. Y 1IbOMY KOHTEKCTi, po3pobka e(pekTHBHUX METOIB
Ta 3ac00iB JuIs 3abe3nevenns kibepbesneku cuctem 6e3MiIOTHUX anaparis B yMOBax
MOCTIMHO 3pocTalouux Kibepsarpo3 € HacyiHoto notpedoto. bepyuu 10 ysaru
HaA3BUYalHY CKJIQJIHICTh KIOEP3MOYMHHOCTI Ta TMOIIMPEHHS HOBUX 3arpos,
iIrHOpyBaHHs 1liel npolJieMd MOXKe MaTh CEpPHO3HI  HACHIAKH, BKIIOHAKOHM
MOpYILEHHS IPUBATHOCTI, PIHAHCOBI BTPATH Ta HABITH MONUJIUBICTh (i3UHHOI LIKOJIM.
Omxe, nocnijpkeHHs, npoBeieHe 3emisiHko [.A., € akTyajbHHM Ta BRXKIHBUM Y
KOHTEKCTi Cy4yaCHUX BUKJIMKIB Yy raiysi kibepbesneku.

2. 38’5130k po0OTH 3 HAYKOBUMH NPOrpaMaMH, IJIAaHAMH, TEMaAMH.

Haykosi jnocnijukenns BukoHaHHi 3100yBadem Ha kadeapi Komil'torepHux
cucrem, mepex 1 Kibepbesneku Hayionanenoco aepokocmiunoeo yuisepcumemy
im. M. C. JKykoscokoco «XAl» B pamkax naykoBo-jociiiiux poOit: «Haykosi
3acaau | meroam 3abesnevenns rapantoszaariocti (uiotis BIUIA inrenekryanbhux
CUCTEM  MOHITOPUHrY  noteHuiiino ueGesneunnx i BilicbkoBUX 06 ckris»
(IP Ne 01210112172, 2021-2023), «Meroaun, moxeni ta indopmaitiiini rextonorii
miaBuweHna  Haiiinoeri  rta  Gesnewnocti  cknaanux  IT-cuctem  mwa  eranax
pospobaenns rta Buposakenns» (AP Noe 01210113842, 2021-2023), «MeTosum,
nporpamHo-anaparii - 3acobm ta indopmainiini  rexnonorii  pospobietius i
MOJIEpHI3aLLT rapanTos3aTHuX KOMI'IOTEPHHX CHCTEM, mepex ta l'T-ingpactpykryp»

(ZIP Ne 0117005349, 2018-2020),  «Merojonoriss — cranoro  possurky  Ta
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iHdopmalliiHi TEXHOJIOTIT  3eJeHOro  KOMM'IOTHHTY  Ta KOMYHIKaIliit»
(JIP Ne 01180003822, 2018-2020) Ta y mixnapoaiomy rpoekri «Internet of Things:
Emerging Curriculum for Industry and Human Applications» (ALIOT, Ne573818-
EPP-1-2016-1-UK-EPPKA2-CBHE-JP, 2016-2019 pp.) 3a nporpamoio CC
ERASMUS +.

3. Auaaiz  3miery  auncepranii.  Crynins  o0rpynToBanocTi  HayKoBHX
M0JI0KeHb, BHCHOBKIB i pekomenaaitiii, chopmy/iLoBannx B AHCEPTANITL.

Po6oTa 3emasika [.A. € 3apepiieHO0 HayKOBOIO pobOTOIO, MICTUTHL aHOTAIlIIO,
BCTYI1, YOTUPH PO3JLiJH, BACHOBKH, CIIUCOK JIITEPATYpPH Ta JI0/IaTKH.

Jlucepraniiine  IOCHIKEHHS  MMPUCBSYCHE OJIHOMY 3 KJIIOYOBMX aclCKTiB
cyuacHol kibepbesneku - 3abe3neueHHIO 3axucTy cucrem Garatodyukiiinux dgaoris
Oe3niIOTHMX anapatiB B ymoBax noeaHanux kibeparak. Lle jocsractbes nuisxom
PO3pOOKHK Ta BNPOBAKEHHS METO/1iB Ta 3ac00iB /1S OLLIHIOBAHHS PU3MKIB Ta BUGOPY
eeKTUBHUX KOHTP3aX0/liB 3 ypaxyBaHHsIM 0COOIMBOCTEH TaKWX aTak.

OG'exrom  ananizy ¢ npouecn 3abestieuenns  Kibepbesneku — cuctem
Oararopynkuiinux Quoris Ge3ninoTHUX anapartiB Ha NPUKJIALL PI3HUX THITB IMX
anaparib.

[lepiumit po3nin poboTH NpUCBSYEHO peTesibHOMY aHajlizy eBOJIOLIT MOHATH i
XapaKTEpPUCTHK TaKMX CHCTeM, a Takox ixnix mnorpe6 y kibGepbesneni. Tyt
PO3IJIAHYTI €Tallk TEXHOJIONYHOIO PO3BUTKY B JlaHii cdepi Ta BU3HAUCHI CyHvacti
BMKJIMKH, NOB'A3aHi 3 KOMOIHOBaHUMM KibepaTakaMu. ABTOP TaKOXK MpoaHaslilyBas
mozieni Kibepbesneku assl pi3HMX TUMIB OE3MiJIOTHUX anaparTisB, BPaXOBYIOUM IXHIO
GyHkiioHanbHy pi3HOMaHITHICTB i cneuudiky ekcrutyarailii, a Takok B3aCMO3B'I30K
3 HAABHUMHM MOJLeasMK 3aDe3neyeHHa Kibepbesneku BiANoBiIHO 10 Kibep3arpos.

Y Apyromy po3jiijii MPONOHYETHCS HOBA MOJC/L KIOCPPI3ZHUHOT CHCTEMM, sKa
OIKUCYE KOHUENTYyallbHY CXEMy, BKJIIOHAKOUH pi3ti THIM anaparis ta indopmaitiiny
iHppacTpykTypy. Po3po6iieHO TEOPETHKO-MHOKMIINEG NPEACTABICHHS [POIPaMHo-
anapatHMX KOMIIOHEHTIB Ha PI3HUX PiBHAX iepapXii, 1O BPaxoBY€ 3arpoiu,
BPa3JIMBOCTI T4 aTAKH.

Y TpeThomy po3jiji  YJOCKOHANEHO METOJL ananisy kibep3arpos i iXtbol
KPUTHYHOCTI Juts KIGEepisnyiux CHETEM, 110 NOJSTAC B ASTANLHOMY OIUCE BILIMBY

Ha pi3Hi acniektu Gesneku Ta pospobii Moseneil komGinosanux kiGeparak.
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UeTBepTHIi PO3in npurcpsiueHo po3pobili MeToly BUOOPY KOHTP3AXOB, SKHii

nossonsic popmyBatH edekTuBHi cTpaTerii 3axucTy KiGepdi3MUHUX CHCTEM  BijL
pi3HMX 3arpo3.

BHCHOBKM, 110 BHIIMBAIOTH 3 KOXKHOIO poO3Jlijy, UITKO BijloOpakaiors
pe3ysibTaTh JIOCAKEHHS Ta BiNOBIAQIOTH 10CTABJICHM 3aBJaHHAM JCEepTallintol
poboTu.

Jlucepraitiiina po6ota odopmiena Bianosijio jio sumor nakazy MOH Ykpainu
Big 12 ciunus 2017 p. Ne 40 «llpo 3arBep/uKCHHS BUMOr J10  ohopMIIeHIs
ancepTaitiin. HaykoBa HOBH3HA 0ICPKAHNX Pe3yJibTATIB,

Jlucepraitis  npejctaBise co00l0 3HAUHMI  HAYKOBWH BHECOK y rajy3b
kibepbesneku. Cepes KIOUOBUX J0CATHEHD POGOTH CJIiJL BI/IBHAYUTH HACTYTIHE:

— nepuie - po3pobka mojenei Kibep@izuunnx cucrem OGararodyHKHiHHUX
dnoTiB 6e3niNIOTHUX anaparis, ki JAeTalbHO ONKUCYIOThH KOHLICNTYalbHY CTPYKTYpPY,
ob'canytoun pisni Mobinbhi nincuctemu Ta indopmartiiiny indpactpyktypy. Lli
MOJIeN HAlAl0Th MOXKIIMBICTL TCOPETUKO-MHOKHUHHOIO TMPEACTABJICHHS MPOrpaMmHo-
anapaTHUX KOMIIOHEHTIB Ha pi3nuX piBHAX icpapXii, BPaxoBYIOYW [1OTEHILIHHI
3arpo3M Ta BPa3MBOCTI, 110 crpuse GibII MOBHOMY aHallizy CHCTEMM Ta po3pobili
eeKTHBHMX KOHTP3aXOAiB JUISl 3aXMCTY aKTHBIB.

— apyre - BnockoHanewHs wMerony (IMECA) ananizy kiGepsarpos Ta
KPUTHUYHOCTI arak Ha akTUBM Kibep(izudHMX cuctem OGaraTodyHKLIHHMX (IOTIB
Oe3ninoTHux anapariB. Lle nocsAraeThCst 4Yepe3 peTeNbHWM ONMWUC BIUIMBY HA pi3Hi
acrniekTu Oe3neku Ta po3pobky Mozened KOMOIHOBAHMX MMOCIIIOBHO-NAPANCIbHHUX
kibeparak.

~ TPeTE€ - BJIOCKOHAJICHHS METOMy BHOOpPY KOHTP3axoJiB Juis 3abe3neHcHHS
kibepbesneku kibepdiznunux cucrem Oararodyukuiiinnx ¢aoris  Ge3ninorHunx
anapatis. lle jocsraerhcs uepe3 (opmyBaliHs  MHOXKHHM  KOHTP3axo/iB 3
ypaxyBaHHAM pi3Hux acriekTiB kibepOe3nekn Ta BUKOpUCTatng KpUTepiis Bubopy.

3aszHayeni JlocArHeHHs  CBIMATE NP0 3HAMHMI  BHECOK JMcepranta vy
3abe3neyenns kibepOesnexu cucrem Gararoyurkuiiinux guoris bIIA.

S. JlocToBipHicTh OTPUMANKX HAYKOBHX PEIYJILTATIE TA BUCHOBKIB,

JlocToBipHiCTh  OTPUMAHMX  HAYKOBMX  TA4  [PAKTHUHWX  Pe3y]hTaris
NIATBEP/DKYCTHCA LUIAXOM aHalli3y PUIHKIB, 1110 BUHMKAIOTL BHACHIIOK YCIILIHHX

Kibeparak, 3acTocoByioum sKicii i kinbkicni nokasiuku, Jlanuii ananis BHKOHYEThCS



4
3a JIONOMOTOI0 MAaTPHIlh KPUTHYHOCTI, SIKI OILIHIOIOTH PU3HKKU SIK TICPEIL, TaK I nichs
BIPOBA/KCHHS BIINOBIANMX KoHTp3axo/iB. /l0/1aTKOBO, JOCTOBIPHICTh PE3yJIbTarin
MIATBEPIUKYCTBCS  LIAXOM  OlliHioBaHHs 1oKa3nukiB  KibepOesnekn rta  BUOOpY
epeKTMBHHX KOHTP3aXO/iB Y BUNAJIKaX K O/JIMIHOUINX, TaK | KOMBiloBaHHX aTax.

Omxke, B aucepraitiiiniii pobori nocrapicie HaykoBe 3ap/ladis BHKOHAHO
MOBHICTIO, 3100yBay NOBHOIO MipoIo 0BOJIO/IIB METOJI0JI0TICIO HAYKOBOT SILHOCTI.

6. lMpakTHuna WIHHICTH OACPKRANNX PE3YyAbTATIB i pekoMenanii moao ix
MOAAABINON0 BHKOPHCTAHNS,

Jlucepraiiiina pobora Mae 3nauylly MnpakTHuiy BapTicTh, OCKiIbKK 11 HAayKOBI
pesyibTaTh MOXYTh OyTH BUKOpHCTaHi y pi3nux cdepax AisjibHOCTI, 30Kpema, B
HAYKOBO-JIOCHIIHUX Ta MPOCKTHUX ycranosax, IT-komnanisix, Ta HaBYajIbHUX
3akjajax s BOPOBALKEHHs BILNOBIAHWX kypciB. JlojaTkoBo, 1i pesyibtary €
BXJIMBUMHM JUISl Opradizailii, 1o cneuianizyiorbes y chepi 6e3neku indopmaitiiiimx
TEXHOJIOTIH, OCKIIBKM BOHM MOXYTh OyTH 3acTocoBaHi /Ul 3MillHEHHS KiDepOesncku
Ta PE3UTIEHTHOCTI HalloHANbLHOT KpuTu4Hoi |IT-indpacTpykTypu Ta 3axucry
inopmMalifHUX aKTUBIB B CTpATEriuHUX CEKTOpaxX IPOMHUCIIOBOCTI.

7. Ouiuka 3micty auceprauii, ii 3asepnieHicTb, AOTPUMAHHA TIPHHIUNIB
akajemMiynoi Q00poYecHOCTI Ta MNOBHOTA BHUK/JAAAHHA BHMOI HAYKOBHX
N0JI0%eHb T2 Pe3y/IbTaTiB B ONYOJIIKOBAHUX Npausx.

3a cBOIM 3MicTOM AuceprallifiHa pobora 3a00yBava 3emiustka [".A. noBHicTiO
Bianosijaac Ctannapry BuiLoi ocBiTH 3i cnietianbrocTi 125 — KibepGesneka.

Juceprauiiina npaus CBIAMMTH PO BaroMy HayKOBY TMPUKIAAHY JUS/IBHICTH
aBTopa 1a HOro BKJIA/l Y PO3BUTOK rainysi kKibepbesrncku Ta 3axucry indopmartii.
Bianosizno /10 nepesipku Ha TEKCTOBI CIIBHAIHIS, IPOBEACHOT 3r1IHO 3 BUMOIAMH
akajemiyHol YecHOCTi, MOKHA CTBEPKYBATH, 110 JMcepTaltiiina pofora 3emisiika
I"eopris  Aunpifiosuya BigoGpaxac pesyibraTi camMOCTIHHHUX JOCHALDKEHL Ta HE
MiCTUTL enemenTin danneudikanii, komninanii, paGpukaiii un nnariary. Asrop
4ITKO MOCHIAETLCA Ha BIANOBI/NI JUKepesa y BUKOPHCTAHMX IeSIX, Pe3ylibTaTax 1a
TEKCTax IHIIUX aBTopiB.

OcHOBHI  HAYKOBI HIPUHIKIIK A  PE3ybTath  JochiuKeHb 3emisiika 1A,
BiI0OpakeHi y cemu HaykoBuX 1Ipaisix, 30Kpema, JBi c1aTti B HayKOBHX (axoBux
BUpannax Yipainn kareropii "B, tpu crarti y BiAOMHX anmomMoBHMX Ky pHalax

kareropii "A", injekcosanux y Gasi nanux Scopus (Q3-Q4), Ta aBi crarri y
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nepioAMYHUX HAYKOBUX BHJIAHHSX, IO npoin:w}cconaui y Gasax jauux Web of
Science Ta/abo Scopus (Q3-Q4). PesyabrTaTi JMceprauiiinoi  pobotu Oy
MpeACTaBACH] Ha N'ATH HAYKOBUX KOH(pEPEHILIsAX.

Haykosuit pisent, rnyGaikaiili aBropa € JOCTaTHLO BHCOKHM, J& {i0ro
0COOMCTHUI BHECOK B KOXKHIH pobOTI € 4ITKO BHOKPCMIICHHM.

TakuM YMHOM, HAyKOBi pe3y/bTaTW, Onucani B JMcepTaiiinii poGoTI,
MOBHICTIO BUCBIT/EHI Y HAayKoBuxX ny@uikaitisx 37100yBava.

8. Henoalikm Ta 3ayBamenns 10 ancepraniiinoi poborw.

I.Y posuini 3 BuKkopucTOBYEThes MeTol oulinku 3arpo3 IMECA-ananis 6e3
MOPiBHAHHSA 3 IHIWMMHK aQHAJIOTIYHUMKU MeTojaMu. YoMy 3acTOCOBYEThCsl came
IMECA metononoris?

2. Y posnini 3 asropom posrasaactses icpapxiuna moxeab IMECA. Ane, B
SBHOMY BMIJISlI BOHA HC JI€ HE TMOKa3yeThCss i HE TNPUBOJIMTHLCS TIpUKiaty il
BMKOPUCTAHHS.

3. B tpertbomy po3uiai 3 nmigposainy 3.5 npescraBieHa MOJIC]Ib OLIHIOBaHHSA
pU3MKiB KomGiHOBaHMX artak. AJie, BiACYTHC po3’sicHeHHs, WO B jauiii pobori
MAEThCA M1l JAHUM TEPMIHOM, i K BUABASIIOTHCS 11l KoMOiHallii arak.

4. Ha pucynky 4.14 ta iioro onucy BijiIcyTHs iH(popMmallis, 1110 332 pe3y/ihTaTH
Nepe/laloThes 3 KOKHOI'O eTarly Ta skUM HMHOM BOHU OyJlyTh BUKOPUCTOBY BATHCH.

5. Jlo Tabnuui 4.2 He mac noscHenus, sk Oyno chopmoBaHa BapTiCTh /10
KOHTP3aXOoJliB 1, IK eKcrepTH OylyTh HOro BU3HayaTH.

B uizomy 3a3HaueHi 3ayBaXKeHHs Ta HC/OJIKM HC € BM3HAYHHUMHU | HC
3MEHLIYIOTh 3arajibHy HAyKOBY HOBM3HY Ta [PAKTUYHY 3HAYHUMICTh PEC3ylibTaTiB
NpoBeAeHOI POOOTH.

9. Bucuosok.

Jluceprauiiina pobora 3emsisnka [A. ¢ 3aBeplicHOI0  HAYKOBO-LOCIIHOIO
pobOTOIO, KA MICTUTL HAYKOBO-OOIPYHTOBAH] PE3y/IbTaTH, MAC HAYKOBY HOBM3HY T4
Jla€  NEpCrieKTHBY  NOAAlBLIINX  Jlocijuketb,  Tema JIOCAULKEHHS  Bi/LNOBIAC
cnenianbHocti 125 — «KiGepbesneka».

BpaxoByroun BakiIMBICTL TEMH, OTpUMAHi pesyibTard Ta IXHIO NPaKTH4HY
3HAUYYLLCTh, BBAaXaAl0, 110 Jaucepraniiina poGora "Meroan Ta 3acobu  Juis
3abesneucuus  kiGepOesnekn cucremn Garatodynxuifiumx  duioris  Gezninoriux

anapatis B ymosax komGinosannx kiGeparak" I'copris Auapiiiosuua 3emnsiika
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BIANOBLIAE BCIM BuMOray HHIHOTO 3aKkononaBcTBa Y kpaiy, nepeGadenm b 1.6, 7.
" 2 "Tlopaaky npucy JUKEHHS erynens sokropa dinocodii 1a CKacyBamHs piuens
Pa3oBoi Byenof pau 3aknany punof OCRITH, Ay KOBOT yeTaonH npo —
CTYNens nokropa binocodii™, min 12 cjups 2022 poky Ne 44 3i sminamu 1a BUMOram
A0 odopmaenns aucepranii MOH Vipaitm min 12.01.2017 N 40, P
["eopriii Annpitiosuy 3emusniko, 3aCIYTroByC 1IpUCYUKEHHS HayKoBoro crynens

AOKTOpa inocodii 3i cneuiansnocri 125 — "Ki6epbesnexa",

Ononenrka:
npodecopka kadepu KoMI'loTepHoj
IHXCHEpIT Ta nporpamy Banns
Hauionansroro TCXHIYHOrO yHiBepcutery
«XapKiBchKHif MONITeXHiYHM IHCTHUTY T
AOKTOP TeXHIYHUX Hayk, npogecop

/' Hina KYYyK

« »

Mizanuc u kg,

3acBigyvfo:’

WMl CEKPETAP )
}Bilii};OHMbHOIO-TEXHI‘I HOr0 YHIBEPCHTET!

“XAPKIBCLKMI MONITEXHIUHKI IHCT,

{ 3ARUEB 10,7 |
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