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3a cnenianbhicTio 125 - KibepOesneka

1. AKTyaubHicThL TeMM aucepTauii

Y 3B'a3ky 3 OypXJMBHM pPO3BHUTKOM TEXHOJIOTiH Ta MHOMIMPEHHAM CHCTEM
OGararodyukiiiinux Quorie 6e3nijotHuX amapatiB y pizHux chepax, BKIHOYAIOYH
BiliCHKOBI, KOMEpIiiiHI Ta UMBLIBHI 3aCTOCYBaHHs, BUHMKAIOTH CEPiiO3HI BUKIMKH Yy
chepi kibepOesneku. 3nayna oOpoOka JaHUX LMMH CHCTEMaMH Ta 1X pO3ropTaHHsA B
pi3HUX JOKalisX pOOMTL 1X OCOOJMBO  ypasiMBHUMH Tepej  MOTEHIIAHUMH
kiGeparakamu. BpaxoByroun 1e, po3pobka MeToaiB Ta 3acobiB Ui 3abe3nedeHHs
KiGepOesnekn cucTeM OE3MITOTHUX anapaTiB y ymoBax KoMmOiHOBaHMX Kibep3arpos €
KPUTHYHO BasKJIMBOIO.

3 ypaxyBaHHSM IIOCTi{HOTO 3pOCTAHHsA CKJIHOCTI KiOep310uMHHOCTI Ta
3'sIBJICHHS] HOBHX 3arpo3, irHOpYBaHHS Ii€l MpoOIeMH MOXKe MPHU3BECTH JI0 CePHO3HMX
HACII/IKIB, BKJIIOYAIOUHM TOPYIIEHHS MPUBATHOCTI, (iHAHCOBI 30MTKM Ta HAaBiTh
MosMBicTs isnunoi mxoan. Omke, poGora 3emiasnka [A. Mae aKTyaibHICTh Ta

BaK/IMBICTB Y 3B'A3KY 3 Cy4aCHHMH BUKJIMKaMH y cdepi KibepOesrekH.

2. 3B’s30K po6GOTH 3 HAYKOBHMH NPOrpaMamMH, IVIAHAMH, TeMaMH
HaykoBi J0c/1i/keHHs BMKOHAaHHi 3700yBaueM Ha Kapeapi KOMITIOTEPHHX
cucTeM, MepeiK i Kibepbesnekn Hayionanono2o aepokocmiuno2o yHigepcumemy im. M.
€. JKykoscvkoeo «XAIy B paMkax HayKoBO-JOC/IIHHX pobitT: «HaykoBi 3acaau i
MeTo/M 3abesnedenns rapanto3gathocti ¢uotiB BIUIA  IHTEICKTYalbHUX CHCTEM
MOHITOPHHTY TOTEHIiiiHO HeOE3NEUHUX i BifiCbKOBHX 06 extin» (JIP Ne0121U112172,

2021-2023), «Meroau, Mojiesi Ta indopMaltiiini TeXHOIOTTT MiABHIICHHS Ha/(HHOCTI Ta




Oesneuniocti  ckimaanux  IT-cucrem Ha  eramax  po3poOsicHHS Ta  BIPOBAUKEHHS»
(IP NeO121U113842,  2021-2023), «Meroau, nporpamuo-anapatii - 3acobu  Ta
inpopmartiiini TexHomorii po3pobiaens i MojepHizallii rapaHTo31aTHUX KOMITIOTEPHHX
cucrem, mepesk Ta IT-indpactpykryp» (JIP Ne0 117005349, 2018-2020), «MeToo0ris
CTAJIOr0  pO3BUTKY Ta iH(opMaiiiini  TexHosorii  3eJeHoro  KOMI'IOTHHIY — Ta
KoMyHikauiit»  (JIP Ne 0118U003822, 2018-2020) Ta y MiKHAPOAHOMY TPOCKTI
«Internet of Things: Emerging Curriculum for Industry and Human Applications»
(ALIOT,  Ne573818-EPP-1-2016-1-UK-EPPKA2-CBHE-JP, 2016-2019 pp.) 3a
nporpamoro €C ERASMUS +,

3. Amaniz  3micry aumcepramii. Crynminb  0GrpyHTOBAHOCTI  HAYKOBHX
M0JI07KeHb, BHCHOBKIB i pekoMenaauiii, cpopmMyiboBaHHX B AHCepTANil

PoGota 3emusinka I'A. € 3aBepiieHol0 HayKOBOIO poGOTOIO, MICTHTL aHOTALIO,
BCTYII, YOTHPH PO3/1iJIH, BHCHOBKH, CIIMCOK JIiTEpaTypH Ta J10aTKH.

JlucepTrauiiine  J0CHi/DKEHHS NPHCBSYEHE  BaXIWBiH  npobsiemi  cyyacHOT
Kibepbesnekn, a came — 3abe3neuenio Gesnekn cucrem GaratodyHkiiitHux ¢GaoTiB
Oe3niyoTHUX anapaTiB B ymoBaX KomOiHOBaHMX KiOepatak. Metoto poGotu Oyiio
MiJIBUIICHHS piBHS KibepOe3nekn Takux CHCTeM uepe3 po3poOIeHHs Ta BIPOBAKCHHS
METO/IB Ta 3aco0iB pU3UK-OPIEHTOBAHOI'O OLIHIOBAHHS Ta BHOOPY KOHTP3axo/iB, 3
ypaxyBaHHsM crieiidiku KoMOIHOBaHHUX KibepaTak.

O0'eKTOM JOCITI/DKEHHsI CTajlu MpouecH 3ade3neueHHsi KibepOesneku cucrem
Oaratopyukuiitnux ¢GuoTiB  6e3nioTHUX amapaTiB, 3okpema, BIIUIA, B ymosax
KoMOiHOBaHUX KiOepaTak.

VYV  nepumioMy po3aiti  poOOTH  NMPOBEJCHO aHAM3  €BOJIOLIT  [MOHATH Ta
XapakTepuCTHK LHUX cUcTeM, iX moTped y 3alesnedeHHi kibepOesneku Ta cydacHi
BHKJIMKM Ta MpoOJIeMH, MOB'sI3aHi 3 KOMOIHOBaHMMH KibepaTakaMu. Takok po3risHyTo
Mojiei KibepOesrnekn uist cucteM OE3NUIOTHHX anapariB, 3 YpaxyBaHHIM IXHBOTO
(GYHKI[IOHAJILHOTO  Pi3HOMAHITTA Ta  OCOONMBOCTEHl  eKcrmuyartamii, a  Takox
B3aCMO3B'30K 3 ICHYIOUMMH Mo/iesisiMu 3a0e3rnedeHHs KibepOesnekn.

Jlpyruii po3aia npornonye Mojeib Kidepdiznunoi cucremu OaratodyHKIiHHUX

¢uroTiB 6E3MUIOTHUX anapariB Ta INPEACTaBIACPO3POOICHHS TEOPETHKO-MHOKHHHOIO



NPC/ICTABJICHHS  [IPOTPAMHO-aNapaTHUX KOMIIOHCHTIB Ha PI3HUX PIBHAX iepapxii,
BKJIIOYAIOUHM 3arPO3H, YPa3JIMBOCTI Ta aTaKH.

Y TperboMy po3jiili BJOCKOHAJIEHO METojl aHalidy Kibep3arpos Ta iXHBOT
KPUTHYHOCTI Ut KibepdiznaHoi cHcTeMu, 10 J03BOJISAE JAOKIAJAHO OMUCATH BIUIMB Ha
pi3Hi BIacTUBOCTI Oe3MeKH Ta po3poOnTH Mo/Iei KOMOIHOBaHNX KibepaTak.

YerBeptuii  posgini  poGoTH  TpONoOHye MeToj  BHOOPY KOHTP3axXojiB Ui
3abe3neyenns kibepOesnexkn Kibepdiznunoi cucremu, sKWii BpaXoBye pi3Hi aclekTH
KibepOesnexu.

BuchoBkn 10 posjiniB - witko cdopMmysiboBaHi i BIANOBiAAOTE - 3MICTY
JcepTaniinoi poboTu.

Jluceprauiiina pobora odopmiena BianosiaHo g0 Bumor nakazy MOH VYkpaiun

iz 12 ciunst 2017 p. Ne 40 «I1po 3aTBep uKeHHs BUMOT 10 0(OPMICHHS AUCEPTalliiy.

4. HaykoBa HOBH3HA O/IePXKAaHHUX Pe3yJabTaTiB

Jlucepraitiiide JIOCHDKEHHST TNPHHECIO BAaroMuil BHECOK y  3abe3neycHHs
KibepOesneku cuctem Oaratopynkuiiinux ¢uaotis  GesninorHux anaparis. Cepes
KJIIOUOBHX pe3yJIbTaTiB poOOTH BapTO BiJI3HAYMTH HACTYITHE:

— Briepuie Oyau po3pobieni mozerni Kibepdizuunol cuctemu Takux GI0TIB, AKi
BPAXOBYIOTh KOMIUIEKC MOOUIBHHX IJICHCTEM, BKJIIOYAIOUM JITaIbHi, Ha3eMHI |
MOPCHKI anapath, a Takox iHdopmaitiiiny inppactpyktypy. Lli mozeni Binobpaxaiors
IPOrpaMHO-anapaTHi KOMIIOHEHTH Ha Pi3HUX PIBHAX i€papXii, ypaxoBylOuH MOTEHIIHH]
3arpo3H, BPA3IMBOCTI 1 aTaky, IO J03BOJISIE OLIBII MOBHO PO3IJISAAATH CHCTEMY B
YMOBAX 30BHIIIHIX BIUIMBIB Ta po3po0.saTH eQEeKTHBHI KOHTP3aXOIH JUISL 3aXHCTY
aKTHBIB.

— 6yno BrockonaieHo Merol (IMECA) ananisy kibep3arpos Ta KpUTHUHOCTI aTak
Ha aKTHBH KiOepdiznuHoi cuctemMu GaraTodyHKIIHHUX (10TiB Ge3MLI0THHX anapatis.
I{e JOCSTHYTO 3aBJSKM PETEIBLHOMY ONMCY BIUIMBY Ha Pi3HI BIACTHBOCTI Oesneku Ta
po3pobii Mozesieit KOMOIHOBAHMX MOC/III0BHO-TIAPATCILHIX Kibeparak.

— BJIOCKOHAJICHO METOJ BMOOpY KOHTP3axo/iB julsi 3abesreueHns KidGepOesnexku
kiGepdisnunoi cucremu OGaratodyHkuiinux ¢uotis  Oesnizornux anaparis. Ile
JIOCATHYTO LILISIXOM  (hOPMyBaHHS MHOXKHHH KOHTP3aXO/iB 3 ypaxyBaHHsIM pi3HUX

acreKTiB KibepOe3neKkn Ta BUKOPUCTAHHS KpUTEPITB BHOOPY.




3a3HaucHi JIOCSTHCHHS CIli)l‘lZlTl) 1po 3HAUHUI BHECOK JIMCEPTAHTa y pO3BUTOK Ta

MmiBHIIeHHs Ge3nekn cuctem GaratoGynkiiiinux Guotis 6e3mig0THUX anapatis.

S. JlocTOBipHICTH OTPHMAHHX HAYKOBHX Pe3yJbTATiB T4 BUCHOBKIB

[TixTBep/KeH s 10CTOBIPHOCTI OTPUMAHMX HAYKOBHX Ta MPAKTHYHUX PE3y/IbTaTIB
3UHCHIOETBCA  LIUIIXOM  [IPOBE/ICHHS  aHANi3y PHM3MKIB  yCIimHMX  KiGepatak 3
BUKOPHCTAHHAM SIKICHUX 1 KiJIBKICHMX MOKa3HUKiB. JUis 1IbOr0 BHKOPHCTOBYIOTHCS
MATPHIL KPUTHYHOCTI, SIKI OLIHIOIOTLCS K J10, TAK i MiC/Is BOPOBA/LKCHHS Bi/INOBIIHUX
KOHTP3axo/1iB. Jl0/aTKOBO, JOCTOBIPHICTL PE3y/bTAaTIB  MiATBEPUKYETHCA HIIAXOM
aHasizy NokasHuKiB kiGepbesnexn Ta BUGOPY KOHTP3AXO/iB y BUITALKAX SK OKPEMHX,
TaK 1 KOMOIHOBaHMX aTak.

Omke, B Jwmcepraiiitniii  poGoTi mocTapieHe HayKoBe 3aBaHHS BHKOHAHO

TOBHICTIO, 3100yBay MOBHOIO MipOIO OBOIOIB METO/I0JIOTI€I0 HAYKOBOT [is/IbHOCTI.

6. IlpakTHyna WiHHICTBL OJepKAHMX Pe3yabTATIB i peKomenaanii mOA0 iX
N0AAJIbIIOr0 BHKOPHCTAHHS

Jluceprauiiine J0CHIUKEHHS Mae BeJMKE NPAKTUUHE 3HAYCHHS, OCKUIBKM
OTPUMaHi HayKOBi Pe3yIbTaTH MOXYTh OyTH yCHIlIHO BHKOPHMCTAHi B Pi3HOMAHITHHX
chepax aisibHOCTI. BOHM MOXYTh 3HAHTH CBOE 3aCTOCYBaHHS Y HAYKOBO-I0C/IIHUX Ta
MPOEKTHUX oprasizauiax, IT-koMnaHisx, a TakoX B yHiBEpCHTeTaX Ul BUKIAJaHHS
BIOBIAHUX AuctmILIiH. OKpiM 1boro, iHdopMallis, Haana y ancepTaiii, Moxke OoyTH
KOPHMCHOIO JUIsl OpraHi3alliif, siki crenianizyiorses y cohepi 6esneunnx indopmariiinmx
TEXHOJIOTiH. 30KpeMa, BoHa MOke OyTH BHKOpHCTaHa JUIs MOOY10BH Ta 3a0e3reueHHs
KibepOe3neky i pe3suIbeHTHOCTI HalionanbHoi kpuTiHaHoT I T-indpacTpykTypH, a Takosk
JUIst 3aXMCTY iH(OpMaIiHHUX aKTHBIB Y CTPATEriuHUX Taly3sX NPOMHCIOBOCTI.

7. Ouinka 3micTy Auceprauii, il 3aBepuieHicTb, AOTPHMAHHS NPHHUMMIB
aKaJeMi4HOi 100POYECHOCTI Ta MOBHOTA BHKJIAJAHHS BUMOT HAYKOBHX I0I0KeHb
Ta pe3yJIbTaTiB B ONMy0/1iKOBAHHX Mpausx

3a cBoimM 3micToM JMceprauiiiHa poGota 3100yBaua 3emusinka [.A. TOBHICTIO
Biznosijae Cranjapty BUIIOT OCBITH 3i cnienianbHocTi 125 — KiGepOesneka.

Jluceprauiiina npaiis CTaHOBUTE 3aBEPILICHY HAYKOBY JIOCHIHUIBKY POOOTY, sika
BI10Opakac 0cOOUCTHI BHECOK aBTOPA Yy PO3BUTOK HAYKOBOTO HATPAMY KiGepOesrneki

Ta 3axucty indopmanii. YV Xoai HepeBipkM HAa HASABHICTH TEKCTOBHMX 3aM0O3MUYEHb B




JMcepTaiiiiniii podoti 3po0JeHo BHCHOBOK, 1110 BOHA € PE3yJbTaToOM CaMOCTIiHHX
JIOCIIJPKEHDb aBTopa, nosbasiena exemMenTis (aisendikarii, kommissiiii, Gadpukarii abo
miariaty. ABTOP KOPEKTHO BKa3ye Ha BHKOPMCTAHHs i/eil, pe3yJabTaTiB Ta TEKCTIB
IHIIMX ABTOPIB, HAIAIOUN HAJICIKHI MTOCHIIAHHS Ha JUKEpe)Ia.

OCHOBHI HAYKOBi i€l Ta pe3yabTaTH J0C/i/UKEHb aBTOpa ACTAIbHO BUKIa/eHT y 7
HAyKOBHMX MpalsiX, 30KpeMa: 2 CTarTi y BITUM3HAHMX HAyKOBMX (DaXxOBMX BHIAHHAX
kareropii b, 3 crarTi y MikHapoauux kypHamax kateropii A, iHaekcopanux y 0asi
nannx Scopus (Q3-Q4), Ta 2 crarTi Y nepioMUHNX HAYKOBUX BUIAHHAX, iH/CKCOBAHMX
y Web of Science ta Scopus (Q3-Q4). Pesynnraru aucepraitii Gyam npejictasieHi Ha 5
HAYKOBHX KOH(DEPEHILisX.

Haykosuii pisens nyGuikariit aBropa BUCOKHA, MPHYOMY #0r0 0COOHCTHIT BHECOK
4iTKO NMPOCIIJIKOBYETLCS Y BCIX HAYKOBUX poOOTaX.

TakuM YHHOM, HAYKOBi pe3ysbTaTH, ONUCaHi B JucepTaliiiniii poGoTi, NOBHICTIO

BHCBITJICHI Y HAYKOBHX MyOJTiKalisix 3100yBaya.

8. HenoJiku Ta 3ayBaskeHHs 10 AHCePTaUiiiHOT poOOTH

1.V BCTyni AMCEpTaHT MepepaxoBye METOH, sKi OyJM BMKOPHCTaHi M 4ac
JIOCII/DKEHHS, alle He BKadye SKMH caMe METOj JUlsi PO3B’s3aHHS TEBHOT 3a/1ayl
BHKOPHCTOBYBABCSI.

2.V TpethoMy po3iiii AucepTalii BiACyTHE OOIPYHTYBaHHS JA0UIIBHOCTI BUOOPY
PH3HK-OpieHTOBaHOrO Miaxo1y Ha 6asi moaeni IMECA-ananisy.

3.Ha moio aymky, 3100yBad He Jyxe BAano cGopMyBaB HaszBH 10 JCSKHX
pHCYHKiB (Hanpukiaz, puc. 2.1, puc. 2.2, puc. 2.5), 3 OISy HA IX KOHTEHT.

4. Y po3nini 4 s OUiHKK epeKTHBHOCTI BUOOPY KOHTP3aXO/iB JUIsl Oe3MijoTHHX
arapartiB 3a KpuTepisMu Oy10 po3polieHa Ta BUKOPHCTOBYBAIACS MOJEb Tiepebopy.
Uy ne pouiibHo Oyino 6 Uit po3B’si3aHHs i€l 3a1aui BAKOPUCTOBYBATH, HANPHKIIAL,
Teopito rpadin?

5. Auroputvu, BigoOpaxeni na puc. 4.2 Ta puc. 4.3 (cTop. 157, crtop. 159)
oGy 0BaHo Ge3 AOTPUMAHHS BUMOT BiAIOBIAHOTO JICTY, BiCYTHI pO3/iJ0BI 3HAKH

(KoMa, Kparka, Kpamka 3 KOMOIO) Tricis (opmys, jeski aGpeBiaTypyt Ta CKOPOUCHHS

BiICYTHI y BiUIIOBiIHOMY Tepeltiky Ha ctop. 12 Too.




6. Jluceprauiitna poGora  micturs,  oporpaditni ra CrmricTuni HOMUIKH,

PYCHIMM, SKI JICHIO YCKAQIIOIOTE T pO3YMITIIS Hij1 4ac [pouuTaniz,

Y iAoMYy sasnaucii sayBasmKeHis 1a HeJ0MKn He ¢ KPUTHIHUMK | HE IMCHITYIOTE
JAraabiy HAYKOBY HOBU3HY Ta NPAKTHUIY 3HAYUMICTL pesyiptatin ucepraiifnog

poboTH.

9. Bucnonok

Jlucepraniiina  poGora 3emisinka WA, € 3apepuicHolo HAYKOBO-/I0CHIJIHOK0
pobOTOI0, SIKa MICTUTL HAYKOBO-0OIPYHTOBAHI pE3yaLTaTH, MAC HAYKOBY HOBUZHY T4
JlaC  TEPCHCKTUBH  NOJAbIINX  jocikenn,  Tema  jlocaijKents BiJIITOBIj1aC
crieriaiabnocti 125 — «IKibepbesnexay.

PO3rIsaionn  aKTyaipHicTh TEMH JIOCHIUKEHHS, OTpUMaHi pesyipTatv Ta ix
NpaKTHUHE 3HAYCHHSA, BBAXKAIO, WO jucepraitiiina pobora 3emuanka Ieopris
Auspiifosua  «Metoam  Ta  3acobm Ui zabesnieuenns  KibepOesneku  CUCTEMM
Garatodynkuiiinux ¢ioris Ge3nioTHUX anapatis B yMoBax komOiHoBaHux Kibeparaky,
BIZNOBIIaC BUMOTaM YHHHOT'O 3aKOHO/1aBCTBA YKpaTHHM, BKIIOYAIOUN BKa3aHi B [Ty HKTaxX
7. 8, 9 «Ilopsiky npucykenns crynens jokropa disocodii Ta ckacypanis pilicHHs
pa3oBoi BUCHOT pajin 3aKjajly BHMIIOT OCBITH, HAyKOBOT YCTAHOBM IIPO NPUCY/UKCHHA
crynens jioktopa dinocodiin Bix 12 ciuna 2022 poky Ne 44 Ta BHMOram Jio
odopmienns aucepranii MOH Ykpaiun Bin 12 ciunsa 2017 poky Ne 40. Bpaxosyioun
e, s BBaXalo, 1o aprtop, 3emisHko [eopriit AmujpifioBuu, 3aciayropye Ha
MpUCY/DKEHHS oMy HAayKoOBOIO CTyneHs jokropa dinocodii 3i cneuianpnocti 125 —

«KibepOesnekar.
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