PELIEH3IA

PenensenTa, K.T.H., JouenTa Teubkoro A.T.
Ha JucepTaniiiny po6ory 3emuasnnka ['eoprisi Anapiiiosuya
«MeToau Ta 3aco6n ans 3a6e3neyennsi KibepoesnekH CHCTEMH
6araTopyHKnilinnx ¢aoTis GesniIoTHHX anapaTiB B yMoBax KOMOiHOBaHHX
kiGepaTak», noxany Ha 3006yTTs cTyneHs nokropa ¢dinocodii
B ranysi snanp 12 — ludopmauiitni rexHosorii
3a crieriansHicTio 125 — Kibepbesneka

1. AKTyaJabHICTh TeMH AHcepTaNil.

HeobxinuicTe 3abe3neueHHs KibepOesmexku cucreM Oe3MiNOTHHX amapaTiB y
KOHTEKCTi 1X IIMPOKOrO 3aCTOCYBaHHsA B pi3HHX cdepax, BKIIOYArOYH BilCHKOBI,
KOMEpLIiiHI Ta UUBLIBHI ralysi, CTAHOBHTh CepHO3HMI BHKIMK Y CY4aCHOMY CBITI.
36insImeHHs 00CATY Ta PO3MOAIIEHHS JaHUX, AKI 00pOOJIAIOTECA TAKHMH CHCTEMaMH,
CTBOpIOE 1X BpPa3NMUBICTH mepen NOTeHMiMHUMEH Kibeparakamu. TakuMm d9HHOM,
po3pobka epeKTHBHHX METOHMIB i 3acobiB 3axHCTy Bin Kibep3arpo3 Hjasd CHCTEM
Oe3miNOTHHUX amapaTiB y CHUTYyalisX KOMOIHOBAaHHX aTaK € aKTyallbHOIO Ta KPHTHYHO
B2KIIMBOIO 33/1a4€el0. BpaxoByroun LIBKAKe 3pOCTAHHS CKIIAXHOCTI KiGep3noInHHOCTI
Ta ONIMPEHHs HOBHX 3arpo3, BiJICYTHICT YBArH O Ti€l IpoGIeMy MoXe IpH3BECTH
JI0 CepHO3HMX HACHiJKIB, 30KpeMa IOpYyIUeHHs MPUBATHOCTI, ()IHAHCOBI BTPAaTH Ta
MOXUIHBY (isuyHy mKofxy. Takum uuHOM, pobora 3emisrka I'. A. € Heo6xiaHoIO T2
Ba)KJIMBOIO B KOHTEKCTI Cy4aCHHX BHKJIMKIB y Trajy3i KibepbOesmexu.

2. 3B’sa30Kk poboTH 3 HayKOBHMﬁ nporpamMamMi, NJIaHAMH, TEMaMH.

HaykoBi focmipkeHHs BHKOHaHHI 3700yBadeM Ha Kadeapi KoMmHOTepHHX
cucreM, Mepex 1 KkibepOesnexku HanioHansHOro aepoxocmiquoro YHIBEPCHTETY
iMm. M. €. XykoBcekoro «XapkiBchkuil aBialifHHH IHCTHTYT» B paMKax HayKOBO-
nocuigaux pobit: «HaykoBi 3acamu i Meroau 3aGesreueHHs IapaHTO3JATHOCTI
¢norie BIUIA iHTeNnekTyanpHUX CHCTEM MOHITOPHHIY MOTOHLiHHO HeGe3nevHHX i
BifickkoBux o6’extiB» (AP Ne 01210112172, 2021-2023), «Metoau, Mozeni Ta
indopmauiiini Texuonorii mizsuienHs Hadiduocti Ta Gesameunocti cknapmux IT-
cucTeM Ha eranax pospobneHHs Ta BrpoBa/keHHs» (P Ne 0121U113842, 2021-
2023), «Meroau, nporpamHo-anapaTHi 3acobu Ta iH(popmauiiini Texmonorii
po3pobrieHHs i MOAepHi3auil rapaHTO3ATHAX KOMI'IOTEPHUX CHCTeM, Mepex Ta IT-
indpactpykryp» (AP Ne 0117005349, 2018-2020), «Merononoris cranoro PO3BHTKY



Ta iHQopMalifiHi TeXHomOrii 3el€HOr0 KOMI'IOTHHITY Ta KOMYHIKaIiii»
(ZIP Ne 01180003822, 2018-2020) ta y mixkaapoasomy mpoekTi «Internet of Things:
Emerging Curriculum for Industry and Human Applications» (ALIOT, Ne573818-
EPP-1-2016-1-UK-EPPKA2-CBHE-JP, 2016-2019 pp.) 3a mnporpamoro €C
ERASMUS +.

3. Ananiz  3micty amcepraumil. Crynminb 06rpyHTOBaHOCTI HayKOBHX
noJioXKeHb, BACHOBKIB i pekomenaauiii, chopMy/bOBaHHX B AHCEpTANiL.

Huceprauiiina po6ora 3emisaka I'. A. € 3aBepLIEHOI0 HAYKOBOIO Tpalelo, SKa
CKJIAIA€ThCs 3 aHOTalll, BCTYIy, YOTHPHOX PO3ALNiB, BUCHOBKIB, CIIMCKY JliTepaTypH
Ta JOJATKIB.

OcHoBHMM HanpsMKOM ii JociimkeHb € 3abe3nedeHHs KiGepOesrnekd cucTeM
Gararopyskuifiuux ¢uoTiB 6Ge3miOTHMX amapaTiB B yMOBax KOMOGiHOBaHMX
KibepaTak NUISIXOM pO3pOONEHHs Ta BIPOBADKEHHS METOXMIB i 3aco6iB pH3MK-
OpIEHTOBAHOI'O OLIHIOBAaHHA Ta BHOOPY KOHTP3axoliB 3 ypaXyBaHHAM cremudiku
Takux arak. O0'eKToM JociikeHHs € mpouecH 3abesnedeHHs Kibepbesnexu cHcteM
Garatopynkuifinux ¢uoTiB Oe3minoTHMX anapaTiB y CHTyauwisx KoMmOiHOBaHHX
Kibeparak, Ha NpUKIajAl Oe3NUIOTHUX JTiTATFHAX anaparis.

Y nepmioMy po3nini po60oTH mNpOBENEHO aHali3 €BONIOLIl IOHATH Ta
xapakrepuctuk cucteM BIIJIA Ta ix norpe® y 3abesneueHHi kiGepGesnexw,
BH3HAYEHO CYYacHi BHKJIMKM Ta nmpobneMH, noB'g3aHi 3 KOMOiHOBaHMMH
KibeparakamH.

Jlpyruii po3Ain MIPHCBSIYEHO pO3pobIeHHI0O Mozeni KibepdisudHOi cHCTEMH
GaraTopyHKIiHHUX (IOTIB Ge3NUIOTHHX amapariB Ta ii TEOPETHKO-MHOXHHHOMY
NpeACTaBJICHHIO.

Y TpeThoMy PpO3AUII BIOCKOHAJIEHO METOA aHamisy Kibepsarpos Ta iXHBOL
KpUTHYHOCTI s Kibepdizuynoi cucremu BITIA.

Y 4erseproMy po3fiini pospoGieHo MeTon BHOOPY KOHTP3axOmiB Ui
3abe3nedyeHns Kibepbesnexu kxibepdisuunoi cucremu BITIA.

BHCHOBKH, fiKi cOpMyNLOBaHi Ha OCHOBi Pe3yJITaTiB NOCIiZKEHb, YiTKO
Bifo6paXaloTh 3MicT aucepranjifiHoi poGOTH i BiANOBIZAIOTE NOCTABIEHHM
3aB/IaHHM.

Jluceprauiiina po6oTa odopmieHa BiANOBiHO 10 BUMOr Hakasy MOH Vipainu
Bix 12 ciuns 2017 p. Ne 40 «IIpo 3aTBepKeHHs BUMOT 10 ODOPMIICHHS AucepTaLii».



4. HayxoBa HOBH3HA oiep)KaHHX pe3yJibTaTiB.

Huceprauiiina po6ora npejcrapisic HAyKOBy HOBHU3HY Y coepi kibepbesnexy.
Cepen KIIIOYOBHX Pe3ynbTaTiB MOXHA BUAUTATH TakKi.

— PospoGneHo Mopgeni kiGepdizuunoi cucremn GaratodyHkuilnux dnoris
Oe3anUIOTHHX anapariB, $AKi KOHUENTYaJbHO OIHCYIOTh chMy Li€i cucTemuy,
06'enHyroun pi3Hi MOGINBHI mijfcHcTeMH — JIiTalbHi, HA3eMHi Ta MOPCHKi anapaTtu, a
TakoX iHQopmauitHy iHppactpykrypy. Lli Momeni 3abesnedyiors TeopeTHKO-
MHOXHHHE INPEICTaBIeHHS MPOrpaMHO-aapaTHUX KOMIIOHEHTIB Ha Pi3HUX PiBHAX
iepapxii, mo mo3Bosse Ginbll MOBHO aHaNi3yBaTH CHCTEMY B YMOBaxX 30BHIIIHIX
BILTHBIB Ta PO3POOISATH MHOXKHHY KOHTP3aXO/iB ISl 3aXHCTY aKTHUBIB.

— IMoxpameno metron (IMECA) ananisy kibep3arpo3 Ta KpUTHYHOCTI aTak Ha
akTHBH KibGepdizn4yHOi cucreMu GaraTodyHKUiHHUX (IOTIB 6Ge3NiJOTHHX anaparis.
Lle mocsATHYTO 3aBISKH JOKJIaJHOMY OIMCY BIUIMBY Ha pi3Hi BJaCTHBOCTI Ge3mexu Ta
po3pobui Moaeneit KOMOiHOBaHHX MOCTi JOBHO-TIApaJIEIbHAX KibepaTak.

— YIOCKOHAJICHO METOZ BUOOPY KOHTP3aXoAiB A1 3abe3nedeHns Kibepbesnexn
Kibepdismunoi cucreMu OaratodyHKUiMHMX ¢(oTiB Ge3minoTHMX amapatiB. Lle
JNOCATHYTO d4Yepe3 (OpMyBaHHA MHOXXMHH KOHTP3axOHiB 3 ypaxyBaHHAM pi3HHX
acTieKTiB Kibepbe3neky Ta BUKOPUCTaHHS KpUTepiiB BUOODY.

BBaxaio, mo pobora 3100yBaya € BHECKOM B 3abe3nedeHHs KibepOesnexu
cucTeM 6araTodyHKIIHHEX (IOTIB Ge3MiIOTHIX anapaTiB.

5. locToBipHiCTH OTPHMAaHHX HAYKOBHX Pe3yJIbTATiB Ta BHCHOBKIB.

OtpuMaHHs  AOCTOBIpHHX HAayKOBHX Ta  IPaKTHYHHX  pe3ylIbTaTiB
HiATBEPKYETHCA LUIAXOM aHAi3y pH3MKIB YCHIIIHHX aTak, 3aCTOCOBYIOYH fKICHI 1
KinbKicHi mokasHuky. JlaHWil aHali3 NPOBOXMTHCS 3 BHKOPHUCTAHHSAM MAaTPHLb
KPHUTHYHOCTI JO i micis BIPOBAa/UKEHHS BiANOBINHMX KoHTp3axoniB. KpiM Toro,
HNOCTOBIPHICTE  pe3y/NbTATiB MMiATBEP/UKYETHCA LUIAXOM OLIHKH IOKAa3HHKIB
kibepbe3nexu Ta BUGOPY KOHTP3aX0/iB Y BUNAJKaX K OKPEeMHX, TaK i KoMGiHOBaHHX
aTak.

Orxe, B auceprauiifHifi po6ori mocraBiieHe HAyKOBe 3aBJaHHS BHKOHAHO
TNOBHICTIO, 3100yBaY NNOBHOIO MipoIO OBOJIOJIB METOAOJIONIEI0 HAyKOBOI JisNIBHOCTI.

6. lMpaxruyna winmicTs oaepkanux pe3yabTaTis i pexomenaanil mono ix

NoAaJILIIOro BHKOPHCTAHHA,



JlucepTanis Ma€ 3HayHy npaKTHYHY LIHHICTb, OCKLIBKH OTPHMaHi HayKOBi
pe3yJbTaTH MOXYTb GyTH 3acTocoBaHi y pisHMX cepax HisnbHOCTI. BoHH MOxyTs
OyTH BHUKODHCTaHI Yy HayKOBO-ZOCHIJHMX Ta NPOEKTHHUX OpraHizamiax, B IT-
KOMIIaHIfX, @ TaKOX Yy HaByaJbHMX 3aKjafax i BHKJIAZAHHA BiATIOBIAHHX
mucumruti. KpiM  Toro, BomM 3HaliayTh 3acTocyBaHHs y cdepi Oe3meunmx
iHpopMaLIHHUX TEXHONIOriH, 30KkpeMa, y moby1oBi Ta 3a6e3nedeH kibepbe3neku ta
PE3WIBEHTHOCTI HalllOHANBHOI KpuTHyHOi IT-iHdpacTpykTypH, a TakoX [Uig 3aXUCTY
iHpopMaLiHHUX aKTHBIB CTPATeriYHMX rajy3eit mpoMHCIOBOCTI.

7. Ouinka 3micty AHcepTauii, ii 3aBepwieHicTb, JOTPHMAHHA NPHHIHIIB
aKaJemMivyHoi N00pOYECHOCTI Ta MNOBHOTA BHKJIAJAHHS BHMOI HAYKOBHX
NOJIO’KEHb TAa Pe3yJbTaTiB B ony0JIikoBaHHX Npausx.

3a cBOIM 3MICTOM AuicepTaliiiHa poboTa 3m00yBaya 3emisHka I'. A. Bigmosigae
CTaHZAPTy BHILO1 OCBITH 3i cneniansHocTi 125 — «Kibepbesnekay.

Huceprauiiina pobora npezncrasise co6ow 3aBeplIeHy HayKOBY Mpalio, fka
CBLIYMTH NpO 3Ha4yHHH OCOOHMCTHIf BHECOK 3m00yBadya y PO3BHTOK HayKOBOTO
HanpsiMy Kibepbesneku Ta 3aXucTy iHdopMaIrii.

AHani3 pe3ynbTaTiB IepeBipKM Ha HAjABHICTH TEKCTOBHX CIIBIAJiHb
MiATBEPIKYE, IO Jauceprauifina pobora I'eopris AmspapifioBmua 3eMIsHKa €
pe3yJIbTAaTOM CaMOCTiHHMX JOCHiIKeHb, 0e3 oO3HaK ¢anbCcHdiKamii, KoMIinamii,
¢abpukanii a6o miariaty. Bei BUKOpHCTaHi ifiel, pe3ynbTaTd i TEKCTH iHIIMX aBTOPIB
MAarOTh HaJIe)KHi IIOCHJIaHHA Ha BiATIOBIHE JXKEPEIIO.

BaxxnuBi HayKoOBi iei aBropa Ta pe3ynbTaTH AOCHiIKeHb BioOpaxKeHi y ceMu
HAyKOBHX MpaliX, 30KpeMa: ABOX CTATTAX Y BITYM3HAHMX HAayKOBHX BHJQHHIX
kareropii "B", TphOX CTATTAX Y AQHIVIOMOBHHX J>ypHajax Kareropil «A», fKi
ingekcyroThea y 6asi maHux Scopus (Q3-Q4), Ta ABOX CTaTTAX y NEPIOAMYHMX
HayKOBHX BHJAaHHAX, iHjexcoBaHuX y Gasax manux Web of Science Ta/abo Scopus
(Q3-Q4). PesynpraTH auceprauii TAKOX IPe3CHTYBANHCA HA II'STH HAYKOBHX
KOH(epeHLigx.

HaykoBuii piBeHp myOmikaliii 3100yBaya BBAXAETHCA AOCTATHRO BHCOKHM, A€
fioro oco6HCTHII BHECOK YiTKO BiACTEXYETRCA Y KOXKHiH pobori.

TakuM 4YHMHOM, HAYKOBI pe3y/JkTaTH, OIHCaHi B Juceprauiiiniii pobori,
TOBHICTIO BUCBIT/IEHI Y HayKkoBUX my6nikauiax 3nobysava.

8. Heposixku T2 3ayBakeHHs 20 AucepTauiiinol poGoru.



1. BincyTHe TOsicHeHHs, sK BH3HAUa€ThCA MOTEHLIa] MOPYLIHMKA 10
Tabmui 3.2, e MoKa3aHo, SKi MOKa3HHUKH 10 MOTEHI{iay BXOIATS 1 iX IIKaJIH.

2.V minposaini 4.1.1 BiscyTHe noscHeHHS Ta 0OIPYHTYBaHHS, 3a AKOIO LIKAJIOK0
Oyze OUiHIOBATHCH NPHUHHATHHIT pU3HK.

3. BiacyTHe nosicHeHHs, sk i ae 6yayTs 36epiraTucs copMoBaHi 3BiTH Ta iHmi
IaHi po aTaku Ha cucreMH (roTiB Ge3miNoOTHIX anaparis.

4. Tlix yac aHami3y ApPYroro Ta TPETHOr0 PO3AiJiB AMcepTallii BUABIEHO, IO
nonatku B ta I' He micTaTh iHdopmauii, ska Oyna 6 BaknMBOW0O A PO3YMiHHA
pilllcHb, 3alPONOHOBAHMX B OCHOBHOMY TeKcTi pobotu. Lljo indopmanio mMoxHa
Oyno 1 He nojaBaTH y poOOTy SK OKpeMi NONaTKH, a JIMIIE KOPOTKO HABECTH L0
iHdopmanio y po3ainax.

5. ¥ Tekcri po6GOTH NpHCYTHI NOMHMIKM Ta MOPYLIEHHd CTaHOApTiB
odpopmiieHHs. 30KpeMa y 3MICTi BiICYTHI IMyHKTH, IO CTOCYIOThCA MiApo3zimy 2.1.
Odopmnenns cnucky myOmikaimiii 3mobyBaua He Ja€ 3MOTy BH3HA4MTH, 33 SKHM
CTaHZApTOM BUKOHYyBaocs odpopmienHs. I1ig vac HyMepauii JoJaTKiB BAKOPHCTaHO
mitepu € Ta I, sKi He MOXYTE GYTH eleMEHTaMM CIHCKY BiJMIOBiHO HO CTaHAAPTY
JCTY 3008-95.

B uinomy 3a3HadeHi 3ayBaK€HHS Ta HENONIKM HEe € BH3HAa4YHHMH 1 He
3MEHINYIOTh 3arajlbHy HAayKOBYy HOBH3HY Ta NpaKTHYHY 3HAYMMICTh pe3YNbTaTiB
npoBeeHoI poOOTH.

9. BHCHOBOK.

Muceprauiiina po6ota 3emnsanka . A. € 3aBeplIeHOI0 HayKOBO-HOCIIAHOK
poboTOI0, fKa MICTHTH OOIPYHTOBaHi pe3yJNbTaTH, Ma€ HAyKOBY HOBH3HY Ta A€
IepcHeKTHBM  MNOJAIBLIMX  JOCHiIKeHb. TeMa  JOCHIJDkeHHs  Biamosijae
cneuianbHoCcTi 125 — «Kibepbesnekay.

BpaxoByro4H BaXXJIMBICTh TEMH JOCHiJPKEHHH, O'rpumaiii pe3ylbTaTH Ta ix
NpaKTHYHy 3HAYYIUicTh, MiATBEPAXYlO0, WO Auceprauifina poGora «Meroau Ta
3acobu s 3abesznedeHHs kiGepGesrnexu cucreMu OararodyHkuidHux ¢uoTis
Ge3niIOTHUX anapaTiB B yMoBax koMbGiHoBaHUX KiGeparak», npencrapnena ['eopriem
AnjipitioBrdeM 3eMIITHKOM, BiJINOBija€ BUMOraM YHHHOIO 3aKOHOJABCTBA YKpaiHH,
axi nepenbaveni B ITopanky npHcyIKeHHS CTyNeHs JoKropa ¢inocodii Ta
CKacyBaHHA pilleHHA pa3oBOi BYEHOI pajd 3akialy BHINOI OCBITH, HayKOBOI
YCTaHOBH NP0 MPHUCYKEHHA CTyNeHs fokropa dinocodii Bia 12 ciuna 2022 poky Ne



44, a TakOX BUMOTaM I0J10 odopMIIeHHS Auceprallii, BcraHosieHuM MiHicTepcrBom
OCBiTH i HAYKH YKpainu Bin 12.01.2017 poky Ne 40,

BpaxoByioun BHIleBKa3zaHe, BBaXalo, 10 3emisHko [eopriii Anapiiiosuy mae
BCi MIACTaBM IS TPUCYIDKEHHS HOMY HAYKOBOro crymemsi moktopa dinocodii 3a

crietianpHicTIO 125 — «KibGep6esnekay.

Penensent:

Kanminar TeXHIYHIX HayK,

JOLISHT KadeAPH KOMIT FOTEPHHX CHCTEM,
Mepex 1 KibepOesnexu

HarjoHansHoro aepoKOCMIYHOIO YHIBEPCHTETY
im. M. €. XKykoBCBEKOro

«XapKiBCHKHIA aBialfiHAMIf (HCTHTY D ﬂé/@ Aprem TELIBKWM

ITimrmic KaHMIaTa TEXHIYHUX HayK,
IoreHTa Kadepr KOMIT FOTEpPHHX CHCTEM, MEPEX i

yHiBepcuTeTy iM. M. €. JKyKkoBCEKOro
«XapKiBCHKWIA aBIAI[HHIHA IHCTUTY D

Tersna BOHIAPEBA
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