PELEH3IS

Ha uceprariiiny pobory
3emnsinka I'eopris Aunpifiosuya
Ha TeMy «Meroau Ta 3acobu jyis 3abe3neuenHs kibepbe3neku cucTeMu
Gararodyukuiiinux Guoris 6esninoTHUX anapartiB B yMoBax KoMOGiHOBaHMX
kibeparak»,
npejacTaBiaeHy Ha 3100y TTs cTyneHs jokropa dinocodii
B rajity3i 3Haub 12 Indopmariiitti rexsomnorii
3a cneniansHicTio 125 Kibepbesneka

1. AKTyaJabHICTH TEeMM AHcepTalil,

[TocTiiHUM PO3BHTOK TEXHOJNOrIH Ta molupeHHs cuctem OararodyHKuiiHIX
¢noTiB Oe3MIOTHUX amapartiB y pi3HUX cdepax, BKIOYal0Un BiiCHKOBI, KOMEpiiHi
Ta IMBLIBHI 3aCTOCYBaHHS, CTBOPIOE CEepiHO3HI BMKIHMKH y cdepi Kibepbesmexw.
3HayHa KiTBKICTB JaHHUX, 0 0OpPOOISETHCS TAKUMH CHCTEMAaMH, a TAaKOXK iX BeJIHMKa
KLIBKICTb, SIKa PO3TOPTAETHCA Y PI3HHX JIOKALIAX, pOOUTH iX 0COOIHMBO Bpa3IdMBHMHU
nepeji IOTeHIIMHMMY KibepaTakamu. ¥ 3B’43Ky 3 UM, po3pobKa METOIIB T2 3acobiB
st 3abesmedeHHs Kibepbesmexu cﬁc:'reM Oe3MIOTHHUX amapaTiB B yMOBax
KoMOiHOBaHMX Kibep3arpo3s € KpﬂTﬁqﬂb BaXJIMBOIO. BpaxoByro4uW IOCTIHHO
3pOCTar0dy CKJIAJHICTh Kibep3JOYMHHOCTI Ta MOIIMPEHHS HOBHX 3arpo3, BiIMOBa Bill
BUBUYEHHS Ii€i MpobieMu MOXe NPHU3BECTH A0 CEpHO3HMX HACIHi[KiB, BKIIOYAOYH
NOpPYIIEHHS IPHBATHOCTI, (iHAHCOBI BTPAaTH Ta HaBITh MOXUIHBICTH (PI3MIHOI MIKOIH.
Takum guHOM, poboTa 3eMJITHKO I'. A. € aKTyaJlbHOIO Ta BaXJIMBOIO B KOHTEKCTI
CyHacHMX BHIJIHMKIB y cepi KibepOe3neku.

2. 38’30k po0OTH 3 HAYKOBHMH NPOrPpaMaMH, NVIAHAMH, TEMAaMH.

HaykoBi jociipkeHHs BUKOHaHHI 37100yBaueM Ha KadeApi KOMII'IOTEPHHX
cucreM, Mepex i KibepGesrmexu HamioHaJBHOrO aePOKOCMIYHOIO YHIBEPCHTETY
im. M. €. XKykxoscekoro «XAl» B pamkax HaykoBo-gochijHux pobir: «Haykosi
3acany i Merosy 3abesnevenns rapantoszatHocTi ¢uiotis BITIA inTenexkryansnux
CHCTEM MOHITOPHHIY mOTeHUidHO HeOGe3neuyHUX 1 BiHCBKOBHX 00 eKTiB»
(JIP Ne 01210112172, 2021-2023), «Meroau, Mozneni ta iHdopmauiiini rexsonorii
migBuiieHHs HajidHocti Ta GesnmevHoeri ckianHux IT-cucTreM Ha  eramax
pospoGiienHs Ta BrpoBajpkenHs» (JIP Ne 0121U113842, 2021-2023), «Meroan,

nporpamHo-anaparHi 3acobu Ta iHopmauifini Texnosorii pospobneHHs i



MOJIepHi3allii rapaHTO3aTHHX KOMIIT IOTepPHHX cHCTeM, Mepex Ta IT-iHdpacTpykTyp»
(JIP Ne 0117005349,  2018-2020), «MeTtononoris  CTaJOro  pO3BHTKY  Ta
inbopMauiiiHi  TexHoONOrii  3eleHOr0  KOMI'IOTHHTY  Ta  KOMYHiKamii»
(JIP Ne 01180003822, 2018-2020) ta y mixknapoanoMmy mpoekTi «Internet of Things:
Emerging Curriculum for Industry and Human Applications» (ALIOT, Ne573818-
EPP-1-2016-1-UK-EPPKA2-CBHE-JP,  2016-2019) 3a  mnporpamolo  €C
ERASMUS +.

3. Anaaiz 3micry aucepramii. CrymiHb OOrpyHTOBaHOCTI HAYKOBHX
110J10K¢Hb, BUCHOBKIB i pekomeHaaniii, chopMy/1bOBaHHUX B AHcepTaNii.

Po6ora 3emisiHka I'. A. € 3aBepIeHOI0 HAyKOBOIO poOOTOI0, MICTHTH aHOTAILIIO,
BCTYI, YOTHPH PO3JILJIH, BACHOBKH, CIIHCOK JIITEpaTypH Ta JOJATKH.

Juceprauiiina pobGora mNpuCBSYeHA  BaKIMBOMY  aclleKTy  Cy4YacHOI
Kibepbesneku, a came 3abesnedeHHi0 Oe3neku chcTeM OaraTOQyHKIIMHHX (JIOTIB
Oe3miNoTHUX anapariB B yMOBaxX KOMOiHOBaHHX KiOepaTak, 3aBIAKH IiABHIIEHHIO
piBHs KibepOe3rneku Takiux CHCTEM MUISXOM po3poOsieHHs i BIPOBAKEHHSA METO/IB i
3ac00iB 11 pPH3MK-OPIEHTOBAaHOrO OLHIOBaHHA Ta BHOOpY KOHTp3axofiB, 3
ypaxyBaHHsM cneludikuy koMbiHOBaHMX KibepaTak.

O0’exToM JOCHi/DKeHHs € mpouecd 3abe3rmedyeHHs KibepOesmexku cucrem
GararodyHkuiiiHux ¢UIoTiB 0e3NmiOTHHX amnapaTiB B yMOBax KOMOiHOBaHHMX
Kibeparak, Ha npuknani BITIA.

V nepuroMy po3jisi qucepTaliiHoi pobOTH MpoaHali30BaHO €BOJIOLIIO OHAT
Ta XapaKTepUCTHK cucTeM OaraTodyHKIiHHHX @oTiB 6e3miyoTHUX anaparis
(Ha3eMHHX, OBITPSHUX Ta HAJBOJHHX) Ta iX MOTpeb y 3abe3neveHHi kibepbe3neku.
Po3rnsHyTO eramu pO3BHTKY TEXHONIOTIH y I obnacti Ta BH3HAa4YeHO CydacHi
BHKJIMKHM Ta npobJieMH, OB’ A3aHi 3 KOMOiHOBaHMMH KibepaTakamu. [TpoananizoBaHo
mozeni Kibepbesneku Ui cucTeM Oe3NUIOTHHX amnapaTiB 3 YpaxyBaHHSM IXHBOIO
GyHKII0OHANILHOrO PI3HOMAHITTA Ta ocobNMBOCTel excrutyarauii. TakoX posrisHyTo
B3a€MO3B’A30K 3 ICHYIOUMMH MOJIEJISIMH MiJIBHIIEHHS Ta 3abe3neveHHs KiGepOe3neku
Ais cucteM 6e3NUIOTHUX anapaTiB y BiZNOBiAL Ha KiGep3arposw.

Y mpyromy po3aiii Brepuie NpONOHYEThes MOAeNb KiGepdisuuHOl cHCTEMH
GararopyHkUiiHEX (GNOTIB OGe3NUIOTHHX anapariB, sfKa ONMCYE KOHLENTYAIbHY

cxemy, 1O BKI0Yae Ge3niioTHi JiTanbHi, HasemHi i Gesexinaxui anapaTu, a Takox

inpopmauiiiny  indpactpykrypy. Takok po3poGieHo TeopeTHKO-MHOXHHHE



Npe/ICTABNeHHs MNpPOrpaMHO-alapaTHHX KOMIIOHEHTIB Ha Pi3HMX PIBHSX iepapxii,
BKJTIOYAIOUH NOPYINHHKIB, 3arPO3H, BPA3IMBOCTI i aTaKH, Ta iX OHTOJIOTIYHI 3B’ A3KH.

Y Tpetsomy posaini ynockonaneno meron (IMECA) amanisy ki6epsarpos Tta
ixHpoi KpuTHyHOCTI MiA Kibepdisuunoi cucremn OGararopyHKuUiHHMX (rOTIB
6e3MiJIOTHUX JiTAIBHUX anmapartiB. Lle JOCATHYTO LUISIXOM AETaJIbHOIO OMMCY BILIUBY
Ha Pi3Hi BIACTHBOCTI Ge3MeKH i pi3Hi MiACHCTEMH, a TaKOX pO3pobJIeHHA MojeneH i
TIOC/IiIOBHOCTEH KOMOiHOBaHHX KifepaTak pi3HHMH MOpPYIIHHKaMH i 3acobaMu.

YerBepTHii poO3ail AUCEPTALHHOrO JOCHIKEHHS € JIOTIYHUM PO3BHTKOM
nonepeHiXx. ¥ HbOMy po3pobieHuit MeTosi BUOOPY KOHTp3axofiB uis Kibepbesneku
kibepdizuyHoi cucremn OararoQyHKUIHHMX (IOTIB  6GE3MUIOTHHX  JliTaJbHUX
anapaTiB 3abe3neyye GopMyBaHHS MHOXXHHH KOHTP3aXOJiB, 5IKi BPaXOBYIOTh BIUIUB
Ha pi3Hi acleKTH Kibepbe3nekH.

BucHoBKM 10 po3jiniB i 3a pesynsraraMd po6oTH cOpMyNIBOBaHI 9ITKO Ta
Bi/INOBIAIOTH 3MICTY AMCepTALiifHOI poOOTH.

Hucepraniiina pobota opopmiena BiamosigHo no Bumor Hakasy MOH VYkpainu
Bia 12 ciuns 2017 p. Ne 40 «IIpo 3aTBepmKeHHS BUMOT 10 OOPMIIEHHS AUCEPTALii».

4. HaykoBa HOBH3HA OJep)KaHHX pe3yJbTAaTiB.

Jucepranis MICTUTH HayKoBy HOBH3HY. Cepen pe3ynbTaTiB poOOTH
HaWBaYTUBIIIMMH €:

— BIIepIIe 3alpONOHOBaHO Mojeli KibepdizuyHoi cucTemu GaratoQyHKIIHHAX
¢noTiB Ge3NiIOTHHX amapartiB, SKi ONUCYIOTh KOHLENTYalbHY CXeMy, 00’€qHyH04YH
KOMIUIEKC MOOLTBHMX MiFICHCTEM - JITaIbHHX, Ha3€MHHX 1 MOPCBKHMX amaparis Ta
inpopmaniiiny iHdpacTpykTypy. Lli Mozeni 3a0e3nedyioTh TEOPETHKO-MHOXHHHE
NpeJICTaBJIEHHs NPOTrpaMHO-allapaTHUX KOMIIOHEHTIB Ha PpIi3HMX PpIiBHAX i€papxii,
BPaxoBYIOYM 3arpo3H, Bpa3JIMBOCTI 1 aTaky, IO JO3BOJISIE TOBHIlllE aHAN3yBaTH
CHCTEMY B yMOBaX 30BHILIHIX BIUIUBIB Ta ()OPMYBATH MHOXHHY KOHTP3aXOIiB I
3aXUCTY aKTUBIB;

— yaockonaneHo Meroa (IMECA) ananizy kiGep3arpos Ta KpHTHYHOCTI aTak Ha
akTHBH Kibep(izuunoi cucremu GararodyHkuiiiHux (uioTis Ge3ninoTHHX amapartis.
Ile mocarnyTo 4Yepes /eTanizoBaHUH ONMMC BIUIMBY Ha pi3Hi BiacTHBOCTI Ge3neku Ta

po3pobseHHs MojieNel KOMOIHOBAHUX MOCIIiZIOBHO-TIApaIeIbHUX KifepaTak;

— YAOCKOHaNeHO MeTo/ BUbopy KoHTp3axonis juis 3abesneuenHs Kibepbesnexu
kibepdisuunoi cucremu GararodyHKUIAHHX QuoTiB GesninoTHux amaparis. Lle



JOCATHYTO depe3 (HOpPMyBaHHS MHOXXHHHM KOHTD3aXOJiB 3 YpaxyBaHHSAM Di3HHX
CKJIAJIOBHX KiGepOesrneku Ta BAKOPHCTaHHs BHOOPY 3a KPUTEPISAMH.

Beaxaio, mo poboTa AMCEpPTaHTa € BaroMHM BHECKOM B 3a0e3reyeHHs
Kibepbesneku cucteM 6araTodyHKIIHHUX (10TiB GE3MiIOTHUX anaparis.

5. locToBipHicTh OTPHMAHHX HAYKOBHX pe3yJibTaTiB Ta BHCHOBKIB.

JIOCTOBIpHICTE ~ OTPUMAHMX  HAYKOBMX Ta MPaKTHYHMX  pe3yJbTaTiB
MiATBEPKYEThCS AHAIi30M PH3MKIB YCHILIHUX aTak 3 BUKOPUCTAHHAM AKICHHX i
KiUTBKICHHX MOKa3HuKiB. Lleit anani3 37iiicHEeHO 3a JI0I0MOI'010 MaTpHLlb KPUTHYHOCTI
10 i micis BNOPOBAIPKEHHS BiIMOBIJHUX KOHTp3axoZiB. J[oaTKoBO, HOCTOBIpHICTH
MiATBEPDKYETHC Pe3y/IbTaTaMM OLIiHIOBaHHS IOKa3HUKIB Kibepbesnexku Ta BUGOPY
KOHTP3aXOiB y BUIIAJKaX OJMHUYHUX i KOMOIHOBaHHX aTak.

Omxe, B AauceprauiHii poOOTI MOCTaBlieHe HAYKOBE 3aBJaHHA BHKOHAHO
TTOBHICTIO, 3100yBa4 MOBHOIO MipOIO OBOJIOZIB METOZOJIOTIEI0 HAYKOBOI AiAIBHOCTI.

6. llpakTHYHAa WiHHICTHL OAep:KaHHX pe3yJbTATIB i peKoMeHaamii moao ix
NOAANBIIOr0o BHKOPHCTAHHA.

[IpakTHyHa LIHHICTH OJEPXKAHHUX JUCEPTAHTOM PE3YJbTATIB MOJATAE Y TOMY,
II0 BOHM MOXYTh OYTH BHKODHCTaHi y HayKOBO-JOCHIOHHX Ta IPOEKTHHX
opraHizamisx, IT-koMmanisx, yHiBepcuTeTax I@pH BHKIAZaHHI BiJIOBIIHHX
JMCLMIUTIH, a TAKOX y IHIOIMX OpraHizalisx, sIKi CIeliani3yloThC Ha 3aCTOCYBaHHi
OesneyHux 1HQOpMALIIHUX TEXHOJNOrH, 30KpeMa 3IIHCHIOIOTH 3aXOAd MO0
3abe3nedeHHs KibepOesmexkd Ta Ppe3HIBEHTHOCTI HAIiOHANBHOI KpuTHyHoi IT-
iHQpacTpykTypH Ta 3aXHMCTy iHQOpMallifHHX aKTHBIB CTpaTeriYHHX ramy3eH
IPOMHCIIOBOCTI.

7. Ouinka 3micty aucepranii, ii 3aBepumeHicTh, NOTPHMAHHS NPHHUHDIB
akajemigHoi 00poYecHOCTI Ta NOBHOTA BHK/IAJAHHS BHMOI HAYKOBHX
HOJIOXKeHb T2 Pe3y/IbTATIB B omy0J1iKoBaHHX Npansx.

3a cBoim 3MicToM muceprauiiina po6ora 3100yBaua 3emusnka I'. A. noBHiCTIO
Bianosixae Cranapty BUILOT OCBiTH 3i cieniansHocTi 125 KiGepGesnexa.

Muceprauiiina po6oTa € 3aBepLICHOI0 HAYKOBOIO NpAUEId i CBIAYHTH NPO
HasBHICTh 0cobucTOro BHecky 3/00yBaua y HaykoBHMH Hanpsm KiGepGesnmexu Ta
3axucry iHpopmarlii.

Posrnanysumm 3BiT nopibHocTi 3a pesylibraTamMu nepeBipkH  auceprauiinol

poboTH Ha TeKCTOBi CHiBNAjAiHHA, MOXHA 3POOMTH BHCHOBOK, IO auceprauiiina



pobora 3emnsnka [eopris AHIpifioBHYa € Pe3yNbTaTOM CaMOCTIHHHX HOCHIDKEHb
3106yBaya i He MiCTUTH eneMeHTiB danbeudikanii, koMmninsuii, pabpukanii, nnariaty
32 3amo3WyeHb. BUKOPMCTaHi ifiel, pe3yibTaTH 1 TEKCTH IHIIMX aBTOPIB MAlOTh
HaJIeXHi MOCHJIAHHS HA BiINOBIJIHE JKEPEO.

OcHOBHI HaykoBi ifei aBTopa Ta pe3ynbTaTH MAOCHII)KEHb BUCBITIEHI y 7
HayKOBHX IpalsX: 2 CTAaTTi y HAyKOBUX (paxoBUX BHJaHHAX YKpaiuu kareropii b; 3
CTaTTi Yy aHTJIOMOBHHEX XXypHasiax Kareropii A, 110 iHaekcoBasi y 6a3i ganux Scopus
(Q3-Q4); 2 crarTi y mepiogMYHUX HAYKOBHX BUIAHHSX, NMPOiH/EKCOBaHUX y 6azax
nanmx Web of Science ta/abo Scopus (Q3-Q4). Pesynbratu puceprauii Oynu
anpoOoBaHi Ha 5 HAYKOBHUX KOH(EepeHLIIsX.

HaykoBuii piBeHb myOnikaniit 3mobyBada € [OCTaTHBO BHCOKHM, a HOro
0COOMCTHI BHECOK YiTKO MPOCTEXYETHCS Y KOXKHiH poboTi.

Taxum 4YHMHOM, HayKOBi pe3yJbTaTH, IO OJepXkaHi B AUCEpTaliiHii poboTi,
TIOBHICTIO BUCBITJIEH] Y HayKOBHX IyOJIiKauisx 3q00yBayda.

8. HenoJsiiku Ta 3ayBajkeHHsI 10 AuUcepTaniiiHoi po0oTH.

1. BaxkaHo 6ys0 6 OLIBII AETANIBHO ONMKUCATH IPOLEAYyPY BUOOPY KOHTP3aXOMdiB y
BIZINOBITHOMY MOJTYJIi 3aIIpOINIOHOBAHO1 iH)OpMaLIIHHOI TEXHOJIOTI].

2. BigcyTHicTh JHeTanmizamii mpouecy aHamidy Kibep3arpo3, HacmigkiB Ta
KPUTHYHOCTI aTaK Ha aKTHBU CHCTeM 0e3MiJIOTHUX amapaTis.

3. HemocTaTHRO IOBHO IPOBEACHO aHANi3 THMIB Oe3MIOTHHX amapaTiB Ta ix
¢yHKIi# y KOHTEKCTI NMOTEHLiMHMX Kibep3arpo3 Ta BpasIHBOCTEH B MEpIIOMY
po3aiti pobOoTH.

4. He xopekto cdopMOBaHE  TEpPMIHOJIOriYHE  IOHATTS.  3aMiCTh
«baratodyHKkUiiHI GIOTH» AONLIBHINIE BUKOPUCTOBYBATH «0araToTHIIOBI QOTH».

5. V migposuini 2.1.1 HenocTaTHRO OOIPYHTOBAHO BHKOPHCTAHHA Y
nocuixennsx came BITJIA, a He iHIoro Buly 6e3miOTHHX anaparis.

B umizomy 3a3HadeHi 3ayBa)KeHHS Ta HENONIKM HE € BH3HAYHHMH 1 He

3MEHIUYIOTh 3araJibHy HayKOBY HOBHM3HY Ta IPAKTHYHY 3HAUYMMICTB pe3ylbTaTiB
npoBe/ieHoi poboTy.

9. BucHoBoxk.

Huceprauifina pobora 3emusnka I, A. € 3aBepuICHOI HAYKOBO-JOCIIJHOIO

po6oToI10, Aka MICTHTh HayKOBO-00IPYHTOBAHI Pe3yNIbTaTH, Ma€ HAyKOBY HOBH3HY Ta



Mae TNEepCHeKTHBH Ui MOAANBIIMX JociimkeHb. Tema mocmimkeHHs BiAmoBsijae
cnemiansHocTi 125 KiGep6esnexa.

BpaxoByioud akTyaJlbHICTB TEMH, OJepXaHi pe3yJbTaTd Ta [PaKTHYHY
3HAYYIIIiCTh, BBaXal0, 10 AucepraiiifHa pobora 3emisinka ['eopris AuupioBuya
«Metonu Ta 3acobu mns 3abezneuenHs kibepbesnexu cucremu GararodyHKIiHHMX
¢noriB Ge3minoTHHX amapatiB B ymoBax kombiHoBamux kibepaTtak» BifmoBinae
BMMOIaM YMHHOTO 3aKOHOJABCTBa YKpaiHu, wwo mnepenbaveni B m. 6, 7, 8 1 9
«[TopsaKy NpPUCYIXKEHHS CTymeHs Aokrtopa (inocodii Ta ckacypaHHs pilneHHS
pa3oBOi BUCHOI pajy 3aKiIamy BHILOI OCBITH, HAYKOBOI yCTAHOBHU IIPO TPUCY KEHHA
crynmens jgoxkropa ¢inocodiiy Bix 12 ciuna 2022 p. 3a Ne 44 ta Bumoram mo
opopmienns auceptauii MOH Vxpainu Bixm 12.01.2017 Ne 40, a cam aBrop,
3emusiuko ['eopriii AHApiHOBHY, 3acilyroBy€ IPUCY/DKEHHS #HOMY HayKoOBOTO

cTyneHs Jokropa ¢inocodii 3i cnemiansHocti 125 Kibepbesneka.

Penenzenr:

JIOKTOp TEXHIYHMX HAyK,

npochecop, ripopecop Kadepu

KOMIT FOTEPHHX CHCTEM, MepeXx 1 kibepbearexu

HallioHAEHOIO 38POKOCMIYHOIO YHIBEPCHTETY /'-/
im. M. €. XKykoBcekoro «XAD»

I'epman ®ECEHKO

[Tinnwic JOKTOpa TEXHIYHHX HayK,
npogecopa, npoecopa Kacpeipu
KOMIT JOTEPHUX CHCTEM, Mepex 1 KIQEpOe:
Decenxa I 'epmana BikropoBrya 3af/f
Y4enwii cexperap HatioHambpHOTO Be S0f
yHiBepeurery iM. M. €. XyKoBch

Tersna BOHJIAPCBA

« _» 20 poky




