PEILIEH3IA

Peuen3zenra, A.T.H., JonenTa IleBHeBa B. 5.
Ha aucepraliliiHny poboty Kapnenka Anapis CeprilioBnya
«Metoau Ta 3acobu 3abe3neueHns KibepOe3nexku rj106aabHO-PO3NOALTEHHX
pPerniiKkOBaHHX cHCTEeM 30epiranHs AaHUX 3 KOHTPOJILOBAHOK0 Y3I0AKeHICTION,
[OAAaHy Ha 3[00yTTs CTyNeHs A0KTopa (inocodii
3a creulanbHicTiO 125 - Kibepbe3neka Ta 3axucT iHdopmMmarii

1. AKTyajIbHICTH TeMH AHCepTaIlil.

[Tommmpenicte cydacHuX 1HGOPMAIIMHUAX CHCTEM BaXXKO OIIHUTH TOMY, IIIO
BOHM BIUIMBAalOTh Ha BCl MOXIHMBI chepHd IKHUTTENIANBHOCTI CYCIILIBCTBA.
[Ipusnadyennss Takux  cucTeM, 1X Macmrad, a TakoX  BUKOPUCTaHHs
3araJbHOJOCTYIIHUX KaHallB Mepexi [HTepHeT poOUTh iX LIIIIO IJ1 3NOBMUCHHKIB.
CydacHl 1HpopMauiiHiI TeXHOJOTrii MalTh IHWPOKKH CIEKTp 3aco0iB 3abe3rnedeHHs
KibepOesnmeku Ta 3axucry iHdopmarii. 3aBmaHHs 3a0e3nedyeHHs KibepOesneku
[11006a/1IbHO-PO3MOAVIEHUX PEIIIKOBaHHX CHCTEM 30epiraHHs JaHHX € aKTyalbHOI.
[11 ocobnuBOCTI BU3HAYAIOTh aKTyalabHICTE TeMH poboth Kaprnenka A.C.

2. 3B'130K po0OTH 3 HAYKOBMMH NMPOrpaMaMH, IJIaHAMH, TEMaMH.

HayxoBi nocmikxeHHs Oyiu BUKOHaHI 37100yBauyeM Ha Kadeapi KoM IOTEPHUX
CHCTEM, Mepex 1 KibepOesnekd HallioHAIBHOTO aAE€pPOKOCMIYHOIO YHIBEPCHTETY
im. M. €. XKykoBcekoro  «XAl» B  paMkKax  HAyKOBO-ZOCHIZHMX  poOiT

«MeTonoJ0r4Hl 3acaJyd Ta TEXHOJOrll OIIIHIOBAHHS Ta 3abesreueHHs Oe3MeKH

(3aXMCTy) KpUTUYHUX 1HDOpMaLiiHuX 1HGpacTpykTyp» (Ne JIP 0119U100979, 2019-
2021) Ta «Metoau, Mmozneni Ta iHopMalliiiHi TeXHOIOTIl MABUIEHAS HAJAIHHOCTI Ta
OesneunocT! cknagHux IT-cucreM Ha eramax po3pobiieHHS Ta BOPOBAIKEHHS)
(Ne JI/P 0121U113842, 2021-2023).

3. Ananaiz 3micry namcepranii. CrynmiHp OOGIpYHTOBAaHOCTI HAYKOBHX
NoJI0KEeHb, BHCHOBKIB I peKoMeHIalii, chpopMy/ibOBaHHX B JiHcepTallil.

Pobota Kapnenka A. C. € 3aBepIieHOI0 HAYKOBOK POOOTOH), MICTUTh AHOTALIIHO,
BCTYII, YOTUPH PO3ALTH, BACHOBKH, CITHCOK JIITEPATYPH Ta JONATKH.

Jucepranifina pobora npucBsYeHa 3abe3nedeHHI0 KiOepOesmeku rnobarbHO-
PO3MOAUIEHUX PEIUIIKOBaHUX CHCTeM 30epiraHHS NaHWX W MNiJABUILEHHIO IXHBOI

CTIMKOCTI /10 3arpo3 MOPYIIEHHS T'OTOBHOCTI Ta Y3rOMKEHOCTI B YMOBax HasBHOTO



IPOTHPIYYS MIK LUMHM BIACTHBOCTAMH 3a PaxXyHOK BHKOPHCTAHHS BIAMOBIIHHX
METO/I1B Ta 3aco0iB.

OO0’exTOoM [OOCHiKEHHsST € TpolecH TMOoOyJOBH Ta 3abesnedeHHsA Oe3neku
ria00abHO-PO3NOAIEHHX CUCTEM 30epiraHHs JaHHuX B yMOBax Kibep3arpos.

Y nepmioMy po3Aull NpoaHaIi30BaHO PO3BUTOK Ta MpoOJieMH apXITEKTYp
CUCTeM 30epiraHHs [OaHWUX. PO3IIAHYTO €BOJIOLII0 IIOHATh Ta XapaKTEPUCTHK
BEIMKMX JaHUX Ta cucreM 30epiranHs pganux. [IpoananizoBaHo MoOJefb
K10epOe3neku riaodanbHO-pO3NMOAIIEHUX PEILTIKOBAHUX CUCTEeM 30epiraHHs JaHHX Y
4JacTHH1 3a0e3ledYeHHs UUIICHOCTI, NOTOBHOCTI Ta KOH(MDIAEHIIIWHOCTI., a TaKOX
B3a€MO3B’ 30K 3 MOJEJIIO rapaHTO3daTHOCTI.

Y IOpyroMy pos3aull YAOCKOHAJIEHO MOJeNb 3arpo3 TJI00ambHO-pO3MOAINIEHNX
PEIUIIKOBAHUX CHCTEM 30epiraHHs [JaHWX, IO A03BOJISE€ BHUIIIHTH crHerugidHi
3arpO3M IMOPYIUEHHS LLIICHOCTI Ta NOTOBHOCTI TakKMX cUCTeM. Tako po3poOieHo
TEOPETUKO-MHOXHHHY MOJIeNlh TMaTepHIB PpO3rOpTaHHsA T100aJbHO-pO3IOIIIEHHX
PEILUNKOBAaHUX CHCTeM 30epiraHHs JaHMX CIHPalOYMCh HAa MOXIIHBOCTI ii Ta
npoBaljepa XMapHUX MOCHYT. 3alpONIOHOBAHO Ta JOCIKEHO METOA AWHAMIYHOTO
KEPYBaHHS PIBHEM Y3TOJIKEHOCTI, 10 J03BOJISE ITiIBUIMMTA TOTOBHICTH CHCTEMH Ta
cTiMKICTh 10 DDoS arak.

Y TpeTbOMy PpO3AUII  BIeplle 3alpoloHOBaHa MOJENb KOHbIrypariii
HaIJMIIKOBUX 4WTaHb. {1 Momens 103BOJISE ONMMCATH B3a€EMO3B’A30K MIK PIBHEM
Y3TO/DKEHOCT], KUIBKICTIO ONHTAaHUX PEIUIIK Ta 3arajbHOK) KIUIBKICTIO PeIlIiK
r100adbHO-PO3MOAUICHOI0  PEeIUTIKOBAHOIO  CHCTEMOIO  30epiraHHs  JIaHWHX.
Y IOCKOHAJIEHO METOJI HAJJIMIIKOBUX YHUTAHb, SKUH J03BOJIF€E IIIBUIIUTH FOTOBHICTh
Ta UUTicHICTh. [IpoaHanizoBaHo pe3ynbTaTH BHKOPHCTAHHS METONY HATHIIKOBHX
YATaHHSA Ui [1ABUINEHHS TOTOBHOCTI 3a JOMNOMOIOK po3pobiieHol ribpuaHo
IMITallifHO1 Mozaeni. TakoX BHKOHAHO aHalli3 Pe3yJbTaTiB 3aCTOCYBAHHS METOIY
HaJIIMIIKOBUX YHMTAHb JJIS MABHUIIEHHS [UTICHOCT] JaHKX.

YerBepruil po3All OUCEPTALIMHOIO MOCHIIKEHHS € JIOTIYHHUM PO3BUTKOM
[onepenHiX. ¥ HbOMY poO3poOleHHM KOMIUTEKC iH(OpMamiiHUX TEeXHOJIOTIH, sKa

HO3BOJIAE BHKOHATH PO3ropTaHnH:, HAaBaHTAXYBaJIbHE TCCTYBAaHHA, aHam3



HAJalITyBaHb Ta  Oe3NepepBHHMM  MOHITOPUHT  TJ100abHO-PO3IMOALIEHOrO
PEILIIKOBAHOI'O KJIacTepy.

BUCHOBKH 110 pO3ZiliB i 3a pe3ylbTaTaMH poboTu chopMylbOBaHI YiTKO Ta
BIATIOBIJIAFOTH 3MICTY JHCEPTALIMHOT pOOOTH.

4. HaykoBa HOBH3Ha OIep:KaHHUX pe3y/ibTaTiB.

Jlucepramis MicTuTh HaykoBy HoBuszHy. Cepen pesyibTaTiB  poOOTH

HAWBaXJIUBIIIIAMH €:

— pO3poBIIeHHS KOMIIJIEKCY HOBHX Ta YIOCKOHAJIEHUX MOJENeH A riodaibHo-
PO3NOALICHUX CUCTEM 30epiraHHs JaHuX;

— BIEpILIE 3alpONOHOBaHWM METOJA JAWHaMIYHOTO KEepyBaHHA  PpIBHEM
y3romkeHocti ['PPC, skuii, Ha BiIMiHY Bi BizioMux, 6a3yeThcs Ha I00Y/10B1 JOMEHIB
3MilIaHOro pobOYoro HaBAaHTAKEHHS TA JO3BOJIAE IMiABHUIIUTH OTOBHICTh CHCTEMH,
rapaHTyIOud MIPH LbOMY CTPOTY Y3rOJPKEHICTh JaHMX IS TMiIBUIIEHHS CTIMKOCTI 10
DDoS araxk:

— YJIOCKOHAJIeHWH MeToJ HamMIIKoBHX 4uTaHb | PPC, skuil rpyHTY€ThCSA Ha
BHKOPHCTAHHI HAJIMIIKOBOCTI 100 BCTAHOBJIEHOTO PiBHS Y3TOMXKEHOCTI onepauii
YUTAHHA Ta MO3BOJISE 3MEHIIUTH EKCTpEeMasIbHI 4acOBl 3aTPUMKM Ta M1JABHIIHMTH
rOTOBHICTH ITPH BCTAaHOBIEHOMY OOMeKeHHI Ha 4ac o0CITyroByBaHHs ab0 LITICHICTE
B YMOBax Kibep3arpo3 nopyIieHHs JaHUX Ta BiIMOB B 00CITyroByBaHHI.

Beaxkaro, mo pobora amcepraHTa € BHeCKOM B 3abe3mnedeHHs! KibepOesmexu
rno6aapHO-PO3NOAIIEHUX PEIIIKOBAHUX CHCTEM 30epiraHHs JaHuX

5. JlocTOBIpHICTL OTPHMAHHX HAYKOBHX pe3yJ/IbTATIiB TA BHCHOBKIB.

JIOCTOBIpHICTE ~ OTPMMaHMX  HAYKOBHX 1  NPakKTUYHHUX  pe3yJIbTaTiB
T ATBEPDKYIOTECS OOIPYHTOBAHICTIO JIOMYIIEeHb, TPUHHITHX TIPU PO3po0LI MoaeneH
Ta METOAIB, 4 TaKOX CIIBIOAIIHHIM 3 [OIYCTHMOK TOYHICTIO pe3yJIbTaTiB
AHANITHYHOIO Ta IMITAI[IHHOTO MOJEIIOBAHHS IpPH 1AEHTHYHHUX CTPYKTypax Ta
rapaMeTpax rIo0albHO-PO3MOAIICHHX PEIUTIKOBAaHMX CUCTEM 30epiraHHs JaHux 3
pe3yJibTaTaM# IPaKTHIHUX BUIIPOOYBaHb Ta HABAHTAXYBAJILHOI'O TECTYBAHHA.

Otxe, B aucepTamidHIi poOOTI MOCTaBJIeHE HAyKOBE 3aBJaHHS BHKOHAHO

[MOBHICTIO, 3/100yBay IOBHOK MIPOKO OBOJIOIIB METOIOJIOTIEKD HAYKOBOI JisIBHOCTI.



6. IlpakTHYHA WiHHICTH OJEP/KAHHX pe3y/abTaTIB i pexomeHaauil WoOAO IX
N0JabINOro BHKOPHCTAHHS.

JlocmimKeHHss Mae IIeBHy [pakTHYHy UiHHICTb. [IpakTHuHl pe3ynbTaTy
MONSTAlOTh Yy JOBEJEHHI TEOPeTHYHWX IIOJI0XKEeHb JUCepTalliiiHol podoTn A0
KOHKDETHHX QJITOPHUTMiB, iHCTpyMeHTalbHMX 3aco6iB. HasemeHi pexoMeHIali#
MOXYTh OYTH BIIPOBa/DKEHI TpH NOOYHOBH TI1OOAIBHO-PO3MOAICHHX CHUCTEM
36epirands Janux Ta 3abe3nedeHHs cTiikocti 1o DDoS arak 1 3arpo3 nopyuieHHs
NAHUX .

7. Ouinka 3micTy Amceprtanii, ii 3aBepilleHicTh, JOTPHMAHHSA NPUHUHUNIB
akajgeMiupnoi JoOpoYecHOCTI Ta TMNOBHOTA BHKJAJeHHS] BHMOI HAayKOBHX
M0JI0KEHBb Ta pe3yJbTaTiB B ONy0/11KOBAHHX MpausXx.

3a cBOIM 3MmicTOM aMcepraliiiHa pobora 3m00yBada Kaprenka A.C. NMOBHICTIO
Bignosinae CranmapTy BHIIOI OCBiTH 3i cremianbHOCTi 125 - Kibepbesrieka Ta 3axXHUCT
1H(opMallll.

Jlucepraiiiiigza poboTa € 3aBepHIEHOI0 HayKOBOKO Ipaleld 1 CBLIYHTH PO
HAsIBHICTh OCOOHMCTOrO BHECKY 3700yBaya y HAyKOBHUil HampsiM KibepOesmekw Ta
3aXHUCTY 1HQOpMAaLIli.

PosrnsHyBHIM 3BiT MOAIGHOCTI 3a pe3ynbTaTaMM IepeBipKH JAMCEpTaLliHOL
pobOTH Ha TEKCTOBI CIHiBMAAiHHSA, MOXHa 3pOOHMTH BHCHOBOK, IO nycepTallina
po6ora Kapnenxa Amnzpis CeprifioBiya € pe3ysibTaToOM CaMOCTIMHUX IOC/IKEHb
3n06yBaya i He MiCTHTB eleMeHTiB (anscudikauii, komminauii, Gpabpukarii, mrariaty
Ta 3amo3WueHb. BUKOpUCTaHi izel, pe3yibTaTd 1 TeKCTH iHIIMX aBTOPIB MAaroTh
HaJEeXHI ITOCUIIaHHS Ha BIAIOBIIHE JHKEPEO.

OcHOBHI HayKOBi ijei aBTOpa Ta pe3yJlbTaTd HNOCTI[)KeHb BHCBITIECHI Y
YOTHUPHOX HAYKOBHX MyOmiKalifgx 3100yBava, cepel IKAX: YOTHPH CTATTI Yy HAYKOBHX
(axoBUX BHIAHHAX, 3 KOTPHUX [Bi 2 CTaTTl y NEPIOJUYHHAX HAYKOBUX BUIAHHIX,
npoiHgekcoBaHux y 6azax aanux Web of Science Core Collection Ta/abo Scopus
(Q1—Q3). Pesyneraru aucepranii Oynu ampoboBaHI Ha 2 HayKOBHX (PaxOBHX
KOoH(pepeHIIIsX.

HaykoBuii piBenb my6iikanmii 3100yBada JOCTaTHRO BHCOKUH, € OCOOMCTHH

BHECOK WYIiTKO NPOCTIJKOBY€ThCS y KOXHiH pobori. Takum dYMHOM, HAyKOBI



pe3yibTaTH, ONMCaHl B OUCEpTalliiHIN poOoTi, MOBHICTIO BHUCBITJIEHI Y HAyKOBHUX
ny6mnikamisx 3a00yBaya.

Takum 4rHOM, HAyKOBI pe3yJbTaTH OMUCAHI B AUCEpTaLliHIA poOOTI MOBHICTIO
BUCBITJICH] Y HayKOBHUX MyOiKamisx 37100yBava.

8. HenoJsliku Ta 3ayBaskeHHs 10 AHcepTaliiHOl poOOTH.

l. He 3po3ymino, domy 3m00yBad BBOAWTH TIOHATTS TOTOBHOCTI [0
iHpopMaLiiHOl Oe3nexku 3aMICTh TPAAUIIHHOTO IIOHATTS JOCTYITHOCTI,
CTaBIISA4YM 1X 10 OAHOrO0 pAxy (crop. 12). Ilpu npoMy BH3HaYe€HHS TOTOBHOCTI
(cTop. 39, 41) npakTUYHO He BIJIPI3HAETHCA Bl BU3Ha4YeHHs JocTynHocTi (HJI
T31 1.1-003-99).

2. 3100yBad TpeACTaBUB BEIUKY KUIBKICTh TEPMIHIB, IPOMOHOBAHUX B
NiTeparypi, NpoTe He BKa3aHo, SKi BU3HAYEHHA BUKOPHCTOBYIOTHCS B POOOTI.
BusnayenHs TepMiHIB HE TMOBHO, OCKUIBKM B HHX BIACYTHIH OO'€KT
BU3HAYCHHA.

3. He 3po3ymMuio, sk mpaimoe MeToJ JHHAMIYHOIO KepyBaHHSA, SKHH
npeacTaBJIeHU Ha puc. 2.16.

4, [Ipy oiiHKA e(QeKTHBHOCTI METOHY IMHAMIYHOIO KepyBaHHS pPiBHEM
Y3rOKEHOCT] HE BU3HAYEHO KpUTEPisd e(heKTHBHOCTI.

3, Jluceprauiitna pobota Mae 3ayBaKeHHS IOA0 OQGOpMIIEHHS: 0araro
HEIIOBHUX CTOPIHOK (cTop. 17, 20, 23 Ta 1H.), MOpYyILIEHO NOPSI0K ITOCHUIIaHb Ha
PUCYHKH (cTOp. 52), HEBIpHO ohopMIIeH] po3puBH Tabmuip ( Tabn. 2.1, 2.2),
TIOMUJIKH M1 pucyHkamu ( 2.7, 2.98, 2.13).

B minoMy 3a3HaueHi 3ayBakeHHS Ta HENONIKM HE € BHU3HAYAIBHUMH 1 He
3MEHIIYIOTh 3arajlbHy HAyKOBY HOBH3HY Ta MpPaKTUYHY 3HAYUMICTh Pe3yJIbTaTIB
IpOBEASHOI pOOOTH.

9. Bucnopok.

Hucepraiiiiina pobora Kapnenka A. C. € 3aBepuieHO HAyKOBO-I0CJIIHOKO
po0OTOIO, IKa MICTUTh HAyKOBO-OOI'PYHTOBaHI pe3y/bTaTH, MA€ HAYKOBY HOBHM3HY Ta
a€ TMEepCIIEKTUBH MOMaJbIIMX JOCILKEHb. leMa JOCHIIKEHHS BIAMOBIAAE

cnemansHOcT! 125 — «Kibepbesrnexa Ta 3axycT iHGOpMaIIii.



BpaxoByround axkTyajdbHICTh TEMH, OTpHUMAaH1 pE3yJbTaTH Ta IMPAKTUYHY
3HAYYIIICTh BBaXkalo, Mo aucepramiiiHa pobora Kapnmenka Anupis CepridoBu4a
«Metogu Ta 3acobm 3abesmedeHHs KibepOesnexkd rIo0abLHO-PO3NOAITIECHUX
peIIiKOBaHUX CHCTeM 30epiraHHs JaHUX 3 KOHTPOJIBOBAHOIO Y3IOKEHICTION
BIJIMOBiIJa€ BUMOraM YMHHOIO 3aKOHOJAaBCTBa YKpaiHH, 1o IependadeHi B m.6, 7,
8, 9 «Ilopanky nmpuCyIKeHHs CTyNeHs IokTopa dinocodii Ta ckacyBaHHA PlLIEHHS
pa30BOi cHeliaii3oBaHol BUYEHO! pajid 3aKjajly BHUIIOI OCBITH, HAyKOBOl YCTaHOBH
Ipo IPHUCYKEHHS CTyIneHs aokTopa ¢uiocodii», Bia 12 ciynsg 2022 p. Ne 44 Ta
BUMoram a0 odopmieHHs auceptawii MOH VYkpaiam Big 12.01.2017 Ne 40, cam
aBTOp, Kapnenko Anapit CepriioBuY, 3acilyroBy€ NMPUCYKEHHS WOMY HAayKOBOTO
CTyIleHs HOKTopa (imocodii 31 cmemianbHocTl 125 — «Kibepbesneka Ta 3axmMcT

1H(opMalli».

PeunieH3eHT - JOKTOp TEXHIYHUX HAYK,
JOLEHT, Ipodecop Kaheapu KOMIT FOTEPHHUX
Mepex, CUCTEM 1 Kibepbe3nexn
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[Tinnmuc qoKTOpa TEXHIYHAX HaYK,
noleHTa, mpodecopa Kabeapu KOMI IOTEPHUX
MepeXK, CHCTEM 1 KibepOe3neKku
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