PELIEH3ISA
Ha JucepTaniiny poboTy
Kapnenka Angpis CepriiioBuua
Ha TeMy «Metoau Ta 3acobu 3abe3nedeHHs KibepOe3neku rio0albHO-pO3MOALIEHUX
PEIUTIKOBAaHUX CUCTEM 30€piraHHs JaHUX 3 KOHTPOJIHOBAHOIO Y3TOKEHICTION,
Hpe/ICTaBlIeHy Ha 37100yTTs CTyNeHs JoKTopa ¢itocodii
B raiy3i 3HaHb 12 [HpopmariiiHi TeXxHOIOri{
3a cnenianbHicTiO 125 KibepOe3neka Ta 3axuct iHpopMariii

AKTyaJIbHICTb TEeMH JHCepTail.

CyyacHi iHopMaliiiHi CcHCTEMH BIUIMBAIOTh Ha BCi- MOXJMBI chepu
KUTTEAISIBHOCTI CyCIUIbCTBA. 3aco0M Ta Meroqu 3abe3nedeHHs KiGepOesneku
MalOTh Ha/3BUYAlHE 3HAYCHHs Ui CHCTEM MOYMHAIOYHU BiJl COIIaJIbHUX MEPEX 0
KOMILIEKCIB KDHTHYHOTO Ta Oi3HEC-KDUTHUHOrO CIPAMYBaHHSA. IIpH3HAYeHHS
rno0anpHO-po3NOALIeHNX  iHQoOpMalidHI CHUCTeMH, iX MacmTab, a TakKoX
BHKOPHMCTAHHS 3arajlbHOJOCTYIIHUX KaHaiB Mepexi [HTepHeT poOUTh IX HULIIO s
3n0BMUCHUKIB. CydacHi MexaHi3mu 3abe3neyeHHs KOHQIOCHLIHHOCTI MaroTh
IIUPOKHHA CHEKTp 3aco0iB 3a0e3neyeHHs, y CBOK 4Yepry, MEXaHi3MHu 3a0e3neyeHHs
FOTOBHOCTI Ta IUIICHOCTI YCKJIaJHEHE Yepe3 HasBHICTh NPOTUPIY MDK IUMH
BJIACTUBOCTSAMH. TakoX MOMJIMBA HEY3rO/DKEHICTh MK JaHUMH, IO 30epiraioThes
Ha Pi3HMX BY3JIaX CUCTEMH € JOAATKOBOIO 3arpo30i0 IiticHOCTI. Bei mi ocobauBocTi
BU3HAYAIOTh aKTyallbHICTE TeMu pobotu Kaprnenka A.C.

Jucepraiiitina pob6oTa HalileHa Ha NiABMINEHHA KiGepOe3neku riodanbHO-
PO3NOALIEHMX PEIUIIKOBAaHMX CXOBMII [JaHUX [UIAXOM BIPOBA/UKEHHA Ta
yIOCKOHAJICHHS MOJIENEit Ta METO/IB.

Oninka oOrpYHTOBAHOCTI HAYKOBHX pe3yJbTaTiB Jucepramii, ix
JAOCTOBiPHOCTi T2 HOBH3HH. !

OrpumaHi JUCEPTAaHTOM HAyKOBI pE3yJbTaTH pO3B’A3yIOTh HAYKOBO-
NpUKIafHy 3ajady po3poOieHHs Ta YJOCKOHAJIEHHS METOAIB Ta 3acoliB
3abe3nedyeHHs KibepOe3neku r100aJbHO-PO3NOAUIEHNX PEIUTIKOBAHUX CHUCTEM
30epiraHHs JaHUX ¥ NiABUIIEHHS IXHBOT CTIKOCTI A0 3arpo3 MOpyHIEHHS TOTOBHOCTI
Ta y3ro/pKeHocTi naHux. Lle no3Bomwnto 3100yBauy OTpHMMAaTH HAcTYIMHI HAayKOBi
pe3yJIbTaTH:

— po3po0eHO KOMILUIEKC HOBHUX Ta YIOCKOHAJICHUX MOJAENEH Ui riaobanbHo-
PO3NOJUIEHUX CUCTeM 30epiraHHs JaHuX, siki 3a0e3nedyroTh: 1) aetanizaniio 3arpo3
kibepOesnekn I'PPC; 2) dopmanizanito omucy mnarepHiB posropranHs ['PPC vy
XMapHOMY CEpEIOBHMIIII 3 ypaxyBaHHAM JOMEHIB FOTOBHOCTI 3a JIOTIOMOTOIO anapary
TEOPETUKO-MHOXXHHHOIO NPEJCTABIECHHS; 3) OLIHIOBaHHA F'OTOBHOCTI Ta 3MEHIIECHHS
qacy OOCIyroByBaHHS B yMOBax KiOepaTak 3aBJsKM BHUKOPUCTAHHIO MeXaHi3My
HaUIMIIKOBUX YATaHb 32 JOMOMOTOIO rOpUAHOrO iMITAlIfHOTO HMiAXO0AY;

— BIIEpLIE  3alpONOHOBAaHO METOA  NWHAaMIYHOTO KEpYBaHHS piBHEM
y3romxeHocti I'PPC, sikuii, Ha BiMiHy BiJ BitomuXx, 6a3yeThcs Ha mo0yI0Bi JOMEHIB
3MilIaHOrO poOOYOro HABAHTAKEHHS Ta JO3BOJISE ITiIBUIIUTH TOTOBHICTH CHCTEMH,



rapaHTyIOuH [IPU IbOMY CTPOTY Y3rOKEHICTh JaHUX JAJS MiJIBULICHHS CTIMKOCTI /10
DDoS artak;

— YJIOCKOHAJICHO MEeTo]] Ha/JuiMmKkoBuX 4uTaHb [ PPC, skuii rpyHTyeThcs Ha
BUKOPUCTAHHI HAJJIMIIKOBOCTI IIOJ0 BCTAHOBJIEHOTO PIiBHS Y3rO/DKEHOCTI Oreparliii
YUTaHHSA Ta JO3BOJSIE 3MEHIIMTH E€KCTPEMallbHI YacoBi 3aTPUMKHM Ta MiJABHIIUTH
TOTOBHICTh IIPY BCTaHOBJICHOMY OOMEXEHHi Ha yac oO0cayroByBaHHs abo I[UTICHICTH
B YMOBax Kibep3arpo3 nopyueHHs JaHUX Ta BiIMOB B 00CIyrOByBaHHI.

OtpyMaHi HayKOBI Ta  MNpPaKTU4HI  pe3yJdbTaTH  MiATBEPIKYIOTHCS
OOIPYHTOBaHICTIO JOMYILEHb, NPUIHHATUX NPH po3pobii Moaenei Ta meroiB. Takox
CHIBOAJiHHAM 3 JOIyCTUMOIO TOYHICTIO pe3yJbTaTiB aHAIITUYHOTO Ta iMiTallitHOrO
MOJICTIIOBaHHS MpPH IIEHTHYHMX CTPYKTypax Ta [apaMeTpax riIo0aibHO-
PO3NOJUIEHUX PEILTIKOBAaHUX CHCTEM 30epiraHHs JaHUX 3 pe3yJIbTaTaMy NMPAKTUIHUX
BUNPOOYBaHb Ta HABAHTA)KyBAJILHOTO TECTYBaHHS.

HayxoBi nocnimpxeHHs Oyiu BUKOHaHI 3100yBaueM Ha Kadepi KOMIT I0TEPHUX
cucteM, Mepex i kibepbesnexku HayionaneHozo aepokocMiuno2o yHieepcumemy
im. M. €. XKykoecokoco «XAI» B pamkax HJIP mig kxepiBHMLTBOM mnpodecopa
Kadeapu KOMIT FOTEPHUX MEPEX, CHCTEM i KibepOe3neku, JOKTOopa TEXHIYHUX HaYK,
I'opOenka Anatonisi Biktoposuua.

Omxe, B auceprauiiiHiii poOOTI MOCTaBlieHE HAyKOBE 3aB/IaHHS BUKOHAHO
NIOBHICTIO, 3100yBay MOBHOIO MipOIO OBOJIOAIB METOI0JIOTIEI0 HAYKOBOT TisUTBHOCTI.
aKaJeMi4HOI 100pOYecHOCTI.

3a cBOiM 3MiCTOM JucepTaiiiifna po6ota 3100yBaua Kapnenka A.C. nmoBHicTIO
BianmoBizae Ctangapty BuuIoi ocBiTH 3i cnenianbHocTi 125 Kibepbesneka Ta 3axuct
iHpopmalii Ta HampsAMKam JOCIIKEHb BiAMOBIHO O OCBITHBROI MPOTpaMH raiysi
3HaHb 12 [HpopmariiiHi TeXHOIOTI.

Jucepranifina po6oTa € 3aBepHICHOI0 HAayKOBOKIO Mpallel0 1 CBIAYUTH TMPO
HasBHICTh OCOOMCTOro BHECKy 3700yBaua y HAayKOBUM HampsiM KibGepOesmeku Ta
3axUcTy iHpopmarii.

Po3rnsHyBUImM 3BiT MOAIOHOCTI 3a pe3y/ibTraTaMH MNEPEBIpKH JUCEpTaliiHOT
poOOTH Ha TEKCTOBI CHiBMNAJiHHSA, MOXHA 3pOOMTH BHCHOBOK, IO JAMCEpTalliiiHa
pobora Kapnenka Anapis CeprifioBuua € pe3yJbTaTOM CaMOCTIHHMX JIOCIIKEHb
3n00yBaya i He MiCTUTh eeMeHTiB danscudikanii, kommiaamii, pabpukanii, mariaty
Ta 3amo3UW4eHb. BukopucTaHi ifei, pe3yibTaTH i TEKCTH IHIIMX aBTOPIB MalOTh
HaJIe)KH1 TOCUJIAHHS Ha BITIOBITHE JDKEPETIO.

MoBa Ta cTHJIb BHKJIaJeHHS pe3yJbTaTiB.

Jucepranifina pobora HamucaHa YKpalHCBKOIO MOBOIO. Y JucepTaliiiHii
po6OTI BUKOPHCTOBYETHCS YiTKa Ta KOHKPETHA JIEKCHKA, IO JOTIOMarae nepeiatH ii
pe3yibTaTd YiTKO Ta 3po3ymino. TekcT aucepTtaniiiHoi poOOTH OpraHi3oBaHHil 3a
JOTTYHUMHM On0KaMH, MDK pO3ZALIaMH MpPOCHIAKOBYE 3B 530K, IO 3abe3neuye
JOCTaTHbO HAIJSHUIM Tepexiq BiJl OJHOTO AacCHEeKTy IOCTIDKEHHS IO iHIIOTO.
JlucepranT y pob6OTI JOTPUMYETHCS aKaJeMIUYHOTO CTHIIO, YHUKA€ HaIMipHUX
Jetaneit, mo poOUTH TEKCT LIIKOM JOCTYITHUM JUIs YUTa4a Ta JAOoIoMarae nepenaTtu
i1ei HayKOBOro JoCHiIkeHHs. 3100yBau BHUKOPHCTOBYE HArJIsIHI NPUKIAAUA Ta
UTIocTparii, o AONOMararTh YCBIIOMUTH OCHOBHI ifiel Ta pe3ynbTaTH JOCTiKEHb.
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[IpocmigKOBYETbCS ~JOTPUMAHHS HAYKOBOTO CTWJIIO 3 BHUKOPHCTaHHIM
CydaCHMX TEPMiHIB Ta MOBHMX acmekTiB. Jlucepramis JEMOHCTpPYE BUCOKHMIA
npodecioHali3M Ta BOJOMIHHSA 3arabHONPHUHATOID TEpMIHOJIOTiEID Y cdepi
iHGOpMAaLIIHHIX TEXHOJOTIH.

JlucepTarlisi CKIaNaeThesi 31 BCTYIY, YOTHPHOX PO3ALIIB, BUCHOBKIB, CIHMCKY
TiTepaTypy Ta AOAATKiB. 3aransHuil o0csar aucepranii ckiagae 172 CTOpiHKA.

Y Bcrymi OOIpYHTOBaHO aKTyalbHICTh OOpaHOi TEMaTHKH, CQOPMYJILOBaHO
MeTy poOOTH Ta 3aJadi JOCIiKEHHS, M0IaHO KOPOTKY XapaKTEPUCTUKY pe3yJIbTaTiB
JOCIIIDKEHHS, CTYIIHb iX anpoObaittii Ta my6umikaiii. _

Y mepmioMy po3iLTi MpOaHATi30BaHO PO3BUTOK Ta MpPOOJEMH apXiTEKTyp
cucreM 30epiraHHs JaHuX. PO3IISHYTO €BOMIOLI0 NOHATH Ta XapaKTEPHCTUK
BENMKMX J@HAX Ta CHCTeM 30epiranHs JaHux. IIpoaHami3oBaHo MOZEIb
KibepOe3nexku rio0arbHO-PO3MNOAUICHUX PEIUTIKOBAaHUX CUCTEM 30€piraHHs JaHuX y
qyacTHHI 3a0e3MedeHHs IUTICHOCTI, TOTOBHOCTI Ta KOHOIAEHIIHHOCTI, a TaKoX
B3a€EMO3B’ 30K 3 MOJEIUIIO TapaHTO3aTHOCTI. i

Y apyroMy po3aisi yIOCKOHAJIEHO MOJEIE 3arpo3 rIo0ajbHO-pO3MOAIIEHUX
peILTIKOBaHMX cHcTeM 30epiraHs pgaHuX. L[ Monens [J03Boisie BHIUINTH
cuerudiudi 3arpo3d MOPYHNICHHS IIICHOCTI Ta TOTOBHOCTI TAaKUX CHCTEM.
P0o3po6iieHO TEOpEeTHKO-MHOXKXHHHY MOJENb MAaTEpHIB PO3rOpTaHHA II00anbHO-
PO3MOAUICHUX PEILTIKOBAHMX CHCTEM 30epiraHHs JaHUX CIUPAIOYMCh HA MOMJIUBOCTI
ii Ta nDpoBaiiiepa XMapHUX NOCIYr. 3alpOoNOHOBAHO Ta JOCHIIXKEHO METOX
JIMHAMIYHOTO KEPYBAHHS PIBHEM Y3TOKEHOCTI, IO JJO3BOJISE MiIBULIMTYA TOTOBHICTh
CHCTeMH Ta CTiiKicTh 10 DDoS arak.

Y TperbOMy poO37iNi BHEpHIC 3ampoONOHOBaHA MoOJAENb KoHbirypauii
HAUIMIIKOBUX YMTaHb. L[ MoJens J03BOJSIE ONMUCATH B33aEMO3B’A30K MDK piBHEM
Y3rOJDKEHOCTI, KUTBKICTIO OINMTaHMX pEIUIIK Ta 3arajJbHOI0 KUIBKICTIO peIuliK
rJ100aIbHO-PO3NOIUIEHOIO  PEIUTIKOBAHOK  CHUCTEMOIO  30epiraHHd  JaHuX.
Y JOCKOHAJIEHO METOJ Ha/UIMIIKOBUX YMTaHb, KU, A03BOJIAE i JBUIIUATH TOTOBHICT
Ta IiTicHicTs. IIpoaHanizoBano pe3ynbTaT BUKOPUCTAHHS METOAY HAIMIMIKOBHX
YWTaHHA /I MiJABUIIEHHS TOTOBHOCTI 3a JONOMOIOI0 po3po0ieHoi riOpuiHo
imiTauitHoi Mozeni. Tako BHKOHaHO aHalli3 pe3yibTaTiB 3aCTOCYBaHHS METOMY
HAUTMIIKOBUX YUTAHb JJIS TI1IBUIICHHS [UTICHOCTI JIJaHUX.

VY gerBepTOMY PO31iti po3p0oOIEHO KOMILIEKC iH(GOPMAIifHUX TEXHOJIOTIH, 110
JO3BOJISIE BUKOHATH  DPO3rOPTAaHHS, HABaHTAXXyBajJbHE TECTYBaHHs, aHaII3
HaJalITyBaHh Ta  Oe3nepepBHMM  MOHITOPHMHI  I100aJbHO-PO3NOJIIEHOrO
pEIUIiKOBaHOro Kiactepy. Takox — HajmaHa iHGopMalis MNpo BHPOBAKEHHS
pe3yIbTaTIB JUCEPTALIHHOTO JOCTIHKEHHS.

Huceprariiiina po6ota odopmieHa BiAmnoBigHO x0 BuMor Hakazsy MOH
VYxpainu Bix 12 ciuyas 2017 p. Ne 40 «IIpo 3aTBepIkeHHS BUMOT 10 O0GOpMICHHSA
JcepTaniin.

OnpHIOIHEHHS Pe3YJIbTATIB AHCEPTALiHHOT poGOTH.

HaykoBi pe3ynbraté jguceprailii BHCBITVIEHI Yy YOTHPbOX HAyKOBUX
nyOmikanisx 3q00yBaua, cepell aKuX: 4 CTaTTi y HAYKOBUX BUAAHHAX, BKIIFOUEHUX HA
naty omyOniKyBaHHS [0 Tepeniky HaykoBUX (paxoBUX BHAaHb YKpaiHHU; 2 CTaTTi y
NepioAMYHUX HAYKOBUX BUIAHHSX, IPOiHIeKCOBaHUX y 6a3zax nanux Web of Science
Core Collection Ta/a6o Scopus, 3 siKuX 2 CTaTTi y BUJAHHSIX, BiIHECEHUX JI0 MEPILOTO
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— tpethoro kBapTuiiB (Q1—Q3) BixmosigHo xo kiacudikanii SCImago Journal and
Country Rank a6o Journal Citation Reports; 0 maTeHTiB Ha BHHaXiJ, IO MPOHILIA
KkBaltidikamiifHy ekcrnepTudy Ta 0e3MOCEepEeIHBO CTOCYEThCS HAYKOBUX pE3yJIbTaTiB
nucepTaltii; 0 maTeHTiB YKpaiHu Ha KOpHCHY Mojenb; 0 0JHOOCiOHMX MOHOrpadii,
0 PEKOMEH/OBaHi /o ApyKy BueHor pagoro HarioHaJbHOTO aepoKOCMiUYHOTrO
yHiBepcuTeTy iM. M. €. XKykoBchkoro «XAl» Ta npoinuiy pereH3yBaHHs.

Takox pe3ynpTaTté gucepTanii Oynu anpoOoBaHi Ha ABOX HAyKOBHX (axOBHX
KOHGEpEHIIAX.

HayxoBuii piBeHb IyOuikariif 3700yBaya JOCTaTHRO BHCOKHH, J€ 0COOMCTHM
BHECOK YiTKO TIPOCTIJKOBYETHCH Y KOXHi# poOoTi. Takum 4YMHOM, HayKOBi
pe3yJIbTaTH, IO MpPEACTaBleHi B JucepTaliifHiii poOOTi, MOBHICTIO BUCBITJIEHI Y
HAYKOBMX IMyOutiKanifx 3100yBayva.

TakuM 4HMHOM, HAyKOBi pe3yNbTaTH ONMCaHI B JMCEpTAiiHiil poboTi
TIOBHICTIO BUCBITJIEHI Y HAyKOBUX My6uikaiisx 3100yBaya.

Henoniky Ta 3ayBakeHHs X0 AHcepTALiiHOI POOOTH. ¢

1. ¥V po3niti 1 aBTOpOM pO3risifacThcsl MOAENb 3arpo3 II0OaIBHO-
PO3MOAUIEHUX PEIUIIKOBAaHUX CUCTEM 30€piraHHs JaHUX 3 ypaxyBaHHSAM TEOpEMH
CAP, sxa moB’si3ye Taki BJACTHBOCTI SIK Y3rO/DKEHICTh (consistency), FOTOBHICTb
(availability) Ta crifikicTs 10 po3ainiB (partition tolerance). AJie, po3no/Iil CHCTEMHU B
SBHOMY BHIUIS[i HE pO3IJISIAcThCS SK OKpema 3arposa KibepOesmeku riobaibHO-
PO3MOALIEHOT PEILTIKOBaHOT CHCTEMH 30epiraHHs JaHuX.

2. V migpo3mini 2.3 BinCyTHE OOTpYHTYBaHHS JOULUIBHOCTI BHUOOpY JUIs
BUKOPUCTAHHS Y AOCII/DKSHHSIX XMapHOro nposaiinepa AWS.

3. 3 ormaay Ha MOraHy €KCTPamoJsfLilo, HE3pO3yMUIMM € OOpaHHS y IyHKTI
2.4.2 moniHoMiansHOT QYHKIT perpecii 4eTBEPTOro MOPSAKY Ul ONUCY MOBERIHKU
eKCIIEPUMEHTAIBHUX JTaHUX. .

4. [uceprariiina po6oTa Ma€ 3ayBa)K€HHS CTHJIICTUIHOTO XapaKTepy.

BBaxaro, 0 BUCJIOBJICHI 3ayBaK€HHs HE € _BU3HAYaIbHUMH, HE 3MEHIIYIOTh
3arajibHy HayKOBY HOBHM3HY Ta IPAKTHYHY 3HAYMMICTh pe3y/IbTaTiB Ta HE BIUTMBAIOTH
Ha NO3UTHBHY OIIIHKY J¥cepTaliifHoi po6oTu.

BucHoBOK npo AuceprTaniliny pobory.

BBaxaro, mo mucepraimiiiHa po6oTa 3m00yBava cTymeHs Aokropa dirocodii
Kapnenka Awnapis CepritioBuua Ha Temy «Meroam Ta 3acobu 3abe3nedyeHHs
KibepOe3nexku riao6aibHO-PO3NOIICHHX PEIUIIKOBAHMX CUCTEM 30€piraHHs JaHUX 3
KOHTPOJIbOBAHOIO Y3rOJDKEHICTIO» BHKOHAHA HAa BUCOKOMY HAyKOBOMY piBHI, HE
MOpYIIy€e TPHUHIMIIB aKaJeMigyHOi JOoOpOYEeCHOCTI Ta € 3aKiH4EHWM HayKOBUM
JOCIHII/DKEHHSAM, CYKYIHICTh TEOPETHYHHMX Ta NPAaKTHYHUX pe3ylbTaTiB SKOTO
pO3B’si3ye€ HAyKOBE 3aBIaHHA, 1[0 Ma€ ICTOTHE 3HAYEHHS Ui rainy3i 3HaHp 12
Indopmaniitni Texnonorii. JluceprauiiiHa po6oTa 3a aKTYalbHICTIO, NPaKTHYHOIO
IIHHICTIO Ta HAYKOBOI HOBW3HOIO IIOBHICTIO BiANOBiZa€ BHMOraM YHHHOIO
3aKOHOJAaBCTBa YKpaiHu, mo mnependadeni B 0.6 — 9 «llopsaaky mnpuCyIKeHHS
cTymneHs AokTopa dinocodii Ta cxkacyBaHHS PillIEHHS Pa30BOi CELiali30BaHOI BYEHOT
paaM 3aKiaqy BMIIOiI OCBITH, HAyKOBOI YCTAaHOBH NpPO NPHUCYIKEHHS CTYIEHS
nokropa dinocodii», 3aTeepmxenoro [ocranoporo Kabinery MiHicTpiB Ykpainu Bij
12 ciuns 2022 p. Ne 44.



3nmo6yBay Kapnenko Amnnpiii CeprifioBud 3aciyroBye Ha TNPUCYIKEHHS
crymeHsi Jgokropa ¢inocodii B ramysi 3Hanp 12 I[HdopmamiiiHi TexHomorii 3a
cnenianpHicTIO 125 KiGepbe3neka Ta 3axuct iHpopmartii.
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