ID77361
MIHICTEPCTBO OCBITH I HAYKH YKPAIHU

Hauionansuuii aepokocmivunmii ynisepeurer
«XapkiBcbKHIl aBiauiiHuA iHCTHTY T

SATBEPIKXEHO
BYEHOO pajoro HauioHamsHoro
aepOKOCMIYHOTO YHIBEPCHTETY
«XapKiBChKUIf aBialliifHMIA IHCTHTYT»
«21» TpaBus 2025 p., nporokon Ne 11

OCBITHBO-HAYKOBA TIPOTPAMA
KIBEPBE3ITEKA

Pipenb Bumof ocBiTH  TpeTiit (OCBITHRO-HAYKOBHIA)

raJIy3b 3HaHb F «Iudopmauiitni Texuonoriin
cneiajbHICTh F5 «Kibepbesneka ta 3axuct iHdpopmaniin
kBagidikauis Hoxrop ¢inocodii 3 kibepGeaneku ta saxucry iHpopmanii

OcgiTHs nIporpamMa BBOAUTLCS B {0
3 «01» BepecHs 2025 p.

XapkiB 2025



JIMCT NOI'O1KEHHSI
OcaiTHbO-HayKOBOI nporpamn «KiGepGesneka»
PiBens BuIIOT OCBiTH  TpeTiit (OCBITHEO-HAYKOBHH) piBeHb
["amy3s 3HaHEB F «Indopmaniiini TexHomorin

CreniansHicTs F5 «Kibepbe3neka Ta 3axuct iHdopMamii»
Ocsitna kpanidixauis  Jloxrop dinocodii 3 kibepdesnexu Ta 3axucty indopmarii

OT'O/KEHO:

ITpopexTop 3 HaykoBoi poboru — [Tasmikos B. B.
ITpopexTopa 3 HayKoBo-IeAaroriyHoi podotu — ['ymenHuit A. M.

CXBAJIEHO:

B. 0. ronosn HaykoBOro TOBapMCTBa CTYJEHTIB, acIipaHTiB, MOKTOPAHTIB i MOIOIMX
BueHnx — Xuna C. C. AL/

!
v

4

3asizyBay acipanTypu i HoKTOpanTypH — Cenesko B. B.—~ — £

PEKOMEH/JOBAHO:

I"apaHT OCBITHBO-HAYKOBOI Iiporpamu — [lesuenB. S1. %wg? =






BCTYII

Bignosigao no 3akoHy YkpaiHU MPO BHECEHHS 3MiH MIOJ0 BAOCKOHAJIEHHSI OCBITHBOI MISUTBHOCTI Y
cepi Bummoi ocsiTr Ne392-1X Bix 18.12.2019 p., a Takox cT. 1 «OCHOBHI TepMiHH Ta iX BUSHAYECHHD» 3aKOHY
VYkpainu «IIpo Buiry ocity» Bim 01.07.2014 p. Ne 1556-VII (31 3MiHaMH) OCBITHBO-HAYKOBA IIPOrpaMa Lie —
€IUHUNA KOMIUIEKC OCBITHIX KOMIIOHEHTIB (HABYAJIbHUX OUCLIMIUIH, IHAMBIAYaJIbHUX 3aBIaHb, MPAKTHK,
KOHTPOJIBHUX 3aXOJIiB TOILIO), CIIPSMOBAHUX Ha JOCATHEHHS IependadeHrX TaKOK MPOrPaMor0 Pe3yNbTaTiB
HaBYaHHS, IO Ja€ MPAaBO Ha OTPUMAHHS BU3HAYEHOI OCBITHBOI 00 OCBITHBOI Ta mpodeciiinoi (mpodeciitHmx)
kBautiikami (kBampikarii).

OcBITHBO-HayKOBa TpOrpaMa BU3HAYAE BHMOTH 1O PIBHSA OCBITH OCIO, sIKI MOXYTh PO3IOYaTH
HABUYAHHS 32 IIEK0 MPOTrPaMOr0, MEPeNiK HABYAIbHUX AWUCIUILUIH 1 JIOTIYHY MOCHIJOBHICTh X BHBYEHHS,
kitpkicte kpemutie €KTC, HeoOXimHMX Uil BUKOHAHHS L€l MPOTpaMH, a TaKOX OYIKYBaHI Pe3yJIbTaTH
HaBYaHHs (KOMITIETEHTHOCTI), IKUMHU TIOBHHEH OBOJIONITH 3z[o6yBaq Bi/IMIOBIAHOTO CTYMEHS! BUIIOI OCBITH.

OCBlTHbO-HayKOBa MPOrpamMa BHKOPHCTOBYEThCSI MiJ YaC:

CKJIAJTAHHS HABYAJIbHUX TIJIaHIB,

— (opmyBaHHS IHAUBIAYATLHUX IJIAHIB aCIIPAHTIB;

— (opmyBaHHs poOOYHX POrpaM HABYAIBHHUX AUCIUIUIIH, CHIalycCiB, PAKTHUK;

— BU3Ha4eHHs iH(popmauiiHoi 6a3u ast GopMyBaHHs 3aCO0IB 1arHOCTHKH,

— akpeauTaLii OCBITHBO-HAYKOBOI MPOTPAMH,

— BHYTPIIIHBOTO 1 30BHIIIHBOTO KOHTPOJIFO SIKOCTI IATOTOBKH (haxiBLIB,

— arecralii acIipaHTiB 3a OCBITHbO-HAYKOBOK IMPOrPaMoOr0 MiArOTOBKH JOKTOpa (imocodii 31
criemanbHOcT! FS «Kibepbesneka ta 3axuct iHGopmarii»;

— po3poObieHHst 3aCO0IB AIATHOCTUKH SIKOCTI BUIIOi OCBITH,

— mpodeciiiHoi opieHTaii 3100yBadiB (axy.

OCBIiTHBO-HAYKOBA TPOrpaMa BPaxoBY€E BUMOTH 3akOHY YKpaiHM MPO BHECEHHs 3MiH MIOAO
BIOCKOHAJIEHHS OCBITHBOI MisUTbHOCTI y cepi Bumoi ocBitu Ne392-1X Bixg 18.12.2019 p., 3akony Ykpaiau
«IIpo Bumy oceity» Bix 01.07.2014 p. Ne 1556-VII (31 3minamu), [TocranoBy Kabinery MinicTpiB Ykpaiau
«IIpo 3arBepmxenns [Topsiaky maroToBky 3m00yBaviB BUIOT OCBITH CTYIIEHs AOKTOpa (iocodii Ta TOKTopa
HAYK Y 3aKJIaJax BUIIOI OCBITH (HAyKOBUX ycTaHOBaxX)» Bix 23.03.2016 p. Ne 261 (31 3minamu), [locraHoBy
Kabinery MinictpiB Ykpaiau «IIpo 3arBepmkenns [Topsaky npucymkeHHs CTyneHs qokropa ¢itocodii Ta
CKaCyBaHHS PILIEHHS Pa30BOi BUEHOI Paay 3akKjajy BHIINOI OCBITH, HAYKOBOI YCTAHOBH MPO MPHUCYIKEHHS
crynens: nokropa ¢inocodii» Bixg 12.01.2022 p. Ne 44(31 3minamu),IlocranoBy Kabinery MinicTpiB Ykpaiau
Bia 16 rpymns 2022 p., Ne 1021 «IIpo BHeCEeHHS 3MiH 10 TEPEiKy rajy3eii 3HaHb 1 CIeiaJbHOCTEMH, 3a SIKUMH
3MIACHIOETHCS MIATOTOBKA 3400yBayiB BHUINOI Ta NEPEOBUINOI OCBITH», CTAaHAAPT BHUIIOI OCBITH 31
cnemiampHOCTI 125 «Kibepbesmneka Ta 3axuct iHdopMarlii» raaysi 3HaHb 12 «[HpopMariitHi TEXHOIOTID ISt
TPETHOTO (OCBITHBO-HAYKOBOTO PIBHSI) BHUIIOi OCBITH 1 BCTAHOBIIIOE:

— oOcsr Ta TepMiH HaBYaHHS aCIlipaHTIB;

— 3arajibHi KOMIIETEHTHOCTI,

— cneuianbHi ((paxoBi) KOMIIETEHTHOCTI,

— TIPOrpaMHi Pe3yJIbTaTH HABYAHHS,

— Tmepestik Ta 00CAT HaBYaJIbHIX KOMITOHEHT JJIsl ONIAHYBAHHST KOMITETEHTHOCTEH OCBITHbO-HAYKOBOI
NPOrpamu.

KopucryBaui 0cBiTHLO-HAYKOBOT IPOrpamMu:

— 3100yBaul BUINOI OCBITH, SIKI HABYAKOTHCS B HallOHANTBHOMY aepOKOCMIYHOMY YHIBEPCHTETI
«XapKiBCbKHI aBIAIIHUN IHCTHTYTY,

— HayKOBO-IIEAATrOTIYHI MPALIBHUKY, 5Kl 3[IICHIOIOTH MIATOTOBKY aCIIPAHTIB 332 OCBITHHO-HAYKOBOIO
MPOrpamoro MAroToBKU AokTopa (inocodii 31 cnemianbHOcTI F5 «KibepOe3neka Ta 3axucT iHGOpMariim,;

— ek3amMeHarliiiHa komicis criemianpHocTi FS «Kibepbesmneka Ta 3axucT iHGopmaii»;

— mpuiiMaibHa KoMiciss HallioHanbHOro aepOKOCMIYHOTO YHIBEPCHTETY «XapKIBCHKUH aBlarliiHUA
THCTUTYTY;

— poboromaBmi s OTpUMaHHS IH(pOPMALIl MOAO aKaAEMIYHOrOo Ta MPOdeciiHOro MpoduTHO
3100yBauiB.

OcsiTHpO-HaykoBa nporpama «KibepOesmeka» MOMMPrOEThCS Ha Kadenpu YHIBEPCUTETY, 3aTydeHi
IUTSL TIITOTOBKH AOKTOPIB (inocodii 31 criemansHocT! FS «Kibepbesneka ta 3axucT iHpopmarii».






3 — XapakTepHCTHKA OCBITHbO-HAYKOBOT IPOrpaMH

IIpenmerHa obacThb
(rany3sb 3HaHb,
CMeLiaIbHICT,
crieriani3arisi)

Tany3s 3nans F— Inpopmaniiini rexnonorii/ F — Information Technologies.
Creuianpaicts — F5 KibepOesneka Ta 3axuct indopmarii/F5 Cybersecurity and
Information Protection

06’ekmu sueuenns ma JisibHOCHI:

— iH(opmamifiHi cucTeMu 1 TeXHOJOTII Ha 00’ekTax 1H(GOPMALIIHOI IisIBHOCTI
Ta KPUTH4HOI IH(pacTpykTypu chepu kibepOesneku Ta 3axucty iHpopmaLii,
— HOBITHI CHCTEMH Ta KOMIUIEKCHI CTBOPEHHs, 0OpoOKku, mepenadi, 30epiraHHs,
3HUILIEHHS, 3aXUCTY Ta BinoOpaxkeHHs iHpopmarii (iHpopMaLiiHHUX OTOKIB),
— cydacHi iH(popMaIiiiHl pecypcH pi3HUX KiaciB ( y TOMy YHCII JIepskKaBHI
iH(popMaLiiiHi pecypch);
— IporpaMHe Ta NporpamHe-anaparHe sadesnedeHHs (3acobu) kibepsaxucry,
— aBTOMATH30BaHI ~ CHUCTEMH  ympaBiiHHA  iHpopMmamiiHoi  Oe3meKoro,
ki10epOe3mekoro Ta 3aX|UCTOM iH(pOpMAIi;
— METOJOJIOTi, TEXHOJIOT1i, METOIH, MO Ta 3aco0u KibepOe3neku Ta 3aXUCTy
iH(popMartii.

Ilini  naeuannsa: HAOVTITA 3XATHOCTI NDOAVKVBATH HOBi  inei,
DO3B’SI3VBATH KOMILIEKCHI mnpolGjgemu mnpodeciiHOi Ta D0CTIIHULBKO-
iHHOBawiiiHOT misibHOCTI vV cdepi kibepOe3smexkn Ta 3axucry indopmauii,
3aCTOCOBVBATH METOIOJIOTI) HAVKOBOI TAa MNeNaroriyHoi XisJIBHOCTI. Ta
30IMCHIOBATH BJIACHI HAVKOBI JOCJIIKeHHsI, De3VJIbTATH SIKHX MAaIOTh
HAYKOBY HOBH3HY T€ODETHYHE TA MDAKTHYHE 3HAYEHHS

Teovemuunuit 3micm npeomemuoi obaacmi. TlpuHUUNKM, KOHUEMLl
TeoDii 3aXHUCTV KHUTTEBO BAMJIHMBHUX IHTeDECiB JIOIMHH i I'DOMAISIHHHA.
CVCMUIBCTBA Ta JEeP:KaBH MiJA 4aC BHKODHCTAHHS Ki0epnmpocTopny, 3a sIKOro
3a0e3MeYvVIOThCS  CTATUIT DO3BHTOK iHMoODMAaULiiHOro cvenmiibcTBa Ta
uMbDOBOr0o KOMVHIKATHBHOIO CeDeI0BHINA. CBOE€YACHE BHSIBJICHHS.
3anobiraHHsii HelTDadI3alisl DeaTbHHUX | NOTEeHUIIHUX 3arpo3 HALlIOHAJIBHIN
Oe3meni Ykpainu y Kioepnpocropi.

Memoou, memoouxu ma mexuoiocii. Cy4acHi METOIU, MOJAEI, METOIUKH
Ta TEXHOJIOTI1 JOCHIIKeHHSI Ta BIOCKOHAJICHHS MPOIECIB CTBOPEHHS, 00poOKH,
nepenadi, NPUHAMAHHS, 3HUINEHHs, BiMOOpakeHHs, 3axucTy (kiOep3axucry)
iHpopMaLIHHUX pecypciB y KidepmpocTopi, METOAU CTATUCTUYHOTO aHai3y
TaHUX

Incmpymenmu ma obnaonauns. llporpamHO-amapaTHe Ta TMPOTPaMHE
3a0e3MeyeHHs, IHCTPYMEHTaJbHI 3aco0M, KOMITIOTepPHA TEXHIKA, CIemiajbHl
KOHTPOJIbHO-BUMIPIOBAJIbHI TIPUJIAIH, MPOTPAMHO-TEXHIYHI 3aCOOM aBTOMAaTH3AaIil
Ta CUCTEMH aBTOMATH3allll MPOSKTYyBaHHS, BUPOOHHILITBA, €KCILTyaTallli, KOHTPOJIO,
MOHITOPHHTY, MEPEXHI, MOOUIbHI, XMapHI TEXHOJIOT], MEPEKHE YCTATKyBaHHS Ta
CepelmoBHINe, TMPUKIAAHE Ta CrHemiani3oBaHe mporpamHe  3a0e3medeHHs],
ABTOMATHU30BaHI CHUCTEMH Ta KOMIUIEKCH TPOEKTYBaHHS, MOIEIOBAHHS,
eKCIUTyaTallil, KOHTPOJIK, MOHITOPUHTY, OOpOOKH, BITOOPAKEHHIO Ta 3aXHUCTY
nanux (iHhopMaLiHHUX MOTOKIB).

OpienTamnis OIT

OcBiITHbO-HayKOBa MporpamMa JJjisl MIATOTOBKM  JOKTOpPiB  dimocodii 3
kiOepOesmekn Ta 3axuCTy iHpOopMari

OcHoBHu# pokyc
OHII

CyuacHi Mopeni, METOIOH, aNrOpuTMH, IH(GOPMAIHHI TEXHOJOrl aHam3y i
3abesneueHHss kibepOesneku Tta 3axucty inopmauii, MPoIecH Ta crocodu
3aXUIIEHOTO0 OTPHUMAHHS, TPEICTAaBJICHHS, OOpOOKM, aHami3y, NepedaBaHHs,
30epiraHHs JaHUX B KOMIT FOTEPHUX CHCTEMAX.

Ocobausocti OHIT

porpama 3abe3neuye BUBYECHHS OCHOB HAyKOBO-0CIIAHOI poboTu B IT ranysi 3
ypaxyBaHHsAM DO3BMTKY Cy4aCHMX METOAIB Ta 3aco0iB kibepOesrneku, HaOyTTs
BIL[HOBIL[HI/IX 3HaHb Ta KOMIIETEHTHOCTEH 3 YpaxyBaHHAM HOBITHIX JOCSTHEHb B
KOMITIOTEPHUX HAyKax 1 TEXHOJOrAX, IIMOOKI 3HAHHS INOJO CY4YacHUX
MoJieNiel, METO/IIB Ta aTOPUTMIB 3aXUCTy 1H(popmaii, a Takox 1HGOpMaiHHIX
TEXHOJIOTIH, MpoueciB Ta CrnocodiB 3abesneveHHst KibepOesneku Ta 3aXUCTY
iHpopMaii mono OTPHMAHHS, TO/IAHHA, 00poONeHHsl, aHamisy, nepefaBaHHs Ta
30epiraHHs JaHUX B KOMIT FOTEPHHMX CHUCTEMax JJISl YIPABJIIHHS NMPOLECAMU Ta
o0’eKTaMU CKJIQHOTO XapakTtepy (BUPOOHMITBO, KpPUTHYHA 1HQPACTPYKTypa
TOIIO).




EKCKIIFO3UBHICTD TNpOrpaMu IOB’si3aHA 31 CKIATHUMH 1HPPACTPYKTYPHUMHU
00’exTamu (eHepreTI/nca AEC, aepoKOoCMIYHI KOMIUIEKCH, TPAHCIIOPT Ta 1H.), IS
AKX HeoOXimHO 3aificHuTH 30ip, 30epiraHHs, o6po6neHHs[ iH}popmaii,
3abesnevyBaTu il LUTICHICTD 1 3aXMCT BiA BTpyYaHb, HajifiHe 1 Oe3rnevHe
YIPABIIHHSL Y PEalbHOMY 4aci, yPaxOBYHOUM HACIIAKH BiAMOB, OOYMOBJIECHHX
nedexramn  3aco0iB 1 HECAHKLIOHOBaHMMHM BTpydanHsmu. Lli o0 extn
BITHOCSTBCS A0 OO0 €KTIB KPUTHUHOI 1H(1)paCprKTypI/1 10 iHpopmauifHuX |
iHpOpMAIIHHO-KEPYIOUUX CHCTEM SIKUX NpPEeHd sSBJISIOTHCS BUCOKI BHUMOTH 10
¢dyHKUIOHATBHOI Oe3mekn, Kibepbe3nekn Ta 3axucTy 1iH(popmarii.

Y HamioHanbHOMYy aepOKOCMIYHOMY yHiBepcuter «XAl» cTBOpeHa
HAYKOBO-TIEAroriyHa IKOJIa Ta MArOTOBJIEHO BUCOKOKBaI(hiKOBAaHNH HAyKOBO-
MENAaroriYHUA  MepcoHan  Juis  peasizauii  OCBITHBO-HAYKOBOI ~ MPOrpamu
HIATOTOBKH JTOKTOPIB (1)1J10c0(1)11 3 ypaxyBaHHSIM OCOOJMBOCTEH BUKOPHCTAHHS
iHpopMaIIHHUX  TEXHOJNOTH ans  3abe3medeHHs  (QYHKIIOHANIBbHOI  Ta
KibepOe3nekn KpUTHYHUX 1 Oi3HEC-KPUTHYHUX CHCTEMAX.

4 — IlpuaaTHicTbL BUIYCKHHKIB 10 NPaleBJIAIITYBAHHS

IIpauesnamtyBaHHs
BUITYCKHUKIB

[lpaneBnaliTyBaHHss Ha 0OCAAaxX — HAyKOBHMX 1 HayKOBo-neL[arorquI/IX
NPALIBHUKIB B HAYKOBHX yCTaHOBaX 1 3akymamax BUINOI OCBITH, MOCamax
NpaLiBHUKIB HaI/IBI/IH_IOI kBamiikamii y  JOCHAHWLBKHX, MPOEKTHHUX,
KOHCTPYKTOPCHKUX H T.II. YCTAHOBAX 1 MIAPO3SIAX MANPHEMCTB

AxanemivHi nmpaBa
BHUITYCKHHKIB

Hoxrop dinocodii Mae npaBo Ha 3HO0YTTs HAYKOBOTO CTYIEHs IOKTOPA HAyK Ta
JOJTATKOBHX KBaJi(iKaIlili y CHCTEMI OCBITH JOPOCITHUX.

5 — BUKJIAAAHHSA TA OLNIHIOBAHHSA

Buknaganus ta
HaBYaHHS

HaBuanHs, camMOHaBUaHHs, MPOOJEMHO-OPIEHTOBAHE HABYAHHS CIPSMOBAHE HA
PO3BHUTOK KPHTHYHOTO i TBOPHOIO MHCIICHHs, HABYAHHS 4epe3 JNAOOPaTopHy i
JIOCJIi AHHLIbKY TIPAKTHKY, AyaibHy (B HayKOBIi KOMIOHEHTI), IUCTAHLIHY (3a
notpebu) oceity Towo. Jlexui, My.]'IbTI/IMe,[[lI/IHl ek, JabopaTopHi podoTH,
CeMIHApH, TPAKTHYHI 3aHSTTS, CaMOCTiiiHa PoOOTa HA OCHOBI MIAPYYHHKIB Ta
€JIEKTPOHHUX JIKEPeN, KOHCYJIbTAMI] 13 BUKJIaAa4yaMH, MiATOTOBKA AUCEPTALIHHOT
poboTH.

OuUiHOBaHHSA

IIuceMOBI icnHTH, 3BITH 3 NPAKTHK, €Ce, MPe3eHTali, MOTOYHUHA (MOMYJIbHHIA)
KOHTPOJIb, HAyKOBO-ZOCHIAHa poOOTa 3 MIATOTOBKM JAMCEpTalii IOKTOpa
(pinocodii 3 kibepOesnexu Ta saxucty iHbopmarrii.

3a BeCb TepMiH HABYAHHS ACMIPAHT JiBa Pasd Ha PIK 3BITy€ NPO BUKOHAHHSI
IHIMBIAYaIbHOTO TUIAHY HA 3aCiIaHHI  BMITYCKOBOI Kaenpu, BueHIH paji
(bakyspTeTy 1 IMOPIYHO aTECTYETHCS HAYKOBHM KEPiBHUKOM BIAIOBIIHO 10 rpadiky
HAaBYaJIbHOTO MPOLIECY.

6 — Ilepenik KOMNIeTEHTHOCTEH BUIIYCKHHKA

InTerpanbna
KOMIIETEHTHICTb

31aTHICTE MPOAYKYBATH HOBI 171€i, pO3B’s13yBaTH KOMIUIEKCHI POOJIeMH B raiysi
npodeciiiHol  Ta/abo  IOCHIAHULBKO-IHHOBALIWHOI  HisIBHOCTI Y cdepi
ki0epOesmekn Ta saxucry iHdopmalii, 3aCTOCOBYBATH METOJOJIOTII0 HAYKOBOI Ta
NeNaroriyHoi JisUIbHOCTI, & TaKOXK IMPOBOJUTH BJIACHE HAYKOBE OCIIJIKEHHS,
pe3yJibTaTH SIKOTO MAaKTh HAyKOBY HOBH3HY, TEOPETHYHE Ta MPAKTUYHE
3HAYCHHSI

3araJipHi
KOMIIETEHTHOCTI

3K1. 3gatHicTh 10 aOCTPAKTHOTO MUCIIEHHS, aHai3y 1 CUHTE3Y.

3K2. 3patHicTh [0 MOMyKy, oOpoOieHHs Ta aHamizy iHdopMalli 3 pi3HUX
TDKepert.

3K3. 3gaTHICTh MPaIfOBATH B MIXKHAPOJHOMY KOHTEKCTI.

3K4. 3pmaTHICTb pO3B’sI3yBaTH KOMILIEKCHI MpoOieMH IpeaMeTHOi o0nacTi Ha
OCHOBI CHCTEMHOrO HAyKOBOTO CBITOIJISIAY Ta 3arajbHOTO  KYJBTYPHOTO
KPYyro3opy i3 MOTPMMAaHHSM NPUHIMUIB MPOo(eCciiHOol €THKH Ta aKaaeMidHOi
JIOOPOUECHOCTI.

CremianbHi (paxosi
NPEAMETHI)
KOMITETEHTHOCTI

2

CK1. 3naTHiCT BMKOHYBaTH OPHIIHAIbHI NOCIIKEHHS, NOCATaTH HAYKOBUX
Pe3yJIbTATIB, sAKi CTBOPHOIOTH HOBI 3HaHHA y cepi kibepOesmekn Ta 3axucTy
iHpopMaii Ta NOTUYHMX MDKAMCLUMIUIHAPHMX HANPsAMAxX 1 MOXyTb OyTH
onyOiKOBaHI y TPOBIAHMX HAyKOBUX BHAAHHSIX 3 KiOepOe3mekw Ta 3aXHCTy
iHdopmMarii.

CK2. 3naTHICTh iHIL[IIOBATH, PO3pOONIATH 1 peani30ByBaTH KOMILUIEKCHI HAyKOBI
Ta IHHOBAIIIMHI POEKTH B cepi kibepOesnekn Ta 3axucTy iHGopMmarri.




CK3. 3parnicTe po3B’si3yBaTu 3Hauymi npodiemu B cdepi kidepOesmekn Ta
3aXUCTy 1H(pOpMALi.,, PO3MHPIOBATA Ta IEPEOLIHIOBATH HAsBHI 3HAHHS 1
npodeciiiHi TpaKTHKH.

CK4. 3patHicTb  e(eKTUBHO  3aCTOCOBYBATH  METOAM  aHANI3y  [aHHX,
KOHIIENITYaJlbHOTO, ~MAaTEMaTHYHOTO Ta  KOMIT FOTEPHOTO  MOJIENIOBAHH,
BUKOHYBaTH HATypHI Ta OOYHCIIOBAJIbHI EKCIEPUMEHTH NpU MPOBENEHHI
HAYKOBUX 1 MPHUKJIAJHUX  JOCHDKeHb y cdepl kidepOesmekn Ta 3axuUCTy
iH(popmartii.

CKS. 3naTHiCTh reHepyBaTH HOBI ifiei IMOO PO3BHTKY TeOpii Ta MPAaKTUKH
KibepOesnekn Ta 3axucTy iH(OpMALii, BHSBISTH, CTaBUTH Ta BHPILIYBATH
npobneMy JOCHAHALBKOrO XapakTepy, OLIHIOBATH Ta 3a0e3edyBaTd sKICTb
BUKOHYBaHHX JOCIIIKEHb.

CK6. 3naTHiCTh BUIPHO CIIUIKYBaTHCA 3 IHTaHb, IO CTOCYIOThCS chepu
KkibepOesrekn Ta 3axucTy iHpopMmaLii, 3 Kojeram, UIHPOKOI0  HAYKOBOKO
CHUTBHOTOIO, CYCHIJ'IBCTBOM Y LULIOMY YKPATHCBKOIO Ta QHIVIIHCHKOK MOBAMH.
CK7. 3,[[aTH1CTb 3MIHCHIOBATH Ta opramsoByBaTH HAYKOBY Ta OCBITHIO HayKOBO-
NearoriyHy AisJIbHICTD Y 3aKJIaiaX BULIIH OCBITI

7 — HopmaTuBHHii 3MICT NiAr0TOBKH 3100yBaviB A0KTOpa (pinocodii,
cpopmoBaHMil y TepMiHAX pe3y/IbTATIB HABYAHHA

PHI1. Matu nepenosi KOHLIeHTyaJ'IbHi Ta METOJIOJIONTUHI 3HAHHsI 3 KiDepOe3IeKH Ta 3aXUCTy
iH(popMaLli i Ha MEXI NPEJMETHUX rajy3eii, a TaKOXK NOCIIAHULbKI HABHYKH, TOCTATHI JUIS IPOBECHHS
HAYKOBHX 1 MPUKJIAAHUX JOCIIUKeHb Ha PIBHI OCTAaHHIX CBITOBHX JOCSTHEHb 3 KiDepOesIeku Ta 3aXUCTy
iHpopMarii, OTpUMaHHSI HOBHX 3HaHb Ta/a00 3[IHCHEHHS IHHOBALIH.

PH2. [InanyBaTu 1 BUKOHYBaTH €KCIIEPUMEHTAJIbHI Ta/a00 TEOPETHYHI JOCIIIKEHHS 3 KidepOe3neku
Ta 3aXUCTy 1H(OpMaNii Ta JOTUYHUX MUKIUCIUILIIHAPHUX HAMPSIMIB 3 BUKOPUCTAHHSIM Cy4aCHUX
IHCTPYMEHTIB Ta JOTPUMAHHIM HOPM NpodeciitHOi 1 akaneMiuHOT €THKH.

PH3. KputnuHo aHami3yBaTy pe3ysibTaTH BJIACHHUX JOCHIKEHb 1 Pe3YJIbTATH IHIINX JTOCIIAHUKIB Y
KOHTEKCTI yCbOI0 KOMIUIEKCY Cy4aCHHX 3HaHb LOA0 JOCIIUKYBAHOI Ipodiem.

PH4. T'muboko po3yMiTH 3arajibHi MPUHIUIHA T4 METOIU K16ep6esneKI/1 Ta 3axXUCTy 1HpopMaLlii, a
TAKOX METOJOJIOTIO HayKOBHX TOCHIIKEHb, 34CTOCYBATH iX Y BJACHHX TOCTIKEHHAX Y cepi
iH(pOopMaIIHHUX TEXHOJIOTIH Ta Y BUKJIAJalbKiil MPaKTHI.

PHS5. ®@opmyiroBaTh 1 [epeBipsITH ilOTe3H; BUKOPUCTOBYBATH Aisl OOIPYHTYBAHHSI BUCHOBKIB
HaJIeXKHI IOKa3H, 30KpeMa, Pe3yJIbTaTH TEOPETHIHOTO aHaJi3y, eKCIePUMEHTaIbHIX JIOCIIUKeHD i
MaTEMAaTHYHOTO Ta/ab0 KOMIT' FOTEPHOrO MOJEIIOBAHHSL, HAsIBHI JIITePaTypHi faHi.

PH6. BinpHO mpe3eHTyBaTH Ta 00rOoBOPIOBaTH 3 (paxiBusiMu 1 He(PaxiBISIMHU PE3YIbTATH
JOCHIKeHb, HAYKOB1 Ta PUKJIAIHI mpoOneMu kidbepOesneku Ta 3axucTy iH(popmarii AepkaBHOIO Ta
1HO3€MHOI0 MOBaMH YCHO Ta IMUCHMOBO, OTIPIUTIOAHIOBATH PE3YJIbTATH JOCIIIKEHb Y HAYKOBUX
nyOmiKamisX y IpOBIAHIUX MI)KHAPOIHUX HAYKOBUX BUIAHHSIX.

PH7. 3acrocoByBary 3arajibHi MPUHLXIHN T4 METOIN MaTEMATHKH, 1HPOPMATHUKH Ta IHIINX HAYK, &
TaKOK Cy4acHI METO/M Ta IHCTPyMEHTH, Lu(POBi TEXHOJIOTII Ta Criewialli3oBaHe NporpamMHe
3a0esreueHHs! 1t POBaUKEHHs HAYKOBUX NOCII/IKEHb Y chepi kibepOesneku Ta 3axucty indopmarii.

PHS. Po3pobnsiT Ta moCHiKyBaTH KOHIENTYJIbHI, MATEMAaTH4HI 1 KOMIT IOTEpPHI Monem npouecm
1 cucreM, epeKTHBHO BUKOPHCTOBYBATH iX Il OTPHIMAaHHS HOBUX 3HAaHb Ta/a00 CTBOPEHHS IHHOBALIHHUX
MPOAYKTIB y KibepOesneku Ta 3axucTy iHhopmaLlii Ta JOTHIHUX MIKAMCUHUILTIHAPHAX HAIPSIMAaX.

PHO. 3actocoByBaTu cyqaCHl 1HCprMeHTI/I 1 TeXHOJIOT1i MOIYKY, OOpOOIeHHS Ta aHAJI3Y
iH(popMmaLi, 30KpeMa, CTATUCTHYHI METOIH aHAI3Y JAHUX BETMKOro 00CSry Ta/abo CKIAAHOI CTPYKTYPH,
crnienianizoBani 6a3u qaHUX Ta iHQOPMALIIHHI CUCTEMH.

PHO10. OpranizoByBaT 1 3I1iCHIOBaTH OCBITHIH mpouec y cdepi 1H(1)OpMaLIII/IHI/IX TEXHOJIOTIH,
HOro HaykoBe, HABYAIbHO-METOAMYHE Ta HOPMATUBHE 3a0e3ledeHHs, PO3POOIATH 1 BHKIALATH
crieniaibHI HaBYaJIbHI AUCLUIUIIHYU Y 3aKJIaaX BUIIOI OCBITH.

8 — PecypcHe 3a0e3neueHHs1 peajizanii 0CBiTHbO-HAYKOBOI NPOrpaMu

Kanpose HaykoBo-nenaroriuii — mpaniBHMKM, —3a/isiHI Y  BUKIA#aHHi  npodeciiHo-
3a0e3medeHHs OPIEHTOBAHHMX MHMCLIIUNH, MAalOTh HAYKOBi CTyneHl Ta/abo BueHe 3BAHHI Ta
BIIMOBIIAIOTh KaIPOBHM BHUMOTaM y cepi BUINOI OCBITH (HOCTaHOBa KMV dlpo
3aTBepkenHs JIILEH3IMHMX YMOB MPOBA/DKEHHS OCBITHBOI MisUIBHOCTI 3aKJIamiB
ocBitiy Big 30.12.2015 p. Ne 1187 (31 3MiHaAMHK)




MarepianbHo-
TEeXHIUHE
3a0e3neueH s

HaBuanHs 37A1HCHIOETBCST Y HABYAIBHUX JIA0OPATOPISIX, KOMIT IOTEPHUX KJIacax,
aynuropisix HauioHanmpHOTO aepokocMiuHOro yHiBepceuteTy «XAl». Biamosimae
TEXHOJIOTIYHUM BHUMOTaM ILIOA0 MaTeplaIbHO-TEXHIYHOTO 3a0€3MeUeHHs] OCBITHBOI
TisTBHOCTI Y chepl BUINOI OCBITH 3TAHO 3 AIFOYMM 3aKOHONABCTBOM YKpaiHU
(ITocranoBa KMY «lIpo 3aTBepmkenHs JINeH31HHIX YMOB MPOBAKEHHS OCBITHBOT
TisTbHOCTI 3aKiaaiB ocBiTi» Bix 30.12.2015 p. Ne 1187 (31 3mMiHamn).

IHdpopmauiiine Ta

XapakTepucTHKH 1H(POPMaLIITHOrO Ta HABYAITbHO-METOAMYHOTO 3a0€31eUeHHS:

HABYAJIILHO- — BUKOPUCTAHHS BeO- Ta MOOUTBHIX TEXHOJIOTIH Y HAYKOBUX JOCIIIKEHHSIX,
METOMYHE — BUKOPHUCTAHHS XMapHUX OOYHCICHb Y HAYKOBUX AOCIIKEHHSX;
3a0e3medeHHs — BUKOPHUCTAHHS TOTIOBHEHO! PEAIbHOCTI Y HAYKOBUX AOCITIKEHHSX;
— BUKOPHUCTAHHS IHTEJIEKTYyAIIbHIX Ta AUCTAHIIHHUX METO/IB HABYAHHSI.
BigmoBimae TEXHONOTYHMM BHUMOTaM  INOJO  HABYAJIBHO-METOIMYHOTO  Ta
iHpopManiitHOTo 3a0e3MeueHHs! OCBITHBROI AISUIBHOCTI y c(hepi BUIIOI OCBITH 3T1AHO
3 pirounM 3akoHomaBcTBOM YkpaiHu (IloctanoBa KMY «Ilpo 3arBepmKeHHs
JlineH3iiHUX YMOB MPOBAXKEHHS] OCBITHBOI [ISUTBHOCTI 3aKJIaiB OCBITH» BiA
30.12.2015 p., Ne 1187 (31 3mMiHamu).
9 — AxaaeMiuHA MOOLILHICTD
Harmionanena Ha ocHOBI ABOCTOpPOHHIX MAOroBOpiB MK HallloHanbHUM aepOKOCMIYHUM
KpenuTHa YHIBEPCUTETOM «XapKIBChKUI aBlamiiHUI 1HCTUTYT» 1 TEXHIYHUMH 3aKJIadaMU
MOOLIBHICTD VYkpainu, 30kpema, TOB «Sigma Software», T30B «Soft Serve», TOB «Epam
Systems», Acowiamisi TPOMHCIOBUX MIiANPHEMCTB aBTOMaTu3amii YKpaiHu
(AIITTAY), IIpAT ®EJI, ITAT «HBIT «Paniit», TOB «HBII «Panikcy.
MixnapoaHa Ha ocHOBI ABOCTOpPOHHIX MAOroBOpiB MDK HalioHamBPHUM aepOKOCMIYHUM
KpenuTHa YHIBEPCUTETOM «XapKIBCbKHIA aBlallliHUIA IHCTUTYT» 1 HABYAJbHUMH 3aKJIaAaMU
MOOLIBHICTD kpain-naptHepiB. ERASMUSH, a came akanemiuHa MoOinbHICTD 3 Leeds Beckett

University.

HasuanHus iHO3eMHUX

3100yBa4iB BHIIO]
OCBITH

HaBuanHs 1HO3eMHHX TPOMAIsH 3IIHCHIOETHCS NEP)KaBHOK a00 aHIIHCHKOO
MOBaMH. SIKIO HaBYaHHSA 3AIACHIOETBCS OEPYKABHOK MOBOK, TO Yy TEBHHUX
BUIAJKAX MOXKe OyTH MPHUUHSITO PIIEHHS MPO BHKJIAJAHHS OJHIEI YU JEKIJIBKOX
JMCIMIUTIH QHIJIIHCHKOIO Ta/ab0 IHITMMHU 1HO3EMHUMH MOBaMHU




2 TMEPEJIK KOMIIOHEHT OCBITHbO-HAYKOBOI
INIPOI'PAMMU «KIBEPBE3ITEKA»
TA IX JIOI'TYHA ITOCIIAOBHICTD

2.1 IlepeJiik KOMIIOHEHT OCBITHLO-HAYKOBOI POrpamMu

. . Kinbkicts Dopma

Kon KOMH'OHeHTI/I OCBITHBO-HAYKOBOI MPOTPaMu KDEJIUTIB | MiICyMKOBOTO

KOHII (HaBUaNbHI TUCIUILUTIHH, IPOEKTH/POOOTH, IPAKTHKH) (cemectp) KOHTPOJIO
0008’ s13x0Bi komnonenTu OHIIT
OK1 OOpobka Ta aHami3 pe3yJabTaTiB HAYKOBUX MJOCIIKEHb 3 5(1) icuT
BUKOpHUCTaHHsM IT

OK2 | VopasiiHHs HAYKOBHMHU MPOEKTAMHU 4(2) icnut

OK3 | ®inocodist 5(3) icnut

OK4 | MeropnoJoris mefaroriyHoi JisIbHOCTI 5(4) icnut

. . o 3(1) 3aJTiK

OKS | HayxoBi IHIIOMOBHI KOMYyHIKaLiii 302) p—

OK6 | CydacHuii ctaH 1 TeHIEHLIi po3BUTKY KibepOe3neku 5(1) icnut

3araabHuii 00csir 000B'I3KOBHX KOMIIOHEHT: 30

Buoipkosi komnonentu OHII

BK1 | Bubipkosa kommoHenTa 3 neperiky 1 5(2) icuT

BK2 | BubipkoBa koMmnoHeHTa 3 mepestiky 2 5(3) icuT

BK3 | Bubipkosa kommnoHeHTa 3 nepesiky 3 5(4) icruT

3aranbHuii 06cAr BUOIPKOBHX KOMIIOHEHT: 15
3ATAJIBHUI OBCSAT OCBITHBO-HAYKOBOI IPOTPAMH 45

* BIOK JUCHHIUTIH A 3400YTTA TTHOWHHUX 3HAHB 13 CHCHIATBHOCTI, 32 KO ACHIPAHT MPOBOAMTH JOCHIIHKCHHSA, 30KpeMa
3aCBOEHHS OCHOBHHX KOHIICTIIIH, PO3YMIHHSA TCOPSTHUHHUX I NMPAKTHYHHUX IMPOOJIEM, icTopii PO3BHUTKY Ta CYYACHOTO CTaHY
HAYKOBHX 3HAHb 32 00PAHOO CIEHIANBHICTIO, OBOIOIIHHS TEPMIHOJIOTIEFO 3 JOCIHKYBAHOTO HAYKOBOTO HANPSIMY. ACIIPaHT
00mpae OfHy I ATHKPEAUTHY JUCIUILIIHY .

** BJIOK AWCIMIUNH 32 TEMOI JUCEPTAmiHHOI POOOTH, 3a SKOK AaCIipaHT IPOBOAMTH BJIACHE HAYKOBE JOCIIIKCHHSL,
pe3yIbTaTH SKOTO MAKOTh HAYKOBY HOBH3HY, TCOPECTHYHE Ta/ab0 NPAKTHYHE 3HAYCHHA. ACHIpaHT O0OHMpae OnxHY
I ASTUKPETUTHY JUCIHUILTIHY.

*%% BIOK IUCHUILTIH BITLHOTO BUOOPY, B SIKOMY aCIipaHT BUOMPAE 11 BUBYCHHSI HABYAIbHI JUCIMIUTIHH, IO TPOIIOHYFOTHCS
JUTA IHIIMX PIBHIB BUIOI OCBITH. ACHIpaHT Ma€ MOJATH A0 BLAAIIY acHipaHTYPH i JOKTOPAHTYPH MOTOIKEHY 3 HAYKOBUM
KCPIBHUKOM 3asBY, B AKiH OOTPYHTOBYE MOTPEOY BHBUCHHSA OOPAHHX HHM JHCIHILIIH, IO BHKIATAIOTHCA HA 1HIONX PiBHAX
BHINOI OCBITH, 3BA)KAI0YM HA TEMATHKY AUCEPTALILITHOTO TOCTIHKECHHA. ACHipaHT OOMpPae OMHY I ITHKPESAUTHY JUCIUILIIHY .

A Takok Ma€ MpaBo HA aKaJAEMivHY MOOIIBHICTD Ta HA BUOIp JUCIUILTIHY 34 1HIIUMH PIBHSIMHY OCBITH.

BubipkoBi KOMITOHEHTH Ta IX 3MICT MPEJACTABJICHO HA CaiTi B po3aimi « BHOIpKOBI KOMIIOHEHTH OCBITHBO-HAYKOBHX
mporpam» https://khai.edu/ua/nauka/aspirantura-ta-doktorantura/.

Po3nonin ocBiTHIX KOMIOHEHT OCBiTHBOI mporpamu (KOIT) 3a kypcamu Ta ceMecTpaMu HaJaHO Y TOJATKy A.

2.2 CTpyKTYpHO-JIOTiYHA CXeMa 0CBITHbO-HAYKOBOI MporpamMmu

CTpyKTypHO-JIOTIYHa CXeMa OCBITHbO-HaykoBoi mporpamu (domatok bB) BigoOpaxae
MOCJIZIOBHICTh BUBYEHHS ii KOMIIOHEHT, Ta BigoOpaskae ABI CKJIaIOBI — OCBITHIO Ta HaykoBy. Haykosa
CKJIaZIOBa OCBITHBO-HAayKOBOi Mporpamu mepenadadae MPOBENEHHS acCIHipaHTOM BJIACHOTO HAyKOBOTO
OOCTIUKEHHST i KEPIBHULTBOM HAYKOBOIO KepiBHHKA Ta O(pOPMIIEHHS HOrO pe3yibTaTiB y BUIJIAIL
muceprauii. OCBiTHA N HayKOoBa CKJIQJAOBI OCBITHBO-HAyKOBOi INporpamMu OGOPMIIAETBCS y BHIIIAIL
1HAMBIYaJbHOTO TUIAHY OCBITHBO-HAYKOBOI pOOOTH acmipaHTa i € HEBiA €EMHOK YaCTHHOK HAaBYAJIBHOTO
IUTaHy acmipaHTypu. Tako, HeBil eMHOIO YaCTHHOIO HAyKOBOi CKJIAOBOI OCBITHBO-HAYKOBOI MPOrpaMu
€ MArOTOBKA Ta MyOJiKamisi HAYKOBUX CTaTel, BUCTYIH HA HAYKOBUX KOH(EPEHLsIX, CeMiHapax TOLIO.



3 ®OPMA ATECTALII 3IOBYBAUIB BUIIIOI OCBITH

dopwma aTecrarii dopma arectamii — MATOTOBIEHAa /il MOJANBLIOrO MyONIYHOTO 3aXUCTY
3n00yBauiB BUIIOI | mucepTaniiiHa poboTa Ha 3700y TTS HAyKOBOTO CTyNEeHs JOKTopa (inocodil
OCBITH

Bumoru no Hucepraris Ha 3000yTTS CTyneHst fokTopa pinocodii € caMOCTIHHIM PO3rOPHYTUM
auceprauii Ha OOCTIUKEHHSIM, 1IN0 TPOIOHY€E PO3B’S3aHHS KOMIUIEKCHOI mpoOneMu B cdepi
3n100yTTs cTynens | kibepOesneku Ta 3axucty iHpopmauii abo Ha ii MeXI 3 IHIIMMU CHENIATbHOCTAMHY,
nokropa ¢inocodii | pe3yabTaTH SIKOTO MAIOTh HAYKOBY HOBU3HY, TEOPETUYHE Ta MPAKTHYHE 3HAUCHHSL.
Auceprauis Mae BIANOBIAATH BUMOTaM, BCTAHOBJIEHMM 3aKOHOJABCTBOM.
Jucepramiss He TMOBHHHA MICTUTH akaaeMiduHoro ruiariaty, (anbcudikarii,
dabpukariii.

Juceprarisi Ha 3100yTTsI HAYKOBOT'O CTyIEHs TOKTOpa (itocodii 3a criemiaapbHICTIO
«Kibepbesneka Ta 3axuct iHpOpMaLii» MOBUHHA MAaTH OOCAT OCHOBHOTO TEKCTY
4,5-7 aBTOPCBHKHUX apKyLuiB opOpMIIEHNX BIIMOBIIHO O BUMOT, YCTAHOBJIEHUX
MOH. OnvH aBTOPCHKUH apKyIl CTAHOBHUTH ONM3bKO 24 CTOleOK APYKOBAHOTO
TEKCTY mnpu OQpOPMIEHHI TUCEpTalii 3a JOIMOMOIOK KOMITIOTEPHOI TEXHIKH 3
BUKOPUCTAHHAM TEKCTOBOTO penakropa Word: mpudt - Times New Roman, po3mip
mpupty - 14 pt dgepes 1,5 MikpsakoBwii 1HTepBas. Jlo 3aranbHOTO 00CSTY
aucepTalii He BKIIOYAKOTHCS TaONMUII Ta UIIOCTpaLii, SKI TOBHICTIO 3aiMarTh
wiomy cropiaku. HaykoBo-mocnmigHa poOoTa BUKOHYETHCS TiJ KEPIBHULITBOM
HAYKOBOTO KEPIBHUKA, SIKMH Hece BIAMOBLIANBbHICTH 33 MIATOTOBKY acHipaHTa Ta
CBO€YACHE BIUKOHAHHS Ta MOJA4y AMCEPTALliiiHOi poOOTH.

Jlucepranisi Ta aBropedepar mae OyTu po3mimeHa Ha caiTi XAl

4 BUMOI'H 10 HAABHOCTI CUCTEMH BHYTPIIIHLOI'O
3ABE3INEUYEHHSA AKOCTI BULIIOI OCBITU

Y HauioHanbHOMY  aepOKOCMIYHOMY — VHIBepcUTeTI «XapKiBCBKHH  aBlamifHUN  1HCTUTYT»
(GyHKIIOHYE crucTeMa 3a0e3MeyYeHHsI SIKOCTI OCBITHBOI IISUTBHOCTI Ta SIKOCTI BHINOI OCBITH (cHCTEMa
BHYTPIIIHBOTO 3a0e3TMeUeHHs IKOCTI), KA nependadae 3A1iHCHEHHS TAaKUX MPOLEAYpP 1 3aXOIiB:

1) BU3HAYeHHs! IPMHLKIIB Ta NPOLEAYD 3a0e3Me4eHHs! SIKOCTL BULLOI OCBITH,

2) 3RIACHEHHS] MOHITOPUHTY Ta MEPIOANYHOTO MEPETIIsiAY OCBITHIX MPOrpam;

3) wopiuHe OUiIHIOBAHHS 3100yBa4iB BHILOI OCBITH, HAyKOBO-NENArOTYHUX 1 MEAArOTYHUX
MPauiBHUKIB 3aK/Ialy BHIIOI OCBITH Ta PEryJspHE ONPHIIONHEHHS PE3yIbTATIB TAKHX OLIHIOBAHb HA
ooiuiiiHomy BeO-caliti XAl, Ha iHpOpMaLiiHUX CTEHAAX Ta B Oy/ib-sKUI IHIWKHA COCIO;

4) 3abe3neueHHs] MABUINEHHS KBadidikaril memaroriyHuX, HayKOBHX 1 HAyKOBO-IENArOrTYHHX
NpPaLiBHUKIB;

5) 3abe3reueHHsl HasiBHOCTI HEOOXIMHUX PeCYpCiB Ayist Opraizauii OCBITHBOIO MPOLECY, Y TOMY
YHCII CAMOCTIHHOI poOOTH 3100yBatiB, 38 KOXKHOK OCBITHBOI IPOrPaMoI0;

6) 3abe3neueHHs] HAABHOCTI 1H(POPMALIMHUX CHCTEM sl €(PEKTHMBHOIO YHPABIIHHSA OCBITHIM
IPOIIECOM,

7) 3abe3neueHHst myOmivuHOCTI 1H(pOpPMALIi MPO OCBITHI MPOrpaMM, CTYMEHI BUINOI OCBITH Ta
KBaJiikarii;

8) 3a0e3reueHHsl IOTPUMAHHS aKAAEMIYHOI LOOPOUECHOCTI NPALIBHUKAMU 3aK/IaiB BULIOI OCBITH
Ta 3700yBa4aMK BULIOI OCBITH, Y TOMY YHMCJIi CTBOPEHHS 1 3a0e3neueHHs PyHKUIOHYBaHHs e(hEeKTUBHOI
CHCTEMH 3ano0IraHHs Ta BUSIBJICHHS aKaIeMIYHOTO TUIariaTy;

9) IHIIUX TpoLenyp 1 3aXOIB.

Yl Ll yHKTH PeriaMeHTyOThCsL:

— Craryrom ynisepcurery (po3ain IX),

— Kogexcom akaneMiuHOi 1OOPOYECHOCTI;

[Monoxennsm «IIpo cucremy 3abe3nedeHHs SKOCTI OCBITHBOI ISITBHOCTI Ta BHIOI OCBITHY;
HonosxkenHsm «IIpo po3poOieHHs Ta MOZEPHI3ALII0 OCBITHIX POrpamy;

Honoxenusim «IIpo  mixsuinenHst kBaniikauii Ta CTaxyBaHHs HAyKOBO-NEArOriYHUX Ta
NEeNArorivHMX MPALiBHUKIB, 8 TAKOXK (axiBLUiB MPOMUCIOBOCTI B YHIBEPCHUTETI»;

— Tonoxennsm «IIpo opramsauuo OCBITHBOTO TIPOLIECYY;

— Tlonoxennsm «IIpo mucranuiitny Gopmy 3100yTTs OCBITIY,

— Antukopynuiiina nporpama B HanioHanbHOMy aepOKOCMIYHOMY YHIBEPCUTETI «XapKiBChKUM
aBlalifHUN 1HCTUTYTY.







7 HOPMATUBHI ITOCUJIAHHA

OcsiTHbO-HaykoBa mnporpama «KibepOesmeka» po3pobiieHa HAa OCHOBI TAaKUX HOPMATHUBHUX
IOKYMEHTIB 1 peKOMEHIALiH:

— 3axoH YKpaiHu PO BHECEHHS 3MiH LIOJ0 BAOCKOHAJIEHHS OCBITHBOI AISIBHOCT y cepi BUIIO]
ocBiTi Ne392-1X Bix 18.12.2019 p.;

— Cranpmapt Bumoi ocsith 31 cneniangbHoCcTi 125 «KibGepbesneka ta 3axuct iHpoOpMarii» ramysi
3HaHb 12 «IHpopmaniiiHi TEXHOJOTI» A TPEThOro (OCBITHBO-HAYKOBOTO PIBHSI) BUINOI OCBITH, (HaKa3
MOH Vkpainu Ne 1543 Big 29.10.2024 p.);

— ESG 2015 (Crammaptu Ta pekomeHpauii 13 3abesnmeuenHs skocti B €IIBO) -
https://ihed.org.ua/wp-content/uploads/2018/10/04 2016 _ESG 2015.pdf;

— EQF 2017 (€sponeiickka pamka kBamidikamiii) —  https://publications.europa.eu/en/
publication-detail/-/publication/ceead970-518f-11e7-a5ca-01aa75ed71al/language-en;
https://ec.europa.eu/ploteus/content/descriptors-page;

- QF EHEA 2018 (Pamka kBaJiikamii €I1BO) —
http://www.ehea.info/Upload/document/ministerial declarations/EHEAParis2018 Communique Append
ixIII_952778.pdf;

— ISCED  (MixnapogHa  craHmaptHa  kiacugikamis  ocsitn, MCKO) 2011 -
http://uis.unesco.org/sites/default/files/documents/international-standard-classification-of-education-
isced-2011-en_0.pdf;

— ISCED-F (MixnapogHa cranmaptHa kinacudikamis ocBitn — lamys3i, MCKO-I') 2013 -
http://uis.unesco.org/sites/default/files/documents/isced-fields-of-education-and-training-2013-en.pdf;

— 3axkoHn «IIpo Bumy ocsity» — http://zakon4.rada.gov.ua/laws/show/1556-18;

— 3axkoHn «IIpo ocsity» — http://zakonS5 rada.gov.ua/laws/show/2145-19;

— IlocranoBy KMV «IlIpo 3arBepmkeHHsi Ilopsiaky miarotoBku 3100yBadiB BHINOI OCBITH
CTymeHs1 TOoKTopa ¢inocodili Ta MOKTOpa HAyK Yy 3aKjagaxX BHUIIOI OCBITH (HAyKOBUX YCTaHOBaX)» 13
3miHamu — https://zakon.rada.gov.ua/laws/show/261-2016-%D0%BF;

— Hamionaneanii  knacudikarop VYkpainnm: Krnacugikarop mnpodeciit K 003:2010. -
https://zakon.rada.gov.ua/rada/show/va327609-10;

— HamionanpHa pamka kBamidikamii —  https://zakon.rada.gov.ua/laws/show/1341-2011-
%D0%BF#Text;

— Ilepemnik ramyseii 3HaHb 1 crienianbHOCTEH, 2015 — https://www.kmu.gov.ua/npas/248149695;

— Vka3 IIpesunenra Ykpainn «IIutaHHs €eBpONENChKOi Ta €BPOATIIAHTHUYHOI iHTerpauii» Bix 20
kBITHS 2019 p. Ne 155/2019 — https://www .president.gov.ua/ documents/1552019-26586;

— MeroanuHi pekOMeHaauli IOA0 pO3pOONEeHHs CTaHAapTiB BHIIOI OcBiTH, (Haka3 MOH
VYkpainn Ne 600 Big 01.06.2017 p.) cxBameHi cexTopoM BHuIIOi ocBiTH HaykoBo-meromamuHoi Pamu
MinicTtepcTBa OCBITH 1 HayKH YKpaiHu (31 3MiHAMHU);

— Ilpoekr €C TUNING (mpuknagm — pe3ysbTaTiB  HAaBYAHHS,  KOMIIETEHTHOCTEH)
http://www.unideusto.org/tuningeu;

— HawmionanpHuit  rnocapiii: Buma oceita, 2014 —  http://erasmusplus.org.ua/korysna-
informatsiia/korysni-materialy/category/3-materialynatsionalnoi-komandy-ekspertiv-shchodo-
zaprovadzhennia-instrumentiv-bolonskohoprotsesu.html?start=80;

— PamxkeBnu FO.M. BonoHchkuii mpomec Ta HOBa MapaaurmMa BHUINOi OCBITH: MoOHorpadis —
http://erasmusplus.org.ua/korysna-informatsiia/korysnimaterialy/category/3-materialy-natsionalnoi-
komandy-ekspertiv-shchodozaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?start=80;

— Po3pobnenns OCBITHIX porpam: METOANYHI peKoMeHparii -
http://erasmusplus.org ua/korysna-informatsiia/korysni-materialy/category/3-materialynatsionalnoi-
komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskohoprotsesu.html?start=80.



HomaTtok A

Po3noninn ocBiTHiX koMnoHeHT ocBiTHLOI nporpamu (KOII) 3a kypcamu Ta
cemecTpaMu

OKo6 5 Iliocomoexa ma 3axucm
BK1 5 BK2 5 BK3 5 oucepmauiiinoi pooomu

Bci  kommonentH (00OB’s3KOBI Ta  BUOIPKOBi), iX 3MICT, (HOpMYyBaHHSI
KOMITETCHTHOCTEH (3araJbHUX, CHemialbHUX ((paxoBHUX)) Ta BHU3HAYCHHS pPE3YJIBTATIB
HaBYaHHS TMIPEJACTABICHO y cuiadycax HaBUAJbHUX JIHUCIMIUIIH Ha CadTi B PO3MALI
«Kopotkuil onuc, CTpykTypa 1 OCBITHI KOMIIOHEHTH OCBITHIX IPOrpaMu 1 KOMIIOHEHTIB»
(OKpeMOo 3a KO)KHMM KypcOM HaBYaHHS) OCBITHBO-HAayKoOBOi mporpamu «KibepOesmeka»
cnenianbHocTi F5 «Ki6epOesneka Ta 3axucty iHpopmarii»
https.//khai .edu/ua/educati on/osvitni -programi -i -komponenti-z-2025-roku/osvitni -
programi-i -komponenti -dl ya-aspirantiv/ki berbezpekad/



https://khai.edu/ua/education/osvitni-programi-i-komponenti-z-2025-roku/osvitni-programi-i-komponenti-dlya-aspirantiv/kiberbezpeka4/
https://khai.edu/ua/education/osvitni-programi-i-komponenti-z-2025-roku/osvitni-programi-i-komponenti-dlya-aspirantiv/kiberbezpeka4/

Honatok b
CTPYKTYPHO-JIOIT'TYHA CXEMA OCBITHbO-HAYKOBOI TPOT'PAMHU

5 cemecTp

1 cemectp 2 cemecTp 3 cemectp 4 cemecTp 6 cemecTp 7 cemecTp 8 cemecTp

Ocai, 0 (0)14
C6IMHA CK1a0o6a Hayxkoea cknadosa OI1

OK1 O6pobka

NHNPOTPAMHI KOMIOETEHTHOCTI

OBOB’A3KOBI
KOMIIOHEHTH

BUBIPKOBI
KOMIIOHEHTH

Ta aHai3
pe3yJbTatiB
HayKOBUX
JIOCIIIIKEHD 3
BHUKOPHCTAHHAM

N

OK2

Ynpasninas
HayKOBHMH

OK6 Cyuacunii [pOCKTaMH /
CTaH i TeHICHILl OK3
posBHTKY dinocodist OK4 .
kibepbesnexu MeTtomonoris
Vs ~ - Iearorivuo i
QKS HayKo_Bl QKS HayI(O.Blw .| mismeHOCTI
IHIIIOMOBHI1 IHIIIOMOBHI1 =
KOMYHiKarif KOMyHiKarii
BK1 BK2 BK3
Bubipkosa Bubipkosa Bubipkosa
JIUCLUIUTIHA JIUCLUIUTIHA JMCLUILTIHA
(3 rmGunHMX 3HAHD (3a remoro (BimpHOTO BHOOPY)
3i crenianbHOCTI) AucepTaliiiHoT
poboTH)

ITiozomoeka oucepmauiitnoi pooomu

[y

Orusz ctany npooaeMu.

2 IlinroToBka i omy6JIiKyBaHHS OTIJIAA0BOT CTATTI.

3 TlocraHOBKa 3aBiaHb HOCHIIKCHHS, BHOID
METOJy HOT0 pO3B'sI3aHHSI.

4 TligroToBKa i Omy0OJIiKyBaHHS CTATTi 3a
pesynbTaTaMy BUKOHAHHS 11.3.

5 Buctyn Ha kKoH(epeHuil i myOuikaiis Te3

JIOTOBIN 3a pe3y/IbTaTaMi BUKOHAHHS 11.3.

Po3po6ka i onucaHHs TEOPETUYHOT YaCTHH
JIOCITKeHHS — MOZIeNeH, KiIacuikarii,
METOiB PO3B'sSI3aHHS 3aBJJAHHS.
ITigroroska i omyGJiKyBaHHS CTATTi 3a
pe3yJbTaTaMi BUKOHAHHS I1. 6.

Buctyn Ha kondepenuii i mybmikaris Te3
JIOTIOBIAi 3 pe3yIbTaTaMu BUKOHAHHS 11.6.
ITigroToBka i NpoBeeHHs HEOOXITHUX
€KCTIEPUMEHTAIbHHX TOCIIKEHb.

10

11

13

Po3pobka i onuc npakTUYHOT YaCTHHH
JIOCIIIKEHHS — IPOTrPaM, aaropHTMiB,
TEXHOJIOT i, KOHCTPYKLi#i i IPOX0KEHHS
HAyKOBOT'O CTa)KyBaHHsI.

OIpUITIONHEHHS OIUCY MAKeTy HPUKIATHUX
mporpam abo aBTOMaTH30BAHOT CHCTEMH y
(axoBomy BumaunHi. Ilinrotoska i

omnyOurikyBaHHS CTAaTTi 3a pe3yabTaTami 1. 10.

Buctyn Ha koHdepenuil i my6ikaris Te3
JIOTIOBITi 32 pe3yJibTaTaMi BUKOHAHHS 11.10.
TlinroToBKa i MpOBEACHHS HEOOXITHUX
eKCIIePHMEHTaIbHHX JOCTIKCHb.

14

15

16
17
18
19

ITigroroBka i omyGJIiKyBaHHs CTaTTi 3a
pe3yJbTaTaMH eKCIIEPUMCHTAIBHHX
JIOCIIKEHB.

Bucrtyn Ha kondepeHuil i my6ikaris te3
JIOTOBINi 32 pe3yJIbTaTaMU SKCIIEPHMEHTAIBHUX
JIOCIIIKEHB.

BripoBamkeHHs pe3ynbrari B AuceprauiitHol
pobotu.

ITinroToBka i omyGJIiKyBaHHS OTJISIOBOT CTATTi
3 YCHOTO LHUKITY AOCITIIKEHb.

Buctyn Ha koHepeHIii 3a pe3yapraraMmu
JUcepTaniitHoi po6oTn.

TTinroToBka # ohopmIeHHS pyKOTIHCY
JucepTanii.

Tlonaua gucepraniitHol poboTH IS PO3IILLY.

PE3YJIBTATHU HABUYUAHHA




