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Huceprartiiiitna po0oTa NpUCBSYEHA TIIBHUIICHHIO TapaHTO3aTHOCTI MEIUYHUX
CUCTeM Ha OCHOB1 I[HTepHeTy pedeil Oa3yrounch Ha po3poOIll Ta TPAKTHUHOMY
3aCTOCYBaHHI MoJieJield Ta METOMIB 1H(POPMAIIHHOI TEXHOJIOTII JJIsI MEIUYHUX CHUCTEM.
OO0'ekTOM NOCHTIPKEHHS € MEIUYHI CUCTEMU Ha OCHOBI [HTepHeTy pedeil Ta miaxonau
OIlIHIOBaHHS iX (PYHKIIIOHYBaHHS Ta Oe3neku. [IpeameroM JOCHIKEHHS € MOJeNi Ta
MeToau 1HGOPMAIIHHOT TEXHOJIOT1T 3a0€3MeYeHHs] TapaHTO3IaTHOCTI MEIUMYHUX CUCTEM
Ha OCHOBI [HTEepHETY peueil.

Y po0OoTi BHKOHAHO AaHAJTITUYHUM OIS CYYaCHMX MOJEJed Ta METOiB
OIIIHIOBAHHSI 1 3a0€3MEeUCHHS TapaHTO3JaTHOCTI MEAMYHUX CUCTEM Ha OCHOBI [HTepHeTY
pedeil. BcraHoBieHO, 10 ICHYIOUlI MOJENl Ta METOAM HE BPAaXOBYIOTh CIEHU(PIUHHX
0COOJIMBOCTEM MEAWYHOI Tally3i, HEAOCTaTHLO ¢opMaiizoBaHi 1 MawTh oOMalb
IHCTPYMEHTAJIbHUX 3aC001B MIATPUMKHU OILIIHIOBAHHS 1 3a0€3MeUeHHs TapaHTO3JaTHOCTI
TaKOT0 POy CUCTEM.

3 ypaxyBaHHSM MPOBEJICHOT0 aHaII3y B POOOTI TOCTaBJICHO Ta BUPIIIICHO HAYKOBE
3aBJaHHS PO3POOJICHHS MOJENEH Ta METOIIB 1H(OPMAaILIiTHOT TEXHOJOT1I 3a0e3neUeHHs
rapaHTO3JaTHOCTI MEIMYHUX CHCTEM Ha OCHOBI [HTEpHETYy peuel 3 ypaxyBaHHSM aTak
Ha BPA3JIMBOCTI 1 Ae()EKTIB MPOrpaMHHUX Ta allapaTHUX KOMIIOHEHTIB, a TAKOXK MPOIEIYP
(GYHKIIOHYBaHHS METUYHOTO MPUCTPOIO.

OOrpyHTOBaHa METOJMKA MPOBEACHHS JTOCTIHKEHb 1 MAaTEMaTUYHUN amapar, 110
BUKOPUCTOBYEThCSI B jgociipkeHHi. [lpu  BupilmieHHI ~ HAayKOBUX  3ajad

BHUKOPHUCTOBYBAJINCA MCTOOAU CHUCTCMHOTIO aHaJIi?,y, MCTOAN TCOPCTUKO-MHOXHWHHOTO



OTHCY, Teopili MMOBIPHOCTEH, amapaT Teopii MapKOBCHKUX IMPOIECIB, YUCIOBI METOIU
pO3B’sI3aHHS JIHIMHUX CHUCTEM AUGEpeHIIHHUX PIBHSAHb, TEXHOJOTIl aHAIITUYHOTO
MOJIETTIOBaHHS AJITOPUTMIB IMOBEIIHKHU BIJIMOBOCTIMKUX CHUCTEM, METOJIM MAaTEMAaTUYHOTO
MOJIETIIOBaHHSl 1 Teopli omnTumiszauii, Teopii irop, METOIW PHU3HK-aHATI3y, METOAU
00’ €KTHO-OPIEHTOBAHOTO MPOrPaMyBaHHs, METOU (HYHKIIOHATLHOTO MOJIETIOBAHHS.

VY 10CcKOHAIEHO KOMILIEKC MOJIEJIEH OI[IHIOBAHHS TapaHTO3/aTHOCTI MEIUYHHX
CUCTEM Ha OCHOBI IHTepHeTy peued HUISIXOM BpaxyBaHHS Pi3HUX (GYHKIIOHAIBHUX
CTaHiB, THWIIB BIIMOB Ta KiOepaTak, IO Ja€ 3MOTY pO3paxOBYBAaTH MOKa3HUKHU
TOTOBHOCTI, (pyHKIIIOHAJIbHOI Oe3meku, Kid0epOe3neKku, BHU3HAYaTH iX 3aJIKHICTh BiJl
napameTpiB MEAMYHUX MOOUTBHUX IIPUCTPOIB Ta XMAPHOTO CEPEIOBHUIIIA.

Brnepiie ogepkano Mozenb (yHKIIOHATBHOT MOBEIIHKM MEIUYHOTO MPHUCTPOIO,
sKa, HA BIIMIHY BiJ] BIJIOMHUX, BPaXOBY€ Pi3HI 3aKOHU PO3MOLTY Yacy MIX 3asiBKaMH Ha
00CITyroByBaHHs, @ TaKOX Pi3HI TUMHU BIJIMOB 3a PIBHEM KPUTHUYHOCTI, IO JO3BOJISIE
BU3HAYUTHU BIUTUB MTOKa3HUKIB MEJUYHOTO MPUCTPOIO Ha TOTOBHICTh TA FaPaHTO3/1aTHICTD
mennuHoi [oT cuctemu B misiomy.

HaOyB momanpmioro po3BUTKY METOJ 3a0e3nedeHHs KibepOe3nmekn MeIUuYHUX
CUCTEM Ha OCHOBI [HTepHeTy peueill HUIIXOM BHOOPY KOHTP3aXO[1B 3 BUKOPUCTAHHIM
Teopii MAaTPUYHUX IrOp, 110 J03BOJIE BUOMPATH 32 MAKCIMIHHUM KPUTEPIEM MHOXKUHY
3ac001B 3aXHCTY.

Y ockoHalmeHO METOJT KEeHC-OpIEHTOBAHO1 OIlIHKK KiOepOe3reku MEeIUUYHUX
CUCTEM Ha OCHOBI [HTepHeTy peueill 3a paxyHOK (opMyBaHHS TPOPLIHOYTBOPIOIOYOI
0a3u cTaHAapTIB Ta PYHKIIOHATHHUX BUMOT, a TaKOX MPOLEAYPU BUOOPY ITHCTPYMEHTIB
OLIIHIOBAHHSI, 1110 JI03BOJISI€ M1ABUIIUTH MOBHOTY OILIIHIOBAHHS.

VYci TeopeTnyHi pO3pOOKM JUCEpTallii JOBEIECHO /10 KOHKPETHUX I1HKEHEPHHUX
METOJIMK Ta aJICOPUTMIB 13 3aCTOCYBAHHSAM 3alpPONOHOBAHOI 1H(OPMAIIHHOT TEXHOIOT1i
OLIIHIOBAHHS 1 3a0€3MeUYeHHs TAPAHTO3JaTHOCTI MEAMYHUX CUCTEM Ha OCHOBI [HTEpHETY
peueit. Po3poOaeni metoauku Ta iHCTpyMeHTabHI 3acoou «loHTStandard» 1 «GTCy, siki
€ 0e3mnocepeIHb0 YaCTHHOI TPHUKIIAIHOI 1H(OPMAIIHOT TEXHOJOTIi OI[IHIOBAaHHS 1

3a0e3MeueHHs rapaHTO3/1aTHOCTI MEAMYHUX CUCTEM Ha OCHOBI IHTepHeTy peuei, 110, B



CBOIO 4Yepry, JO3BOJWJIO IMIJABUIIATUA MOBHOTY OIIHIOBAaHHS TapaHTO3/IaTHOCTI TaKOTO
pOJly CUCTEM.
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ANNOTATION

Strielkina Anastasiia. Information technology models and methods of

dependability ensuring of healthcare Internet of things systems.— Manuscript copyright.



Thesis on competition of scientific degree of Doctor of Philosophy by specialty
122 — Computer Science. — National Aerospace University “Kharkiv Aviation Institute”,
Kharkiv, 2019.

The dissertation is devoted to the enhancing the dependability of healthcare IoT
systems based on the development and practical application of information technology
models and methods for healthcare systems.

The scientific results are:

1) the complex of models of evaluation of the healthcare [oT systems dependability
by taking into account different functional states, types of failures and cyberattacks has
been improved, which allows to calculate indicators of availability, functional safety and
cybersecurity, to determine their dependence on the parameters of medical mobile devices
and cloud environment;

2) for the first time, a model of functional behavior of a healthcare device has been
obtained, which, unlike the known ones, takes into account different laws of time
distribution between service requests, as well as different types of failures by the level of
criticality, which allows to determine the influence of indicators of the healthcare device
on availability and dependability of healthcare IoT system in general,

3) the method of providing cybersecurity for healthcare IoT systems has been
further developed by the choice of countermeasures using matrix game theory, which
allows to choose the number of protection tools by the maximin criterion.

4) the method of case-based assessment of the healthcare [oT system cybersecurity
has been improved through the formation of a profile-based base of standards and
functional requirements, as well as procedures for selecting assessment tools to improve
the completeness of the assessment.

Key words: dependability, Internet of Things, Markov model, game theory,
healthcare system, Safety Case approach.



